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ABSTRACT:  Affording secure and competent big data aggregation methods is very attractive in the field of wireless 

sensor networks research. In concrete settings, the wireless sensor networks have been broadly functional, such as 

objective tracking and atmosphere remote monitoring. However, data can be simply compromised by a vast of attacks, 

such as data interception and data tampering, etc. In this paper, we mainly focus on data reliability protection; give an 

identity-based cumulative signature design with a designated verifier for wireless sensor networks. According to the 

advantage of cumulative signatures, our design not only can remain data reliability, but also can condense bandwidth 

and storage cost for wireless sensor networks. Furthermore, the security of our identity-based cumulative signature idea 

is strictly presented based on the computational Diffie-Hellman statement in random oracle form. 
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I. INTRODUCTION 
 
 The Location-Enabled mobile devices proliferate; location- based services are rapidly becoming immensely 

popular. Most of the current location-based services for mobile devices are based on users' current location. Users 

discover their locations and share them with a server. In turn, the server performs computation based on the location 

information and returns data/services to the users. In addition to users' current locations, there is an increased trend 

and incentive to prove/validate mobile users' past geographical locations. This opens a wide variety of new location-

proof based mobile applications.described several such potential applications store wants to offer discounts to frequent 

customers Evidence of their repeated visits in the past to the store. A company which promotes green commuting and 

wellness may reward their employees who walk or bike to work. The company may encourage daily walking goals of 

some fixed number of miles. Employees need to prove their past commuting paths to the company along with time 

history. This helps the company in reducing the healthcare insurance rates and move towards sustainable lifestyle. On 

the battlefield, when a scout group is sent out to execute a mission, the commanding center may want every soldier to 

keep a copy of their location traces for investigation purpose after the mission. In digital universe grows in stunning 

speed which is produced by emerging new services, such as social network, cloud computing and internet of things. 

They are gathered by omnipresent wireless sensor networks, aerial sensory technologies, software logs, information-

sensing mobile devices, microphones, cameras, etc. And the wireless sensor network is one of the highly anticipated 

key contributors of the big data in the future networks.  Wireless sensor networks (WSNs), with a large number of 

cheap, small and highly constrained sensor nodes sense the physical world, has very broad application prospects both 

in military and civilian usage, including military target tracking and surveillance, animal habitats monitoring, 

biomedical health monitoring, critical facilities tracking. It can be used in some hazard environments, such as in 

nuclear power plants. Most of the current location-based services for mobile devices are based on users' current 

location. Users discover their locations and share them with a server. In turn, the server performs computation based 

on the location information and returns data/services to the users. In addition to users' current locations, there is an 

increased trend and incentive to prove/validate mobile users' past geographical locations. This opens a wide variety of 
new location-proof based mobile applications.  
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II. METHODOLOGY 
 

2.1 PROTOCOL    

  Our protocol consists of two primary phases: STP proof generation and STP claim and verification. Gives an 

overview of the two phases and the major communication steps involved. When a prover collects STP proofs from 

his/her co-located mobile devices, we say an STP proof collection event is started by the prover. An STP proof 

generation phase is the process of the prover getting an STP proof from one witness. Therefore, an STP proof collection 

event may consist of multiple STP proof generations. The prover finally stores the STP proofs collected in the mobile 

device. When a prover encounters a verifier (the frequency of such encounters is specific to the application scenarios) 

and intends to make a claim about his/her past STP to the verifier, the STP claim and verification phase takes place 
between the prover and the verifier. A part of the verification job has to be done by CA.Therefore, communication 

between the verifier and CA happens in the middle of the STP claim and verification phase. In, the two arrowed lines in 

red color represent the latter two stages of the Bussard-Bagga protocol. These stages require multiple interactions 

between the two involved parties, and thereby are represented by doubly arrowed lines. The preparation stage of the 

Bussard-Bagga protocol does not need to be executed for every STP proof generation and thus is not shown. Users 

could run the preparation stage before each STP proof collection event or pre-compute and store several sets of the bit 

commitments and primitives, and randomly choose one set. 

 

2.2 SELFISH NODE   

 Our proposed entropy-based trust model guards from P-Wcollusion by giving lower trust values to STP proofs 

generated by common or repeating witnesses. It also serves as an incentive mechanism for users to generate STP proofs 

for strangers. In a generic case, peer mobile users may be selfish. They may choose to save their battery power over 

generating STP proofs for other users, particularly when they are strangers. Let us consider a simple case when User 

wants to generate his STP proofs from stranger. 

 

III. COARSE GRAIN LOCATION 
  

 Trust computation becomes more reliable with increased number of users, hence choosing a coarser location 

level may be preferable for those services which seek higher reliability and trust but lower location granularity. We 

now show how STAMP can be used to collate STP proofs from witnesses from different locations to verify coarse 

grain location with higher trust.  

 

IV. TRUSTED WITNESSES 
  
  STAMP is useful for a wide range of application where a centralized infrastructure (trusted wireless APs) is 

not available. The green commuting application we described scenario. In some scenarios, a trusted mobile or 

stationary user may be available or required. For example, a store which wants to give discounts to its frequent 

customers may have some trusted mobile users such as customer service agents who are amongst the crowd in the 

store. In the prior case, we have incognito trusted mobile users. For users going to a park, it was observed that there are 

frequent events when users find no co-located user to generate STP proofs. Thus, the authorities set up a trusted 

wireless AP to generate STP proofs for travelers. The exact location of such trusted wireless AP is known. In these 

scenarios, the prover can send all to CA or skip using CA since the proofs are already trusted. The first model fits well 

for incognito trusted mobile users while the other model serves well for wireless APs. Trusted Mobile Users: In first 

case, the trusted witness is not readily recognized by the prover. The prover will send original STP claim to the CA. 

The CA will recognize trusted witness among the many and also improve trust score for other witnesses, as an added 

incentive (recognizing their honest work).  

 
V. CONCLUSION 

 
  This paper we have presented STAMP, which aims at providing security and privacy assurance to mobile 

users' proofs for their past location visits. STAMP relies on mobile devices in vicinity to mutually generate location 

proofs or uses wireless APs to generate location proofs. Integrity and non-transferability of location proofs and location 

privacy of users are the main design goals of STAMP. We have specifically dealt with two collusion scenarios: P-P 

collusion and P-W collusion. To protect against P-P collusions, we integrated the Bussard-Bagga distance bounding 

protocol into the design of STAMP. To detect P-W collusion, we proposed an entropy-based trust model to evaluate the 

trust level of claims of the past location visits. Our security analysis shows that STAMP achieves the security and 
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privacy objectives. Our implementation on Android smartphones indicates that low computational and storage 

resources are required to execute STAMP. Extensive simulation results show that our trust model is able to attain a 

high balanced accuracy with appropriate choices of system parameters Due to the limited resources of sensor nodes in 

terms of computation, memory and battery power, secure and energy save data aggregation methods should be 

designed in WSNs to reduce the energy cost of data collection, data processing and data transmission. In this paper, we 

present an ID-based aggregate signature scheme for WSNs, which can compress many signatures generated by sensor 

nodes into a short one, i.e., it can reduce the communication and storage cost. Moreover, we have proved that our IBAS 

scheme is secure in random oracle model based on the CDH assumption, and we also have proved that our aggregate 

signature can resist coalition attacks, that is to say the aggregate signature is valid if and only if every single signature 

used in the aggregation is valid. In our future work, we will focus on designing more efficient data 
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