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ABSTRACT : Recently, there has been considerable interest in attribute-based access control (ABAC) to overcome the
limitations of the classical access control models (i.e, discretionary-DAC, mandatory-MAC and role based-RBAC)
while unifying their advantages. The general idea of ABAC is to determine access control based on the attributes of
involved entities. Example user attributes are department, clearance and role and example object attributes are size,
create_Time and owner. Authorization results are computed based on subject and object attributes and authorization
policies. As attributes can be engineered to reflect appropriately detailed information about users, subjects and objects,
ABAC ensures great flexibility in expressing fine-grained policies which are increasingly required by applications. Till
today no method has been defined which guides for automatic conversion of RBAC to ABAC, So in this paper efforts
for automotive conversion of Role Base Access Control Model to Attribute Base Access Control Model has been done.
Using Log Files of RBAC system, the transactional records are analysed using Machine Learning Algorithms — Navies
Bayes Theorem, to generate access patterns from which various needed attribute for generation of XACML policy is
fetched and from that XACML policies are generated.

KEYWORDS : Role Based Access Control Model, Attribute Based Access Control Model, Log Files. XACML
Policy, Machine Learning-Navies Bayes Algorithm.

I. INTRODUCTION

In the era of Information and resources to be highly secured the access control plays an important role. Access Control
means performing selective restriction to a place or to any resource of the system for system users. Granting permission
to access any of the resources of the system to the users is called authorization. Access control can also be defined as
the process by which users are granted access and certain privileges are assigned to access the information and various
resources of the system.

In an access control system users are assigned various credentials, prior they are granted access to the system. In
information security, access control has various mechanisms such as authorization, authentication and audit of the
entity trying to gain access which ensures the security of the system. Access control models have a subject - referred to
human user, the one trying to gain access and an object is usually the software or system resource. In the world of
information security, an access control list includes various parameters such as list of permissions and the users to
whom these permissions are associated. Data which is confidential or have certain security associated with it can be
viewed by certain people and not by other people and is controlled by access control. Due to this mechanism
administrator has rights to secure information and set privileges for what information can be accessed, who can access
it and at which time it can be accessed.

DAC : DAC also known as discretionary access control is an access control mechanism that gives grant or keep
restriction for an access to an object by an access policy which is defined by an object’s owner group or by the

subjects [15].DAC mechanism controls are defined by user identification with supplied credentials during
authentication, such as username and password. DACs are discretionary because the subject (owner) can transfer
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authenticated objects or information access to other users. In other words, the owner determines object access
privileges [15]. In DAC, each system object (file or data object) has an owner, and each initial object owner is the
subject that causes its creation. Thus, an object's access policy is determined by its owner.
A typical example of DAC is Unix file mode, which defines the read, write and execute permissions in each of the
three bits for each user, group and others. In DAC user have the ability to transfer ownership of the object to other user
and he can also regulate the access pattern of the other users of the system. Though DAC is easy to Implement but it
has vulnerabilities for Trojan horse and has limited negative authorization power.

MAC : Media access control (MAC) is a sublayer of the data link layer (DLL) in the seven-layer OSI network
reference model. users have the authority to decide whether to grant access to any other user. To allow that, all users
have clearances for all data. MAC is responsible for the transmission of data packets to and from the network-interface
card, and to and from another remotely shared channel [16].The basic function of MAC is to provide an addressing
mechanism and channel access so that each node available on a network can communicate with other nodes available
on the same or other networks. Sometimes people refer to this as the MAC layer [16]

ACL : An access control list (ACL) is a table that tells a computer operating system which access rights each user has
to a particular system object, such as a file directory or individual file. Each object has a security attribute that identifies
its access control list. The list has an entry for each system user with access privileges. The most common privileges
include the ability to read a file (or all the files in a directory), to write to the file or files, and to execute the file (if it is
an executable file, or program).

RBAC : Role-based access control (RBAC) is a method of access security that is based on a person’s role within a
business. Role-based access control is a way to provide security because it only allows employees to access information
they need to do their jobs, while preventing them from accessing additional information that is not relevant to them. An
employee's role determines the permissions he or she is granted and ensures that lower level employees are not able to
access sensitive information or perform high-level tasks. Role-based access control is another mechanism that is used
to authorize access to operations based on a caller's role membership and is mostly used in Web applications requiring
scalability.

ABAC : Attribute-based access control (ABAC) is a different approach to access control in which access rights are
granted through the use of policies made up of attributes working together. ABAC uses attributes as the building blocks
to define access control rules and access requests. This is done through a structured language called the eXtensible
Access Control Markup Language (XACML), which is as easy to read or write as a natural language.

Il. RELATED WORK

Classical access control model such as DAC, MAC and RBAC are not suitable for all application areas. They are not so
much flexible and scalable as required in large, distributed, open and cloud computing application environments.
Recently, there has been considerable research carried out in the area of access control. Recently, there has been
considerable interest in attribute-based access control (ABAC) to overcome the limitations of the classical access
control models (i.e, discretionary-DAC, mandatory- MAC and role based-RBAC) while unifying their advantages.
Research on ABAC has been carried out in various areas.

Yu et al [5] proposed access control for digital health records in clouds. For example, in storing the digital health
records, an owner is a patient who decides the access policy. In the Setup and KeyGen phases, the KDC gives attributes
and secret keys to users, who register in the system. There can be more than one KDC (Details in the next section). The
owner encrypts (Encrypt algorithm) the data using the access policy she has and the public parameters. The encrypted
data is then stored in clouds. A user with a valid set of attributes can download the encrypted data from the cloud and
decrypt it using its secret keys (Decrypt algorithm). When new users join the system, they register with the CPS and
receive attributes and keys from the user. When a user is revoked or the access policy is changed, then the KDC
redistributes keys in such a way, that the revoked users are not able to decrypt any stored data. Thus the success of an
access control mechanism rests on not only how efficient the encryption and decryption mechanisms are, but also on
the revocation schemes and distributed structure of KDC.

Kuhn et al [4] suggested that combining the best features of RBAC and ABAC can provide effective access control for
distributed and changing applications. They compared the strength and weakness of RBAC and ABAC with respect to
simplicity of security administration, easiness of reviewing permissions assigned to users, and flexibility to adapt to
rapid changing applications; then they presented a spectrum of possible ways to combine RBAC and ABAC,; finally,
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they revealed that standards organizations are developing a policy-enhanced RBAC standard to accommodate attribute
based features. They presented a very interesting picture of the landscape of combining RBAC and ABAC. However,
the attributes they considered are limited to user-centered attributes. The attributes of objects and environment are also
important to access control, and should be considered.

Earlier, Al-Kahtani and Sandhu [1] proposed a model of rule-based automatic user-role assignment for RBAC, called
RB-RBAC, to overcome the difficulty of manual user-role assignment for service-providing enterprises which typically
have a huge number of users. In this model, users are dynamically assigned roles by using rules, based on users’
attributes. This model also has the limitation of considering only the attributes of users; furthermore, attributes are
expressed in propositional logic, thus being less expressive than what we permit (first order logic). In addition their
approach to representing mandatory access control is to create roles of read and write for every node in a security
lattice. This approach can lead to a large number of roles; more importantly, the roles are created based on the general
security classification lattice rather than specific job functions; this makes it difficult to realize the principle of least
privilege.

Similar to [1], Kern and Walhorn [3] also adopted a rule based approach to user-role assignment, supporting automated
administration of roles in large organizations. They pointed out that dynamic user-role assignment as in [1] creates
difficulties in reviewing permission assignments and in evaluating the impact of a new rule or revision of rules. To
overcome these problems, they proposed static user-role assignment. In this way, the rule-based user-role assignment is
separated from run-time RBAC system. This approach has been applied in a bank and identity management solution of
an IT service provider.

Chae and Shiri [2] proposed a variant of RBAC to categorize objects in hierarchical classes (more exactly, groups), to
enable association of an object group rather than an individual object with an operation in permission, and to allow
authorization propagation through object group hierarchy. Compared to [1, 3, 4], this model deals with the difficulty of
handling a large number of objects.

111. PROPOSED WORK FLOW

As discussed in related work, numerous efforts have been done to convert existing access control mechanism to
attribute based access control model. But all research work up till now throws light on doing this conversion manually.
For manual conversion of Role Based Access control system to attribute based access control system all attributes have
to be taken into consideration.

Different attributes of user, subject, object and various environmental conditions are grouped together and various
possible combination of all the attributes leads to generate an XACML policy based on the authorization rights of the
user. Here for generating XACML policy for access control also includes various Environmental conditions like
time_of _access, location_of user and many more information are fetched from system file, user database file, and
from Data dictionary.

As the work flow indicates initially the input to the system is the transactional record information stored in log files of
Role Based Access Control enabled system. Then each record for the file are categorized on the basis of role and
related to access pattern the fine granularity is obtained by generating a nested categorization for each user following in
some fixed group of user or say some particular role. From this categorization and fetching more information from
system file, user data base, data dictionary a master table is created. From this categorization various attributes like user
attributes, subject attributes, object attributes and environmental condition are listed down. This information works as
Meta data for the next step, which is to generate XACML files for policy which is helpful in access control.

Here after generating XACML file automatically, admin has rights for the policy pruning, admin can add new policy,
can delete redundant policy, can add new user, can truncate older details of the employee and then finally can configure
the final policy.

As the proposed workflow indicates the categorization of the log file on the basis of Role that the user has been
assigned, the object he is accessing, the operation the he is performing on the object, the date and time on which such
objects are accessed are all categorized with the help of Machine Learning.

From various Machine Learning algorithm Naive Bayesis used. Naive Bayesis was used for text retrieval community
in the early 1960s and remains a popular (baseline) method for text categorization, the problem of judging documents
as belonging to one category or the other (such as spam or legitimate, sports or politics, etc.) with word frequencies as
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the features. With appropriate pre-processing, it is competitive in this domain with more advanced methods
including support vector machines.
Naive Bayes classifiers are highly scalable, requiring a number of parameters linear in the number of variables
(features/predictors) in a learning problem. Maximum-likelihood training can be done by evaluating a closed-form
expression, which takes linear time, rather than by expensive iterative approximation as used for many other types of
classifiers. Here Naive Bayesis algorithm is used for categorizing the file on the basis of probability that various
records have been accessed. More the frequency of record higher te probability that record will be considered for access
pattern and that access pattern will be converted in XACML Policy .
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Figure 1 : Proposed work flow
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IV. PROGRESS WORKFLOW

Below Screen shots shows how our proposed approach will work. Transaction records contained in the log file of Role
Based Access Control model has been categorized on the basis of role every user has been assigned, then on the basis
of object that the user is accessing, the operation he performs on the accessed object, and then carrying out the various
other attributes like at which date and time such actions have been done.
By this various attributes like user attributes, subject attributes, object attributes can be derived from log file of Role
Base Access Control model. This categorization has been done using machine learning algorithm — Navie’s Bayes
Classifier. By Using this algorithm initially probability of each Role is obtained. After it probability of other attributes
are found. Then by using the joint probability the access pattern are generated. Generated access pattern turns out to be
the attributes for XACML policy
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Fig 2 : Showing Probablity of each role

Above figure 2 shows the probability of each role of Role Based Access Control model on the basis of log file, for the
resources they are accessing.
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Fig 3: Shows Prbbility of each file Accessed

Above figure 3 shows the probability of each resource accessed of Role Based Access Control model on the basis of
log file, by various roles of Role Based Access Control Model.
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Above figure 4 shows the probability of each resource accessed of Role Based Access Control model on the basis of
date and time of access.
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Fig 5: Show the access Pattern Generated.

Above figure 5 shows the access pattern generated on the basis of log file by finding the joint probability of resources
being accessed by the different users on some specific time.
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Fig 6: Shows the XACML pollcy generated from access Pattern
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Above figure 6 Shows the XACML policy generated from access Pattern on the basis of access pattern generated by
applying Machine learning algorithm on the log file of Role Based Access Control Model

V. ANALYSIS

The above described worked flow is able to generate the XACML policy from the log records of Role Based Accessed
Control Model. This portion ensures that the proposed scheme is able to generate similar XACML policy in the same
way the role based access control would allow the authorization of authenticated user. Consider for example RBAC
system in which certain roles has been defined and each role has certain permissions on various objects. Assume these
roles have been defined as per table 1.

Role_id Computer Distributed Parallel Information Software
Graphics System Processing technology Engineering

R1 riw riw riw riw riw

R2 riw riw r r R

R3 R R riw r riw

Table 1: Role definition in RBAC system

<AttributeValue DataType="http:/ /www.w3.0rg/2001/XMLSchema#string »ftc03</}ttributevalue>
<SubjectAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSch 9" MustBePresent="false"
Attributeld="urn:oasis: ate: I:1.0:subject:subject-id" SubjectCategory="urn:oasis: :tc:xacml: 1.0:subject-category:access-subject”/>
</SubjectMatch>
</Subject>
</Subjects:
- <Resources>
- <Resource>
- <ResourceMatch Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal’
<AttributeValue DataType="http:/ /www.w3.0rg/2001/XMLSchema#string §-Marks_Entry JAttributeValues
<ResourceAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSch¥gpa#string” MustBePresent="false"
Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id"/>
</ResourceMatch>
<fResources
</Resources>
- <Actions>
- <Action>
- «<ActionMatch Matchld="urn:oasis: :tc:xacml:1.0:function:string-equal”>,
<AttributeValue DataType="http:/ /www.w3.0rg/2001/XMLSchema#string AftributeValue:
<ActionAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSchentu §" MustBePresent="false"
Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id"/>
</ActionMatchz
<[Action>
</Actions>
- <Environments>
- <Environmentz

<EnvironmentMatch Matchld="ur 1:1.0:f ing-eqyd

<AttributeValue DataType="http:/ /www.w3.0rg/2001/XMLSchema#string'§- MattributeValues

<EnvironmentAttributeDesignator DataType="http://www.w3.0rg/2001/XML§chepia#double" MustBePresent="false"
Attributeld="urn:oasis: HoH I:1.0:enviror t:environment-id

</EnvironmentMatch>

- <EnvironmentMatch Matchld="ur i I:1.0:functi ing-egtfa
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#strind ttributeValue>

En NataTuna—"httn- { Daosone w2 oea {2000 XML v 4 nt—"falca®

Figure 7: Generated XACML Policy

Suppose, role R2 has been assigned to faculty with 1d “ Ftc03”. Here as shown in table 1 the faculty with Id “ Ftc03 ”
has read/write permission to the subject file Computer Graphics and Distributed System according to Role Based
Access Control Model. XACML policy generated in Figure 7 also decides the authorization of user FtcO3 in the same
way. Machine Learning Concepts to the log file of Role Based Access Control Model fetches the needed attribute for
XACML Policy and generates the policy that grants the access to the user on the basis of predefined access control
mechanism..
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VI. CONCLUSION

Attribute Based Access Control is one type of access control mechanism. There are many access control mechanism
but attribute based access control mechanism provides more flexible environment as access control policy are based on
attributes.

As this dissertation leads to generate Attribute based access control model automatically from existing Role based
access control model. Here transactional records of Role based access control model are used to fetch attributes for
access control policy. Using this Attributes XACML policy file is generated and admin has rights to modify policy and
then configures the final policy. Till date a proto-type for this model have been created where log file has been
categorised using Machine Learning Algorithm- Navie’s Bayes Classifier. Access pattern obtained from machine
learning algorithm serves attributes needed for creating XACML Policy. An XACML policy has also been generated.
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