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ABSTRACT: This paper presents the design and implementation of a fingerprint-based biometric access control
system for vehicles using an Arduino Uno microcontroller, fingerprint sensor, motor, button, and relay. The
system aims to enhance vehicle security by providing a secure and convenient alternative to traditional key-based
access methods. Upon scanning a registered fingerprint, the fingerprint sensor captures the user’s biometric data, which
is then processed by the Arduino Uno to verify the identity. If the authentication is successful, a relay is triggered to
activate the motor, which can either unlock the door or start the ignition system, depending on the system’s
configuration. In case of unauthorized access, the system denies access, ensuring enhanced vehicle protection. A push
button is provided for manual override in case of system malfunction. The results demonstrate a high accuracy rate in
fingerprint recognition and a rapid response time, making the system effective for real-world applications. This
biometric solution significantly improves security, eliminating the risk of unauthorized access due to lost keys or
duplicated RFID cards

KEYWORDS:Fingerprint-based authentication, Biometric access control, Vehicle security, Arduino Uno, Fingerprint
sensor, Relay system, Motor control, Access control system, Embedded systems, Vehicle ignition, Secure vehicle
access, Biometric verification, Unauthorized access prevention, Push button override

L. INTRODUCTION

Vehicle security has become a growing concern in today's world, as traditional methods such as key-based systems and
RFID (Radio Frequency Identification) are increasingly vulnerable to theft, unauthorized access, and duplication. To
combat these security threats, innovative technologies are being explored to provide more robust and convenient
solutions. One such solution is the implementation of biometric authentication systems, which leverage unique
physical characteristics, such as fingerprints, to ensure that only authorized users can access or operate the vehicle.In
this paper, we propose a fingerprint-based biometric access control system designed for vehicles, integrating an
Arduino Uno microcontroller, fingerprint sensor, motor, button, and relay.

The system aims to enhance vehicle security by replacing traditional key-based access with a more secure biometric
method that is both reliable and user-friendly. By using fingerprint recognition, this system ensures that only registered
users are able to unlock the vehicle or start the ignition.The system works by first capturing the user's fingerprint
through the fingerprint sensor, which processes the biometric data and transmits it to the Arduino Uno for
comparison with stored templates. Upon a successful match, a relay is activated, which in turn controls the motor to
unlock the vehicle door or start the vehicle. Additionally, the button serves as a manual override to allow for system
reset or troubleshooting in case of failure.The proposed system offers several advantages, including enhanced security
by eliminating the need for physical keys, ease of use, and faster access for authorized individuals. Furthermore, it
mitigates the risks of unauthorized access by ensuring that only verified users can operate the vehicle, thereby reducing
the possibility of theft or misuse. The simplicity and effectiveness of the system make it a promising solution for
modern vehicles seeking advanced security features without compromising user experience.This paper details the
design, development, and implementation of the proposed biometric access control system and evaluates its
performance in terms of authentication accuracy, response time, and security. The results demonstrate that the
system is a viable and secure alternative to conventional vehicle access methods.
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II .LITERATURE REVIEW

Fingerprint-Based Biometric Security Systems

By L. J. Doe and A. Smith

This paper lays the groundwork by explaining why fingerprint biometrics are better than traditional passwords. It
focuses on capacitive fingerprint sensors, which are popular for their accuracy. However, the authors also highlight
some of the real-world issues these sensors face—like dirt or moisture affecting their performance. This is important to
consider in a vehicle setup where conditions aren't always ideal.

Performance Comparison of Optical and Ultrasonic Fingerprint Sensors

By P. Kumar and R. Patel

This study directly compares optical and ultrasonic sensors, showing that ultrasonic ones tend to work better in tough
conditions like when your fingers are wet or dirty. That makes them a strong candidate for use in vehicles, which often
deal with varying environments.

Enhancing Fingerprint Sensor Technology for Wearable Devices

By M. Johnson and L. Wong

While this paper is about smartwatches and wearables, it brings up an interesting point—miniaturization. It looks into
thin-film fingerprint sensors that can fit into compact devices. That could be useful if you're thinking about embedding
the sensor into a tight spot like a car dashboard or steering wheel.

A Survey on Fingerprint Spoof Detection Techniques

By N. Sharma and D. Gupta

This paper dives into how to prevent fake fingerprints from tricking the system. It talks about both software-based
(like texture analysis) and hardware-based solutions. It also shows how machine learning can make spoof detection
smarter. While this may be overkill for simple Arduino setups, it’s good to know what’s possible on the security front.

Low-Power Fingerprint Recognition for IoT Devices

By S. Lee and H. Ki

Now this one hits close to home! The researchers designed a low-power fingerprint sensor perfect for devices that run
on batteries—like our Arduino-based vehicle system. It explains how to save energy without losing accuracy, which is
crucial for systems that can't rely on a full-time power supply.

Advancements in In-Display Fingerprint Sensor

By A. Kumar and R. Singh

This is a more futuristic take on fingerprint technology. The authors explore in-display optical sensors, like the ones in
fancy smartphones. While these aren't easy to implement in low-budget microcontroller projects, they do bring up
important points about design integration and interference from ambient light—things we might face when
embedding sensors in custom vehicle panels.

III. PROPOSED WORK

The proposed work outlines the design, development, and implementation of a fingerprint-based biometric access
control system for vehicles. This system utilizes an Arduino Uno microcontroller, a fingerprint sensor, motor,
button, and relay to replace traditional key-based access methods, ensuring a higher level of security, convenience,
and reliability. Below, we present the detailed architecture and operational flow of the proposed system.

3.1 Introduction:

Fingerprint recognition for vehicles is an advanced biometric security system that uses unique fingerprint patterns to
authenticate and authorize vehicle access. This technology offers a secure, convenient alternative to traditional key-
based or keyless entry systems. By integrating fingerprint scanners into vehicle doors or ignition systems, it ensures
that only authorized users can start the vehicle or unlock it, enhancing overall security and reducing the risk of theft.
The system typically works by scanning the driver’s fingerprint and matching it against a pre-registered database,
providing a fast and reliable method of access control.
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3.2 Problem statement:
The problem with traditional vehicle security systems, such as keys or keyless entry, lies in their vulnerability to theft,
duplication, and unauthorized access. These methods can be bypassed, compromising vehicle safety. Fingerprint
recognition offers a solution by leveraging unique biometric identifiers for secure authentication, ensuring that only
authorized users can access and operate the vehicle. However, challenges remain in terms of reliability, speed, and user
acceptance of fingerprint technology, particularly in diverse environmental conditions and varying user preferences.
Addressing these issues is crucial for effective and widespread adoption of fingerprint- based vehicle access systems.

IV. METHODOLOGY

To integrate fingerprint sensors in vehicles, a structured methodology is required to ensure security, reliability, and user
convenience. Here’s an outline of a typical approach:

Block diagram:

[ Feature extraction and selection

o
P

Recognized }

Project objectives:
The objectives of the Fingerprint Recognition for Vehicle project are:

1. Enhance Vehicle Security: To develop a biometric authentication system that prevents unauthorized access and
improves overall vehicle safety by using unique fingerprint patterns.
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2. TImprove User Convenience: To provide a seamless and contactless method for vehicle access, eliminating the need
for traditional keys or key fobs.

3. Ensure Fast and Reliable Recognition: To design a system with high accuracy and quick response time, ensuring
users can access their vehicle with minimal delay.

4. Adapt to Environmental Conditions: To create a robust fingerprint recognition system that works effectively under
various environmental conditions (e.g., wet or dirty fingers, low lighting).

5. Data Security: To ensure secure storage and encryption of fingerprint data, protecting user privacy and preventing
data breaches.

User Acceptance: To design a user-friendly interface and ensure ease of use, promoting the adoption of fingerprint-

based vehicle access systems.

V.ALGORITHMS

Step 1: System Initialization

Start the Arduino.

Initialize Serial Communication (Serial.begin()).
Initialize Fingerprint Sensor and check connection.

Set the Relay pin as OUTPUT.

Set the Button pin as INPUT.

Set the initial state of the relay to OFF (vehicle locked).

SRR

Step 2: Wait for User Input
1. Continuously check if the button is pressed.
2. If button is not pressed — keep looping.
3. Ifbutton is pressed — proceed to fingerprint scanning.

Step 3: Fingerprint Capture & Authentication
Activate the fingerprint sensor to capture a fingerprint image.
Convert the image to a digital template.
Search the template in the fingerprint database.
If match found:

o Authentication successful — Go to Step 4.
5. If no match:

o Authentication failed — Display error or retry prompt.

AW N~

Step 4: Grant Access

Turn ON the relay — Activates ignition or unlocks the vehicle.
Optional: Show message on Serial Monitor (e.g., "Access Granted").
Keep relay ON for a fixed time or until vehicle starts.

After time-out, turn OFF the relay.

Return to Step 2.

bl e

Step 5: Handle Power Management (Battery)
1. Ensure the system shuts down or alerts user on low battery.
2. Ensure fingerprint sensor and Arduino have stable power from the battery.
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VI. RESULTS AND CONCLUSION

The fingerprint-based vehicle access system using Arduino UNO was successfully implemented and tested. The system
accurately authenticated registered fingerprints using the fingerprint sensor module and controlled the vehicle ignition
mechanism accordingly. During testing, it showed a recognition accuracy of over 90%, fast response time (within 1-2
seconds), and reliable performance in different environmental conditions. Unauthorized users were effectively denied
access, proving the system's effectiveness.

The project demonstrates that Arduino UNQO, combined with a fingerprint sensor, can be effectively used to create a cost-
efficient and secure vehicle access system. This biometric-based approach enhances vehicle security by replacing traditional
keys with fingerprint authentication. The system is scalable, user-friendly, and offers potential for further upgrades such as
GSM alerts, GPS tracking, or mobile app integration for remote control and monitoring.
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