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ABSTRACT: The outsourcing of large amount of data on cloud is increasing day by day. Cloud provides its services
pay per demand which is more flexible environment for cloud users. As data is stored onto cloud and perform
computations on this data by cloud service provider’s (CSP),consequently this poses a security issue. In this paper we
discuss the approach which securely stores data in cloud environment. We focus on use of encryption scheme and
provide the comparison between them through implementation.
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I. INTRODUCTION

Cloud computing is storing of data on remote servers, and accessing them via the internet rather than saving it
or installing them on personal or office computer. People don’t have idea that they use cloud every day. For example
Gmail Google drives which stores data of client. CSP provides services such as software as a service (SAAS), Platform
as a service (PAAS), Infrastructure as a service (IAAS). The first practical concept of cloud computing came into
existence in 2002 by Amazon Web Services. To store data and important information, many users and organizations
uses cloud. As user not only wants to secure data in cloud but also while uploading and retrieving data. Major threat of
security is as cloud is third party which may monitor user and services used by them which contains the private
information [1]. For example in hospital to manage the patient record which contains confidential data, hospital may
use cloud. In such case we have to keep data confidential from cloud service providers and to provide better security
which is major challenges of cloud service provider’s.

Software as a Service

It allows user torun existing online application e.g. Scientific applications,
office automation, photo editing tools etc.

Platform as a Service

It provides runtime envirommment for application dewvelopment and data
processing platform Like Windows Azure, Hadoop, Google AppEngmme
etc.

Infrastructure as a Service

It allows user to run any applcations they please on cloud hardware of
their own choice ike Amazron as EC2

Fig.1.Cloud computing services
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To provide the solution to the above security challenges, many techniques are proposed and research is still going on.
In this paper we proposed one of such technique which provides solution to cloud service provider’s challenges.

In section 2, background of homomorphic encryption is described. Shortcomings of conventional encryption
and how homomorphic schemes are evolved is explained in section 3. In section 4, definition of homomorphic
cryptosystem and its types with algorithms are explained in detail. In section 5, implementation and experiment results
against different homomorphic encryption types with time parameter are described. In section 6, At last we provide
conclusion of paper.

Il. RELATED WORK

There are two types of encryption algorithms:

1) Symmetric key cryptography:Single key is used for encryption and decryption. Ex. Advanced Encryption
Standard(AES), Data Encryption Standard(DES) [2], etc.

2) Asymmetric key cryptography:Also known as public key cryptography where different keys(private and public)
is used for encryption and decryption. Ex. RSA,homomorphic encryption etc.

In early days symmetric key cryptography techniques are used for uploading, storing and retrieval of data. To
provide better security, RSA (Rivest, Adelman and Dertouzos) proposed which is a asymmetric key cryptography in
1978. After that in 1982,Shafi Goldwasser and Silvio Micali proposed an encryption system which provides security by
additive homomorphic encryption but it perform operations on single bit .Same concept with security is given by
Pascal Paillier was given in 1999 in additive homomorphic encryption. In 2005, Dan Boneh, Eu-Jin Goh and Kobi
Nissim proposed security encryption called as somewhat homomorphic encryption which is based on number of
additions but only one multiplication is performed. Multiplication is more expensive than addition operation as it takes
more execution time [3].

I1l. PROBLEM STATEMENT

Cloud is the outsourcing of large amount of data so it is lacking of security and confidentiality. It is not sufficient that
cloud provides services (SAAS, PASS, IAAS) if it is not providing guaranty of better confidentiality and security to
client’s data.To secure the cloud means providing security while performing calculations, transferring of message and
data storage which is monitor by CSP.

For secure communication private key is exchanged between sender and receiver and message is encrypted by
sender’s public key and decrypts the cipher text by private key. So private key is responsible to get the original text and
if it is lost then there is no use of cipher text. Random Decryption Algorithm (RDA) is proposed in 1978.This technique
is able to perform operations on encrypted data stored on cloud. The result is then decrypted to get original text. Here
we have to compromise with privacy while performing complex computation on encrypted data.

To solve such issues homomorphic encryption is evolved. Basically homomorphic encryption is used for better
security measures. Homomorphic encryption allows performing calculations on data in an encrypted state[4].

IV.HOMOMORPHIC ENCRYPTION

A. Existing approch:
With the existing cryptographic algorithm, we encrypt data before sending to cloud but while performing calculations,
for every operation we have to decrypt data[5]. Until homomaorphic encryption get evolved, it was impossible to secure
encrypted data as to perform different operations on this data client have to send secret key with this data. So data is no
more secure and confidential in cloud.
B. Proposed approch:
In this paper we are proposing an application of a method to execute calculations on encrypted data without decrypting
them, which will provide the same results after calculations same as worked directly on the original data. Here client is
the only holder of private key which ensures privacy of data.

In homomorphic encryption suppose Enc (a) and Enc (b) encryption Enc (f (a, b)), where f can be any operation +, x
without the use of private key [5].Here are some functions related to homomorphic encryption algorithm:
1) Key generation function-In this we generate the public key (Py) and secret key (S).
2)Encrypt function -It has public key and message m as input and cipher text (C) as output.
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3)Decrypt function-It takes secret key and cipher text as input and original message (m) as output [11].

C. Categories of Homomorphic Encryption:
According to the operations perform on data; there are categories of homomorphic encryption schemes:

1) Partially homomorphic encryption:Homomorphic encryption which allows performing either addition or
Multiplication on encrypted data.

1.1) Additive Homomorphic Encryption Systems:

HomomorphicEncryption is additive, if there is an algorithm that can calculate Enc(x +y) from Enc(x) and Enc
(y) without knowing x and y [6] such as Paillier and Goldwasser-Micali algorithms [7].

Algorithm of Paillier is as follows:

1) Keyv Generation:

- Chooselarge primenumbersp and qg.

« TLet n=p .qsuch that GCD({n.(p-1)g-1)=1

« TLet Carmichael”s functior( ).
A= (P-1)(g-1GCD ((r-1). (g-1))

- Select generator gin two wavs({ g7 ,7=)
Za-set ofintegern
FZh=—set ofintegers co-primeto n. (d (nn))
Z2=—set of integers co-prime ton? such that n?=n (& (n))
GCD (g * modn?-1/n.n) =1

e u—(L{g *modn?)) -modn?
PublicKey (n. g) and private key (#, ).

2y Encryption:
- mEL, reELfm-

C=gm_ 12 modn?

3) Decryption:
- C €5 0=

m=({(C*modn®) -1 /n umodn

Fig.1.Pillier algorithm
The additive homomorphic property of RSA scheme is as follows [12]:
Given ¢;=g™.r," mod n, c,=g™.r," mod n
Cy. C2:Epk (ml)-Epk (mZ)
c1. ©=g™r". g"r," mod n
=g™* ™ (rlry" mod n
=Epk (M1eMpFir2) v [5]

Algorithm of RSA is as follows:
The multiplicative homomorphic property of RSA scheme is as follows [12]:
Given ¢;=m;°* mod n, c,=m,® mod n
C1. C2=Ek (M1).Epx (M2)
C1. C,=m;%. m,* mod n
= (m1my° mod n
:Epk (ml_mz) .................. [13]
1.2) Multiplicative Homomorphic Encryption Systems:
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A Homomorphic Encryption is multiplicative, if there is an algorithm that can calculate Enc(x x y) from Enc

(x) and Enc (y) without knowing x and y [6] such as RSA and ElGamal Algorithms [8].
Algorithm of RSA is as follows:

1y IKeyw Generatiom:

Select pritme mumbers p L g -

Compute n = p q. (i) = (P -1). {(gq -1)
Select d such that GCIW dA(p-10.0gq-12) = 1
¢ () = ¢ (P b C@QO=P-1).(g-1)

Choose & such that 1<e=" ¢ ({11

e . d=1(mod (¢$ @)

Public kew (. n) and Secret keyw (d)
2y Encryptiom -
- C=—mm~ muod

3y IDecrwvpriom:
- m—C? mod n

Fig. 3.RSA algorithm

1.3) Additive and Multiplicative Homomorphic Encryption Systems:

These systems allow arbitrary many homomorphic computations of one type and limited number of operations of the
other type i.e. it allows both addition and multiplication operations but is not fully homomorphic. An example of this
kind would be Boneh-Goh-Nissim cryptosystem [9]. It supports computation of an unlimited number of additions but
at most one multiplication.

Algorithm of EIGamal is as follows:

Ay K ey Zemeratiom:
- Saelect prizmie mummiber gencerator .
- Select randormn nummbrer <.
- Calculates Ty
= b* rmuod p

Public kew (b . p and % ) and Secret kess (=)

2 Emncr v tiomm:
- Select a rarnndorm nmuurmber
- Calculates -

C—mm . ¥ mod p

32y IDDecryprtiorm:
- Select a randorm number =
- ILet d . Calculate
dA=—g* mod
- ILet e . Calculate
e— d! mod p
- m—< . C rmod

Fig. 4.ElGamal algorithm
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2) Fully homomorphic encryption:
All PHE allows to perform either multiplication or addition operation. While Boneh-Goh-Nissim cryptosystem
performs only one multiplications and unlimited number of addition.

When we want to perform any type of computation on encrypted data then we go for Fully Homomorphic
Encryption (FHE). In 2009 Craig Gentry of IBM developed the first FHE system which enables to perform arbitrary
number of multiplications and additions. So that computes all functions on encrypted data in cloud without need of
decryption. This achieves the confidentiality of data as cloud doesn’t know original text and he is the only holder of
secret key [10].The concept of fully homomorphic encryption is impractical.In practical if we implement given
homomorphic encryption in Google search, it takes 10 times more time than the simple Google search.

Client Company Cloud Provider

Enc (a), Enc (b). Enc (c). ...

—-_—
Request= ¥ (a.b)
1 ——

A —

- Sends encrypted data

~-Storage of encrypted data

- Sends a request to the server Using a =it calculates the result of
asking for the calculation of Cryprtosytem request semt by the cliernt
fla b) based on Fully {f (&. b)) it has only the

- Decrypts the resulr of Homomaorphic ciphers of a and b
f{Enc (a).Enc (b)) using the Encryption - It will compute

private key it is the same as it
has carried ount the calculation
on the raw data.

flEnc{a).Enc{b)) without
knowing the a and b
without decrypted.

Fig. 5.Fully Homomorphic Encryption applied to the cloud computing Security

V. IMPLEMENTATION AND RESULTS

To provide security in a cloud, different techniques are proposed. In this section we present brief comparison between
homomorphic encryption schemes with time complexity parameter which is java based code. Here we take text file or
image as input and output is encrypted file along with encryption time. The system specifications used for the
experiment are windows 7 on Intel Core i3-350 dual-core 2.26 GHz processor and 4GB DDR3 dual-channel RAM. In
these experiments we take text file and image file with different data size against different homomorphic encryption
schemes. The code has timer which gives time taken to encrypt and decrypt file. Encrypt time is calculated started
when we click on encrypt, till file get uploaded and same with decrypt time calculations. One of the main things we got
out from the experiments other than the encryption performance is the size of the encrypted file after getting the cipher
text from the plaintext file. This is an important parameter since the larger the file, the more the overhead.

In fig 6. Encrypt and decrypt time of text file is calculated for each homomorphic scheme so that we got idea
which encryption type will be better.
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Text file Performance
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Fig.6. Text file performance

In fig 7. Encrypt and decrypt time of image file is calculated for each homomorphic scheme so that we got
idea which encryption type will be better for image type.

Image file Performance

1,80,00,00, 00,000
-
E 1,40,00,00,00.000

w1, 2000, 00, 00,000
=

RS54 PILLIER ELGAaMAL
Algorithm Mames

H Enoryption Time B Decryption Time

Fig.7. Image file performance

The results are differing for different data file size. Fig.8 shows the homomorphic encryption time over different data
file size. Here performance of RSA is exponentially increasing which is better than other algorithms when file size is
large.
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Comparison of Encryption Time among RSA,
ElGamal and Paillier
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Fig.8. Homomorphic encryption time over different data file size

. Fig.9 shows the homomorphic decryption time over different data file size. Here performance of EIGamal algorithm is
better than other algorithms.

Comparison of Decryvption Time among R5A, ElGamal and
Paillier
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Fig.9. Homomorphic decryption time over different data file size
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V1. CONCLUSION AND FUTURE WORK

Cloud computing provides low maintenance cost, multi-tenant features. As we handover data to cloud protection issue
raises. Here we presented homomorphic encryption technique to provide better security as compared to the
conventional encryption scheme. It enable cloud to perform our computations on encrypted data stored on cloud
provides result in encrypted form which when decrypted will be same after performing operations on plaintext.

In this paper we described the different homomorphic encryption types with respect to their homomorphic
encryption property (only one or mixed properties) and compared their performance on different data size.

In future we will try to optimize performance homomorphic encryption with respect to increasing data size
and key maintenance. Work in the area of implementation fully homomorphic encryption is going on.
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