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ABSTRACT: Cloud computing has rising as a promising pattern for knowledge outsourcing and prime quality
knowledge services. However, considerations of sensitive data on cloud probably cause privacy issues. Encoding
protects knowledge security to some extent, however at the value of compromised potency. Searchable bilaterally
symmetric secret writing (SSE) permits retrieval of encrypted knowledge over cloud, tend to specialize in addressing
knowledge privacy problems victimization searchable bilaterally symmetric secret writing (SSE). For the primary time,
tend to formulate the privacy issue from the side of similarity connection and theme hardiness.Tend to observe that
server-side ranking supported order-preserving secret writing (OPE) inevitably leaks knowledge privacy. To eliminate
the leak, tend to propose a two-round searchable secret writing (TRSE) theme that supports top-k multi-keyword
retrieval. In TRSE, tend to use a vector house model and homomorphic secret writing. The vector house model helps to
supply decent search accuracy, and also the homomorphic secret writing allows users to involve within the ranking
whereas the bulk of computing work is finished on the server facet by operations solely on ciphertext. As a result, data
leak are often eliminated and knowledge security is ensured. Thorough security and performance analysis show that the
planned theme guarantees high security and sensible potency.

KEYWORD: two-round searchable encryption (TRSE) scheme, multi-keyword ranked search, cloud computing,
Searchable symmetric encryption (SSE).

I. INTRODUCTION

Cloud computing is that the use of computing resources (hardware and software) that square measure delivered
as a service over a network (typically the Internet). The name comes from the common use of a cloud-shaped image as
associate degree abstraction for the complex infrastructure it contains in system diagrams. Cloud computing entrusts
remote services with a user's knowledge, computer code and computation. Cloud computing consists of hardware and
computer code resources created out there on the net as managed third-party services. These services generally give
access to advanced computer code applications and high-end networks of server computers.

General approach to shield the information confidentiality is to code the information before outsourcing.
However, this can cause an enormous value in terms of knowledge usability. For instance, the prevailing techniques on
keyword-based data retrieval, that square measure wide used on the plaintext knowledge, can not be directly applied on
the encrypted knowledge. Downloading all the information from the cloud and decode regionally is clearly impractical.

In order to deal with the higher than downside, researchers have designed some general solutions with fully-
homomorphic cryptography or oblivious RAMs. However, these ways don't seem to be sensible attributable to their
high process overhead for each the cloud sever and user. On the contrary, additional sensible special purpose solutions,
like searchable cryptography (SE) schemes have created specific contributions in terms of potency, practicality and
security. Searchable cryptography schemes modify the shopper to store the encrypted knowledge to the cloud and
execute keyword search over ciphertext domain. So far, plethoric works are projected beneath completely different
threat models to attain varied search practicality, like single keyword search, similarity search, multi-keyword Boolean
search, hierarchic search, multi-keyword hierarchic search, etc. Among them, multikeyword hierarchic search achieves

Copyright to JIRCCE DOI: 10.15680/IJIRCCE.2016. 0411220 19895



{IJTRCCE}

ISSN(Online): 2320-9801
ISSN (Print): 2320-9798

International Journal of Innovative Research in Computer
and Communication Engineering
(An 1SO 3297: 2007 Certified Organization)

Vol. 4, Issue 11, November 2016

additional and additional attention for its sensible pertinence. Recently, some dynamic schemes are projected to support
inserting and deleting operations on document assortment. These square measure vital works because it is very doable
that homeowners ought to update their data on the cloud server. however few of the dynamic schemes support
economical multikeyword hierarchic search.

1. EXISTING SYSTEM

Due to the increasing quality of cloud computing, additional and additional knowledge house owners area unit
driven to source their knowledge to cloud servers for excellent convenience and reduced value in knowledge
management. However, sensitive knowledge ought to be encrypted before outsourcing for privacy needs, that
obsoletes knowledge utilization like keyword-based document retrieval. During this paper,have a tendency to gift a
secure multi-keyword hierarchic search theme over encrypted cloud knowledge, that at the same time supports dynamic
update operations like deletion and insertion of documents. Specifically, the vector house model and therefore the
widely-used TF_IDF model area unit combined in the index construction and question generation. Tendency to
construct a special tree-based index structure and propose a “Greedy Depth-first Search” formula to supply economical
multi-keyword hierarchic search. The secure KNN formula is employed to write in code the index and question vectors,
and in the meantime guarantee correct connectedness score calculation between encrypted index and question vectors.
S0 as to resist applied mathematics attacks, phantom terms area unit additional to the index vector for dazzling search
results . Thanks to the employment of our special tree-based index structure, the projected theme are able to do sub-
linear search time and modify the deletion and insertion of documents flexibly. intensive experiments area unit
conducted to demonstrate the potency of the projected theme.

Drawbacks of Existing System
e To improve security while not sacrificing potency, schemes bestowed in show that they support top-k single
keyword retrieval underneath varied eventualities.
e Authors of created tries to resolve the matter of top-k multi-keyword over encrypted cloud knowledge.
e These schemes, however, suffer from 2 issues - mathematician illustration and the way to strike a balance
between security and potency.
e In the previous, files are graded solely by the amount of retrieved keywords,that impairs search accuracy.

Within the latter, security is implicitly compromised to trade-off for potency, that is especially undesirable in

security-oriented applications.

I11. PROPOSED SYSTEM

Tendency to introduce the ideas of similarity connection and theme hardiness to formulate the privacy issue in
searchable encoding schemes, and so solve the insecurity drawback by proposing a two-round searchable encoding
(TRSE) theme. Novel technologies within the cryptography community and data retrieval community ar used, as well
as homomorphic encoding and vector house model. within the projected theme, the bulk of computing work is finished
on the cloud whereas the user takes half in ranking, that guarantees high k multi-keyword retrieval over encrypted
cloud knowledge with high security and sensible potency.

Advantages of Proposed System

e Propose the ideas of similarity connection and theme hardiness. we have a tendency to so perform the primary
decide to formulate the privacy issue in searchable secret writing, and that we show server facet ranking
supported order-preserving secret writing (OPE) inevitably violates knowledge privacy

e Propose a two-round searchable secret writing (TRSE) theme, that fulfills the secure multi-keyword top-k
retrieval over encrypted cloud knowledge. Specifically, for the primary time to have a tendency to use
connection score to support multi-keyword top-k retrieval.

e Thorough analysis on security demonstrates the projected theme guarantees high knowledge privacy. what is
more, performance analysis and experimental results show that our theme is economical for sensible
utilization.
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IV. RELATED WORK

Ranked search will modify fast search of the foremost relevant knowledge. Causation back solely the top-k
most relevant documents will effectively decrease network traffic. Some early works have accomplished the hierarchic
search exploitation order-preserving techniques, however they're designed just for single keyword search. Cao et al.
accomplished the primary privacy-preserving multi-keyword hierarchic search theme, during which documents and
queries area unit described as vectors of lexicon size. With the “coordinate matching”, the documents area unit
hierarchic in keeping with the quantity of matched question keywords. However, Cao et al.’s theme doesn't think about
the importance of the various keywords, and therefore isn't correct enough. Additionally, the search potency of the
theme is linear with the cardinality of document assortment. Sun et al.given a secure multi-keyword search theme that
supports similarity-based ranking. The authors made a searchable index tree supported vector area model and adopted
trigonometric function live along with TFxIDF to supply ranking results. Sun et al.’s search rule achieves better-than-
linear search potency however leads to exactness loss. Orencik et al planned a secure multi-keyword search technique
that utilised native sensitive hash (LSH) functions to cluster the similar documents. The LSH rule is appropriate for
similar search however cannot give actual ranking. In, Zhang et al. planned a theme to wear down secure multi-
keyword hierarchic search in an exceedingly multi-owner model. During this theme, totally knowledge house use
different secret keys to write in code their documents and keywords whereas licensed knowledge users will question
while not knowing keys of those different knowledge owners. The authors planned AN “Additive Order conserving
Function” to retrieve the foremost relevant search results. However, these works don’t support dynamic operations.

V. IMPLEMENTATION

e Data Owner Module

o Data User Module

*  Cloud server and encoding Module
e Rank Search Module

Data Owner Module

This module helps the owner to register those details and additionally embody login details. This module helps
the owner to transfer his file with coding mistreatment RSA algorithmic rule. This ensures the files to be protected
against unauthorized user. knowledge owner incorporates a assortment of documents F = that he needs to source to the
cloud server in encrypted kind whereas still keeping the potential to go looking on them for effective utilization. In our
theme, the information owner first builds a secure searchable tree index | from document assortment F, then generates
Associate in Nursing encrypted document assortment C for F. Afterwards, the information owner outsources the
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encrypted assortment C and also the secure index | to the cloud server, and firmly distributes the key data of trapdoor
generation and document coding to the approved knowledge users. Besides, the information owner is chargeable for the
update operation of his documents hold on within the cloud server. Whereas change, owner generates the update
information regionally and sends it to the server.

Data User Module

This module includes the user registration login details. This module is employed to assist the consumer to
look the file exploitation the multiple key words construct and find the correct result list supported the user question.
The user goes to pick out the desired file and register the user details and find activation code in mail email before enter
the activation code. Once user will transfer the nothing file and extract that file. Information users square measure
licensed ones to access the documents of information owner. With t question keywords, the licensed user will generate
a trapdoor TD in step with search management mechanisms to fetch k encrypted documents from cloud server. Then,
the info user will decode the documents with the shared secret key.

Cloud Server and Encoding Module

This module is employed to assist the server to encode the document exploitation RSA formula and to convert
the encrypted document to the nada file with activation code and so activation code send to the user for transfer. Cloud
server stores the encrypted document assortment C and also the encrypted searchable tree index | for information
owner. Upon receiving the trapdoor TD from the info user, the cloud server executes search over the index tree I, and at
last returns the corresponding assortment of top- k hierarchal encrypted documents. Besides, upon receiving the update
info from the info owner, the server must update the index | and document assortment C in step with the received info.
The cloud server within the projected theme is taken into account as “honest-but-curious”,that is used by voluminous
works on secure cloud information search.

Rank Search Module

These modules make sure the user to look the files that are searched of t times mistreatment rank search. This
module permits the user to transfer the file mistreatment his secret key to decipher the downloaded knowledge. This
module permits the Owner to look at the uploaded files and downloaded files. The planned theme is meant to supply
not solely multi-keyword question and correct result ranking, however conjointly dynamic update on document
collections. The theme is meant to forestall the cloud server from learning extra data concerning the document
assortment, the index tree, and therefore the question.

VI. CONCLUSION

A secure, economical and dynamic search theme is planned, that supports not solely the correct multi-keyword
hierarchal search however additionally the dynamic deletion and insertion of documents.Tend to construct a special
keyword balanced binary tree because the index, and propose a “Greedy Depth-first Search” rule to get higher potency
than linear search. additionally, the parallel search method will be distributed to additional cut back the time price. the
protection of the theme is protected against 2 threat models by victimisation the secure KNN rule. Experimental results
demonstrate the potency of our planned theme. There area unit still several challenge issues in cruciate SE schemes.
Within the planned theme, data owner is answerable for generating change information and causation them to the cloud
server. Thus, data owner has to store the unencrypted index tree and therefore the information that area unit necessary
to figure the IDF values. Such a lively knowledge owner might not be terribly appropriate for the cloud computing
model. It might be a important however tough future work to style a dynamic searchable secret writing theme whose
change operation will be completed by cloud server solely, in the meantime reserving the power to support multi-
keyword hierarchal search. additionally, because the most of works regarding searchable secret writing, our theme
primarily considers the challenge from the cloud server. Actually, there area unit several secure challenges in a very
multi-user theme. Firstly, all the users typically keep identical secure key for trapdoor generation in a very cruciate SE
theme. During this case, the revocation of the user is massive challenge. If it's required to revoke a user during this
theme, would like to build the index and distribute the new secure keys to any or all the approved users. Secondly,
cruciate SE schemes typically assume that each one the information users area unit trustworthy. it's not sensible and a
dishonest knowledge user can cause several secure issues. For instance, a dishonest knowledge user could search the
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documents and distribute the decrypted documents to the unauthorized ones. Even more, a dishonest knowledge user
could distribute his/her secure keys to the unauthorized ones. Within the future works, going to attempt to improve the
SE theme to handle these challenge issues.

[1]
[2]
[3]
[4]
[5]
(6]
[’

(8]
[9]

[10]

[11]
[12]

[13]

REFERENCES

K. Ren, C.Wang, Q.Wang et al., “Security challenges for the public cloud,” IEEE Internet Computing, vol. 16, no. 1, pp. 69-73, 2012.

S. Kamara and K. Lauter, “Cryptographic cloud storage,” in Financial Cryptography and Data Security. Springer, 2010, pp. 136-149.

C. Gentry, “A fully homomorphic encryption scheme,” Ph.D. dissertation, Stanford University, 2009.

O. Goldreich and R. Ostrovsky, “Software protection and simulation on oblivious rams,” Journal of the ACM (JACM), vol. 43, no. 3, pp. 431-
473, 1996.

D. Boneh, G. Di Crescenzo, R. Ostrovsky, and G. Persiano, “Public key encryption with keyword search,” in Advances in Cryptology-
Eurocrypt 2004. Springer, 2004, pp. 506-522.

D. Boneh, E. Kushilevitz, R. Ostrovsky, and W. E. Skeith 11, “Public key encryption that allows pir queries,” in Advances in Cryptology-
CRYPTO 2007. Springer, 2007, pp. 50-67.

D. X. Song, D. Wagner, and A. Perrig, “Practical techniques for searches on encrypted data,” in Security and Privacy, 2000. S&P 2000.
Proceedings. 2000 IEEE Symposium on. IEEE, 2000, pp. 44-55.

E.-J. Goh et al., “Secure indexes.” IACR Cryptology ePrint Archive, vol. 2003, p. 216, 2003.

Y .-C. Chang and M. Mitzenmacher, “Privacy preserving keyword searches on remote encrypted data,” in Proceedings of the Third international
conference on Applied Cryptography and Network Security. Springer-Verlag, 2005, pp. 442-455.

R. Curtmola, J. Garay, S. Kamara, and R. Ostrovsky, “Searchable symmetric encryption: improved definitions and efficient constructions,” in
Proceedings of the 13th ACM conference on Computer and communications security. ACM, 2006, pp. 79-88.J. Li, Q. Wang, C. Wang, N. Cao,
K. Ren, and W. Lou, “Fuzzy keyword search over encrypted data in cloud computing,” in INFOCOM, 2010 Proceedings IEEE. IEEE, 2010, pp.
1-5

M. Kuzu, M. S. Islam, and M. Kantarcioglu, “Efficient similarity search over encrypted data,” in Data Engineering (ICDE), 2012 |EEE 28th
International Conference on. IEEE, 2012, pp. 1156-1167.

C. Wang, K. Ren, S. Yu, and K. M. R. Urs, “Achieving usable and privacy-assured similarity search over outsourced cloud data,” in
INFOCOM, 2012 Proceedings IEEE. IEEE, 2012, pp. 451-459.

B. Wang, S. Yu, W. Lou, and Y. T. Hou, “Privacy-preserving multi-keyword fuzzy search over encrypted data in the cloud,” in IEEE
INFOCOM, 2014.

Copyright to JIRCCE DOI: 10.15680/IJIRCCE.2016. 0411220 19899



