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ABSTRACT: The amount of data generated by individuals and enterprises is rapidly increasing.With the emerging
cloud computing paradigm, the data and corresponding complex management tasks can be outsourced to the cloud for
the management flexibility and cost savings. Unfortunately, as the data could be sensitive, the direct data outsourcing
would have the problem of privacy leakage. The encryption can be used, before the data outsourcing, with the concern
that the operations can still be accomplished by the cloud. We consider the multi-keyword similarity search over
outsourced cloud data. In particular, with the consideration of the text data only, multiple keywords are specified by the
user. The cloud returns the files containing more than a threshold number of input keywords or similar keywords,
where the similarity here is defined according to the edit distance metric.

We propose five solutions, where file access privacy provides the owner’s private file access details, and keyword
access privacy shares keyword access details to the owner, and a novel use of hash table’s bit pattern provides the
speedup of search task at the cloud side and help to remove unused keywords. Alphanumeric keyword similarity search
is another main advantage of this paper. If any document with exact keyword matching condition blocks unauthorized
access with similarity search. Our final design to achieve the search is secure against insider threats and efficient in
terms of the search time at the cloud side.
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1. INTRODUCTION

Cloud computing has become a new computing paradigm. Currently, an increasing number of individuals and
enterprises are generating a huge amount of data everyday. It is no longer economically feasible to maintain their own
hardware and staffs for data management. Recently, a reasonable and popular choice to mitigate the burden of data
management is to outsource the complex data management task to the cloud with the major benefit of cost savings. One
may have concern that the cloud cannot always be trusted; it may purposely and unsolicitedly examine the outsourced
data [2].

To keep the advantage of cost savings and protect the data privacy, the data, before outsourced to the cloud,
need to be encrypted. Despite the success in gaining the data privacy, data encryption does not allow the cloud to
answer the user’s queries on the data. A straightforward solution for the user to overcome such a difficulty is to simply
download the entire data set. This, however, is practically unfeasible because of the huge volume of the incurred
bandwidth consumption.

The problem of retrieving information from the encrypted files has already been very challenging. In the
context of outsourced cloud data, the problem is even aggravated by a large number of on-demand users and a huge
amount of outsourced data files. Therefore, with the given considerations, it is extremely difficult to meet the
requirements of both retrieval feasibility and system performance.

In the current use, text data that can be seen everywhere would be the one delivering the majority of
information. An important method of retrieving information on the text data is the keyword search, in which only the
text files containing the specific keywords are returned to the user. However, possibly due to the lack of the files
perfectly matching the input keywords, the keyword search may return an empty result. In this sense, the user naturally
turns to seek for the similar result. Here, the similar result could be the files containing part of input keywords or
containing the words similar to the input keywords. Such similar keyword search can find humerous applications, such
as record linkage [3] and biological database [6]. Due to its ability in enhancing system usability and overall user
experience, the research on the similar keyword search has been conducted extensively.
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Il. RELATED WORK

The basic idea behind the very first searchable encryption is to encrypt each word in a text file individually.
Then, as can easily be known, the search cost of the given basic searchable encryption would be very high. The
subsequent research efforts are put to develop an index that can support more efficient keyword search. Another line of
research on searchable encryption is to enrich search predicates; therefore, conjunctive keyword search, subset query,
and range query over encrypted data are also introduced. The advantage of searchable encryption is its provable
security. Nonetheless, in the setting of secure ranked search, only the number of keyword matches is concerned, and the
similarity between the input keywords and the actual words in text is not taken into account. On a different front,
privacy assured similarity search, where the files containing exactly the same keyword or containing similar keyword
are returned, has also been studied. However, in the setting of privacy assured similarity research, only single keyword
is allowed, restricting the practical use.

Edit distance is a quantitative metric to measure the similarity between two strings [4]. The edit distance
ed(w, w,) between two words is defined as the minimum number of operations required to transform from one word

to another. The operations considered here are character insertion, deletion, and replacement.
One of the characteristics of the Bloom filter is that the query result is always correct if the content to be
queried is indeed stored in the Bloom filter. a Bloom filter [1] consists of an array of b bits. Together with k

independently and randomly selected hash functions, hl....hk , with range [0,b4], it is used to represent a set of elements

with the support of membership query. Assume that a Bloom filter B is used to represent a set S =s,...,S;,, of m

elements. To insert an element §; , the bits B[h;(s;)] for 1 =j <k are set to 1. The bit remains unchanged when
being already set to 1. To check whether an element X is in the set S, we can check whether the bits B[h;(x)] for

1<j <k are all 14€™s, If and only if they are all equal to 1, x is deemed to be an element of S. The size b of the

Bloom filter is independent of the size of elements and can be constant, which is very memory efficient. Nevertheless,
the membership query on the Bloom filter has false positive but has no false negative.

The problem of multikeyword similarity search over outsourced cloud data. Given a collectionC = f,....f, of

encrypted files, a set W =w,..w, of predefined distinct keywords, a set X = x...X; of keywords, a threshold d for the

minimum edit distance, and a threshold 1" for the minimum occurrences of keywords appearing in the file, the result of
the multikeyword similarity search is C, such that, for each file f C, , Zﬁzlﬁi =>4, where p; is defined as

Bi =ISk(tyal Syia IWith K(f) = UuSw.q » Where wa€™s are the keywords extracted from the file f, denoting the set of
all keyword variants contained in the file f .

1. PROPOSED SYSTEM
A. Methodology:
While reading [1],we happened to identify some issues as described below. The issues related to
File access privacy.
Keyword access privacy.
Use of Bloom Filter.
Security while similarity search.

PR

B. Problem Definition:
This section discusses about some of the main issues of [1]. They are:
e File Access Privacy
Since as per [1], both the owner and cloud could not know which file is accessed more frequently.The owner
is unaware of his files,which are accessed or not.So they cannot identify and remove unused old files.Removal
of unused file may save more memory space.

o  Keyword access privacy
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As in file access privacy,keyword access privacy also restrict owner to understand whether the keywords are
frequently accessed or not. So they cannot identify and remove unused keywords. Increased unused keywords
increase search complexity and hence decrease performance.

e Use of Bloom Filter
Bloom filter is used to store and filter search keywords in [1].Since it does not support delete operation, owner
cannot remove keywords from the list. So unused keywords cannot be deleted. Increased unused keywords
increase search complexity and hence decrease performance.

e Security while similarity search
Since it uses similarity search for accessing document,and edit distance used for it is common for all
document, there is a chance for retrieval of unauthorized document. Consider an example. If a bank is a cloud
owner and they put their user details in cloud, if an account holder searched for his account,he may get other
holder’s document,since edit distance for bank account is very small.

C. Proposed System:

This section consists of the solutions for the above mentioned problems

e File Access Privacy
To solve this problem we need to store document accessing details in the cloud server, which must be
accessible only by the corresponding owners of the document only. For the efficient storing of document
accessing details we construct a vector D, :(document vector) with fields <doc_id,user_id,count>.By
analyzing this document vector D, value, the owner can identify and remove the least used or unused old
documents from his account.

o Keyword access privacy
To solve this problem we need to store keyword accessing details in the cloud server, which must be
accessible only by the corresponding owners of the document only. For the efficient storing of keyword
accessing details we construct a vector K, :(Keyword vector) with fields < keyword,doc id,count>.By

analyzing this keyword vector K, value, the owner can identify and remove the least used or unused old

keyword document pair from his account.

e  Use of Bloom Filter
Bloom filter does not allow us to remove or replace any keyword.So instead of using bloom filter here new
proposal is hash table.So owners can add or remove their keyword document pair when they would like.And
hence we can improve performance.

e  Security while similarity search
We can eliminate this issue by using a separate list other than inverted list[1], the list can be named as equal
list and the list contains 2 fields like < keyword,doc id >and contents of the list is keywords without edit
distance or edit distance [3] equal to 0.And this list can be stored by using the method called "Homomorphic
Encryption’[5].

IV. EXPECTED RESULTS

The issues solved when applying
1. File access privacy.
This feature helps data owner to identify and remove unused files and hence avoid unwanted memory usage
2. Keyword access privacy.
This feature helps document owner to identify and remove unused keywords and improve search efficiency
3. Use of Bloom Filter.
This feature helps owner to remove keywords from bloom filter and with this they can reduce false positive
outputs. Which helps to reduce search time.
4. Security while similarity search.
This concept protect data from unauthorized retrieval due to similarity search.

V. CONCLUSION

We identified five problems in the existing system. File Access Privacy, both the owner and cloud could not
know which file is accessed more frequently. Keyword access privacy, keyword access privacy also restrict owner to
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understand whether the keywords are frequently accessed or not. Use of Bloom Filter, owner cannot remove keywords
from the list. Security while similarity search, there is a chance for retrieval of unauthorized document.

Here we proposed some solutions for the above mentioned problems. And by implementing the proposed
solution we can improve efficiency and performance of search process.
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