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ABSTRACT: In today’s world, the problem of counterfeit products trading is ever-increasing, which not only infringe
on trademarks and copyrights, but also generate profits for organized crimes at the expense of the affected companies
by negatively impacting on their sales and profit. Current anti-counterfeiting supply chains depend on a centralized
authority to combat counterfeit products. In order to ensure the identification and traceability of genuine products
throughout the supply chain, we plan to implement a fully functional blockchain application system to prevent product
counterfeiting. Consumers do not need to fully rely on the merchants to determine if products are authentic as the
decentralized blockchain technology approach is used to terminate the trade of counterfeit products and to track the
ownership of the product. Fake products are detected using a QR code scanner, where a QR code of the product is
linked to a blockchain. This system stores product details and generates unique code of that product as blocks in the
database. It collects the unique code from the user and compares the code against entries in the blockchain database. If
the code matches, it will notify the customer of the entire product specifications, otherwise it will display a counterfeit
warning. We describe a blockchain web application system with products anti-counterfeiting with an additional smart
contract feature that enhances trust between the customer and manufacturer.

KEYWORDS: Blockchain, Anti-counterfeiting, Smart Contract, QR code.

I. INTRODUCTION

Nowadays, it is nearly impossible to prove that the product you are purchasing is a genuine product. To ensure the
identification and traceability of authentic products throughout the supply chain, we plan to implement a fully
functional blockchain system to prevent product counterfeiting which is the need of the hour. We leverage the idea of
blockchain that anyone can check the proof of possession of product. In addition to this, we plan to generate and use
unique QR codes for every manufactured product. We aim to implement a proof-of-concept system employing a
blockchain-based decentralized web application which gives a customer the entire history of a product (e.g. - brand
information, manufacturer, vendor, owner, etc). Blockchain architecture will be able to record product ownership.
Consumers don’t need to fully rely on trusted third parties to safely know the source of the purchased product.

A. MOTIVATION

The trade in counterfeit goods is growing and is affecting the sales and profits of companies affected by this
phenomenon. To ensure the identification and traceability of real products throughout the supply chain, we propose a
fully functional blockchain system to prevent product counterfeiting. Enterprises only need to remunerate very low
transaction fees, and they no longer need to worry about the possibility of obtaining counterfeit products.

B. OBJECTIVES

The aim of this project is to implement a blockchain based web application powered by Ethereum to record
product ownership on the blockchain. By using blockchain’s untrace-ability and transparency properties, and the
assurance that each record cannot be forged on the blockchain, consumers don’t need to fully rely on trusted third
parties to safely know the source of the purchased product. Hence, the most important objectives within the project are:
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To provide end-to-end supply chain visibility for all partners involved, including the retailers and the
consumers

To verify that authentic products are handed over to an authorized party at each transfer point

To ensure that a public verified ledger of all transactions is available at all times

To develop a reliable and secure web application

To secure product details using a QR code

II. LITERATURE SURVEY

Jinhu Ma, Shih-ya Lin, Xin Chen, Hung Min Sun, Yeh-Chen Chen, Huxion Wang proposed a Blockchain-
Based Application System for Product Anti-Counterfeiting Blockchain based system to assure the customer
about the authenticity of product by using ethereum and all information about product get by scanning QR
code. [1]

Neo C. K. Yiu developed Decentralizing Supply Chain Anti-Counterfeiting and Traceability Systems Using
Blockchain Technology which is decentralizing a legacy anti-counterfeiting system of supply chain industry
using Blockchain technology, to facilitate trustworthy data retrieval, verification and management. [2]

Naif Alzahrani, Nirupama Bulusu presented a Block-Supply Chain: A New Anti-Counterfeiting Supply Chain
Using NFC and Blockchain, contains a new decentralized supply chain (block-supply ) utilizing blockchain
and NFC technologies for anticounterfeiting of any product. The block-supply chain was able to track-and-
trace products and detect modification, cloning, and tag replication attacks. [4]

A Survey of Counterfeit Product Detection by Prabhu Shankar, R. Jayavadivel. Counterfeit products are
growing exponentially with the enormous amount of online and black-market. So, there is an urgent need to
address the challenges of detecting counterfeit products and designing appropriate technology to improve
detection accuracy. This is one of the active research areas to be explored in the current world. [7]

e Feng Tian utilizes and develops RFID (Radio-Frequency IDentification) and blockchain technology first, and
then analyzes the advantages and disadvantages of using RFID and blockchain technology in building the
agri-food supply chain traceability system. The emergence of blockchain technology effectively solves the
pain-point problem existing in the traceability system of agricultural food supply chains. A framework
based on the consortium and smart contracts to track and trace the workflow of agricultural food supply
chains. [8]

In another study of Tripti Rathee, Manoj Malik, Authentication of Product and Counterfeits Elimination Using
Blockchain, in this proposed system the products journey from manufacturing to being sold to customer
(supply chain) can be recorded, and the customer is assured that the scans were not faked by
using NFC tokens and Ethereum network. It handles the product data and can: (i) Create product
transactions in Database and Blockchain (ii) Initiate new block creation (iii) Retrieve product data (iv)
Authenticate scans.[9]

III. PROBLEM DEFINITION

To ensure the identification, provenance and traceability of authentic products sold on e-commerce platform as well
as by retail stores throughout the supply chain with the help of QR Codes by implementing a blockchain-based
decentralized web application which gives a customer the entire history of a product inclusive of product information,
manufacturer, distributor and delivery person.

IV. REQUIREMENT SPECIFICATION

1. For the front end React, HTML, CSS3 are the technologies which can provide a variety of features for
creating highly interactive and responsive web pages.

2. Ethereum, MySQL, Level DB are the backend technologies. Ethereum is an opensource, blockchain based
decentralized platform.

3. Solidity Language is an object-oriented, high-level language for implementing smart contract and it is
generated to run on Ethereum virtual machine

4. Web3.js and ethereum.js are the API and it is the collection of libraries that allows user to interact with
local or remote Ethereum node using http.

5. Node.js is used to form fast and scalable application.
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6. Testing purpose is fulfilled by using Geth. It is the implementation of Ethereum node in GO programming
language. It is the program that serves as node for Ethereum blockchain and it can make software which can
run on EVM.

7. The Ethereum Mist Wallet is one of the few wallets with support from the developers behind the Ethereum
Network.

8. Gitis a free and open-source distributed version control system designed to handle everything from small to
very large project with speed and efficiency.

V. PROPOSED ARCHITECTURE
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Fig.1. Block Diagram of System Architecture

In perspective of a user, a user is able to perform the following tasks in the specified order to check the authenticity
of the product.

1. Login/Sign Up as one of the three types of users from the following:
(a) Manufacturer
(b) Vendor
(c) Consumer

2. Scan QR Code of the Product using any scanner present on a mobile phone or upload the image of QR
using web application.

3. The scan will open a page in the browser, The product information is requested from the Authentication
Module. Authentication module verifies if it is a genuine request, if yes, it creates a new entry of scan in the
database and blockchain and sends response with the Product data and its scan history.

4. Browser shows if the product is authentic and shows its scan history. User is able to view the scan history to
check for any anomalous scan history.

The basic working implementation of this requires a blockchain and a node server working on the network. A simple
blockchain with in-memory storage, a simple proof of work algorithm and a consensus algorithm to resolve conflicts is
required. It is the Service that resides between the Blockchain module and the user. It handles the product data and can:

Create product transactions in Database and Blockchain.
Initiate new block creation.

Initiate new Transaction creation using Smart Contract.
Retrieve product data.

Nk v =

Authenticate scans and notify if genuine.

VI. METHODOLOGY

The Blockchain transactions and blocks can be visualized in a Ul by using the Customer Interface. The database
stores metadata of products storage using MySQL and Level DB. Customers scan QR Code using any application QR
Code have encoded data within them, which point to the product. Every time the code is scanned, a new immutable
entry is created in the chain. The authentication module allows addition of new products and items as well as creating
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unique QR Code for each item inclusive of private key and public key generation. Every time the code is scanned it
triggers New Scan and save details in Database. It triggers a creation of new transaction using Smart Contract in
Blockchain. After a while it triggers a mining action to Blockchain that mines recent transactions into a new block.
Nodejs, ethereumjs, Web3js Authentication Server serves product scan page with product and scan history data to
client; records new scan data in database and initiates a block creation in the blockchain.

VII. IMPLEMENTATION MODULES
e Add New Vendor

\ S C O P E B0

1. Add New Seller ( Manufacturer)
Generate Public

Enter Vendor’s
ﬁ Name Private Key @ Give authority
d ) —— e —
Check in Register [ [ |
Industry Smart Blockchain Vendor
Contract based system
(i) When any vendor wants to sell the product of particular manufacturing company then it adds
vendors to the database using ethereum network by smart contract which generates public and

private keys of the vendor.

(ii) System generates hash by using program written inside the smart contract and stores hash
in a block

(iii) Manufacturers can control the seller’s information, including adding new seller addresses
and as well adding the number of products that can be sold from a specific seller.

Group 9: Product Authentication using Blockchain 3

Fig. 2. Add Vendor Functionality

When any vendor wants to sell the product of particular manufacturing company then Manufacturer must create
vendor entity to the database using Ethereum network by smart contract which generates public and private keys of
the vendor. System generates hash by using program written inside the smart contract and stores hash in a block.
Manufacturers can control the seller’s information, including adding new seller addresses and as well adding the
number of products that can be sold from a specific seller.
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Industry Product Smart Blockchain
Contract QR'Code based system

(i) When a new product is added by manufacturer then it enters the product’s name on
smart contract so that particular product gets registered on smart contract.

(ii) Smart contract generates the unique key for that particular product with QR code.

(iii) The product is registered on our blockchain based system with unique id and QR code.

Group 9: Product Authentication using Blockchain 4

Fig. 3. Add Product Functionality

When a new finished product is produced by manufacturer then it must create a new product entity by entering the
product’s name on smart contract so that the particular product gets registered and stored on smart contract. Smart
contract generates the unique key for that particular product with QR code. The product is registered on the blockchain
based system with unique id and QR code.

e  Product Verification

e LN
3. Product Verification ( Retailer )

Scan QR Check

@ code % Search Unique id
==

rd

QR Code m p =

Vendor BIOCRchaln Smart o“’?d —

based system Contract

(i) For verification of product , vendor scan the QR code which is present on product and given
it by manufacturer company.

(ii) Then the product details search in our block-chained based system and unique id of product
is searched in smart contract .

(iii) If match to the id is found then all information about product displayed but if not match
found then error generate.

Group 92: Product Authentication using Blockchain 5

Fig. 4. Product Verification Functionality
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In order to verify a product, vendor scans the QR code which is present on product received from the manufacturer
company. Then the product details are searched in the blockchain based system by finding the unique ID of product in
smart contract. If match to the ID is found then all information about product is displayed and ownership of the product
is transferred to the vendor but if match is not found then error is generated and vendor gets notified about the
counterfeit.

e  Transfer of Ownership

iz
| )
BB
4, Transfer of Ownership
Add Public id of
Custol:nelru ° 1(?wnerstl?ip Transfer
ransaction
-
E ——— —
A
Vendor Smart Blockchain
Gontract based system
(i) When Transaction is taken place between vendor and customer then vendor has
authority to add the public key of customer on smart contract .
(i) So customer gets all rights about that product .
(iii) In this way , vendor transfers the ownership to customer.
Group 9: Product Authentication using Blockchain 6

Fig. 5. Product Ownership Transfer

When Transaction finishes execution between vendor and customer then vendor has authority to add the public key
of customer on smart contract. Hence, the manufacturer transfers ownership of the product to vendor. On selling the
product, the vendor transfers ownership to customer ensuring provenance of the product throughout the supply chain.
In this way, vendor transfers the ownership to customer.
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e  Product Authentication

J. PTouauCT VETIIICAtionm oy CUstoITieT

Customer QR Code
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based system

Blockchain COUNTERFEIT
(i) Scan QR code of the Product using any scanner present on a mobile phone.

(ii) The scan will open a page in the browser, the product info is requested from the
Authentication Module. Authentication module verifies if it is a genuine request, if yes, it
creates a new entry of scan in the database and blockchain and sends response with the
Product data and its scan history.

(iii) Browser shows if the product is authentic and shows its scan history. User is able to view
the scan history to check for any anomalous scan history.

Group 9: Product Authentication using Blockchain 7

Fig. 6. Product Authentication Module

On successfully scanning the QR code of the Product using any scanner present on a mobile phone. The scan will
redirect to a webpage in the browser, meanwhile the product information is requested from the Authentication Module.
The response appears as either genuine product verified or counterfeit product reported.

©x235f912e628b282fc3f77b12904bdd7d70c586b85ef77ce4164bf6ebedfae214

Secon (2]

©xD723079363Fd5aE7dFa%9e523C13b56ba269BABel
6B9ABaE@C991a0be790B7e0601720E55FBC85

> total cost:
> Saving artifacts

> Total cost: ©.09010434 ETH

> al deployments: 2
> Final cost: ©.09369872 ETH

Fig.7. Transaction details: Smart Contract
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VIII. USER INTERFACE
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Home Contact About Us

BlockFeit,

® Fast e Secure ® Transparent  Reliable
Supply Chain.

Product Detail  Verify Ownership  Product History.

D ED

Fig. 8. Home Page

BlockFeit

OR

0141336f29fbbf22

Search History [ Product Details

Submit

Home Contact About Us

D

Transaction ID: 8

Current Owner: chandrakant
Previous Owner : 123

Hash: 0x196a17a90c9d8179ca772e20eaeff71c1d019969ebb1045cfc58fb2c9e39cdc

2022-04-16T10:21:19.000Z

Transaction ID : 12

Current Owner: 0878736f706485d1
Previous Owner : chandrakant

Hash: 0x801e4d1085f318bf942a21a9ce9fd921adc570cc4ae 36dd6d8909ec3465e7bd

2022-05-01705:37:21.000Z

Fig.9. Product Transaction History
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Manufacturer: m-1
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Fig.12. Product Authenticated ( after scanning QR code )
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Fig.13. Counterfeit Product detected ( after scanning QR code )

IX. CONCLUSION
The proposed a fully functional anti-product forgery system by implementing a blockchain based web
application. Manufacturers can use the system to store relevant information on product sales in blockchain which is
accessible to everyone. The user can use the functions provided by our system to immediately perform vendor-side
verification. The system will provide identity verification by using Smart Contracts on Ethereum network.
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