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ABSTRACT: In vehicular ad-hoc networks for authentication Public Key Infrastructure (PKI) was used as Vehicular
Signature application. PKI is used to verify the integrity of messages and the identity of message senders. Road Side Unit
(RSU) verifies received messages one after another, it may not be able to be predicted and known by RSU i.e. from which
vehicle message is being sent. In order to reduce the computational overhead of RSUs, we propose a Proxy Based
Authentication Scheme (PBAS) using distributed computing. In PBAS, proxy vehicles are used to authenticate multiple
messages with a verification function at the same time, so that RSU can independently verify the outputs given by each
proxy vehicles within its range. We also design an expedite key negotiation scheme for transmitting sensitive messages.
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I INTRODUCTION

Vehicular ad hoc network (VANET) has becomes increasingly popular concept in many countries. It is an important
element of the Intelligent Transportation Systems (ITSs). In a typical VANET, each vehicle is assumed to have an on-board
unit (OBU) and road-side units (RSU) installed along the roads. A trusted authority (TA) and some other application
servers are installed in the backend. Communication between OBUs and RSUs is done using Dedicated Short Range
Communications (DSRC) protocol using wireless channel. RSUs, TA, and the application servers communicate with each
other using a secure fixed network such as the Internet.

VANET offers better driving experience and road safety, as well as many other value-added services. The basic
application of a VANET is to allow arbitrary vehicles to broadcast safety messages, message contains information like
vehicular speed, turning direction, traffic accident information to other nearby vehicles. This type of communication is
called as vehicle2vehicle or V2V communications and communication between vehicle and RSUs is known as
vehicle2infrastructure or V21 communications. VANET can also be called as a sensor network because useful information
about road conditions from vehicles can be collected by the traffic control center or some other central servers.

Many forms of attacks against VANETS have risen recently that attempt to compromise the security of such networks.
Security issue [3] [4] is critical in VANETSs because many different forms of attacks [3] against VANETs may emerge due
to the use of wireless devices in VANET communications. Such security attacks on VANETs may lead to drastic results
such as the loss of lives or loss of revenue for those value-added services. Therefore the key objective of designer is to
make VANET secure.

1. RELATED WORK

There are some security schemes which have been proposed in this literature as an effort to ensure that all information
exchanged in VANETS is authenticated and thus can be fully trusted.
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A. Public-Key Infrastructure (PKI) based scheme

Public-Key Infrastructure (PKI) based scheme is used for vehicular signature applications [1], where an RSU verifies
received messages one after another. Vehicles forward messages at any time, it may not be able to be predicted and known
by RSU. And this PKI-based scheme are time-consuming processes and may not satisfy the computational efficiency
requirement under dynamic traffic patterns, and due to this computational complexity and transmission overhead of RSUs
increases as the number of vehicles are increased for authentication.

Zhang et al. in [7] published and introduced an efficient batch signature verification scheme for the communications
between vehicles and RSUs in which an RSU can verify multiple received signatures at the same time such that the total
time required for verification can be significantly reduced. In their proposed scheme it is seen that an RSU can
simultaneously verify about 1600 messages per second, which is not bad but still not fast enough to meet the requirement of
VANET authentication speed.

According to the Dedicated Short Range Communication (DSRC) protocol in [8] [9], each vehicle broadcasts a traffic
safety message after every 100-300ms. This implies that an RSU must verify around 2500-5000 messages per second if we
consider number of vehicles to be around 500 vehicles within the coverage of an RSU. This is considered to be a great
challenge for any current batch-based digital signature scheme mentioned in the literature [10] [11] [12] [13].

B. Elliptic Curve Digital Signature Algorithm (ECDSA)

In vehicular communication messages can be authenticated using the Elliptic Curve Digital Signature Algorithm
(ECDSA) were each message includes one certificate. A major challenge is to find a way to reduce the consumption of
resource in computation and transmission. As such ECDSA provides better security, verify authenticity, non-repudiation
but still it does not facets to security attack. Another problem with using ECDSA is that it uses most expensive operation
such as scalar multiplication or elliptic curve point multiplication [9]. Expensive operation includes modular inversion
operation, scalar multiplication operation scalar multiplication operations. In fact the most time consuming operation in
ECDSA is the elliptic curve scalar multiplication operation.

Some of the limitations of using this scheme are
o Message Delay
e Message Loss Rate

C. Identity-based Batch signature Verification (IBV) scheme

For verifying signature in VANETS Batch verification offers an efficient. Zhang et al. [7] introduced an ldentity-based
Batch signature Verification (IBV) scheme for communication between vehicle and RSUs called vehicular-to-infrastructure
(V21) communications, working is based on identity-based encryption algorithms [17] [18] which was proposed by Boneh
et al. In this scheme an RSU can verify multiple received signatures simultaneously at the same time such that the time
required for computation can be significantly reduced. For verification process the certificates are not required, due to this
the transmission overhead can be reduced. Conditional privacy preservation can be achieved using pseudo identities, and
Trust Authority (TA) is capable of tracing a real identity of vehicle from its pseudo identity.

In [19], Zhang et al. enhancement of IBV scheme is being done by adopting a group testing technique. The main
objective of using this group testing is to find invalid signatures with a minimal batch verification workload
Limitation of using this scheme is

e IBV may suffer from replay attacks.

D. Anonymous Batch Authenticated and Key Agreement (ABAKA)

Huang et al. in [10] proposed an Anonymous Batch Authenticated and Key Agreement (ABAKA) scheme, this scheme
is proposed for different value added services. Messages sent from different vehicle are authenticated and session keys are
established at the same time. The security of the ABAKA scheme is determined based on ECDSA. If we compare basic
ECDSA scheme with ABAKA scheme, relatively short signatures are adopted by the ABAKA scheme thus it reduces the
computational and transmission overheads of RSUs.

In the future work to gain more efficiency some of the features of VANETS such as mobility model,
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preditable routing to be considered to design novel scheme.

E. Secure and Privacy Enhancing Communications Scheme (SPECS)

Chim et al. in [20] introduced a Secure and Privacy Enhancing Communications Scheme (SPECS), here in this scheme
after batch authentication any vehicle can form a group with the other vehicles and can communicate with one another
securely without RSUs. It is the first scheme to propose group communication protocol to allow vehicles to securely
communicate with other vehicles in a group after authentication.

However, in [11], Shi-Jinn Horng et al. found out that SPECS does not works properly to impersonation attacks, and a
malicious vehicle can act as an real entity vehicle to broadcast fake messages or even force another group member to send
fake messages securely among themselves.
limitation of SPECS scheme is

e Impersonation Attacks

To overcome this weakness of SPECS scheme Shi-Jinn Horng in [11] proposed b-SPECS+ scheme. It satisfy a variety
of security requirements and withstand the weaknesses of the impersonation attack under certain assumptions like TA is
always online, the redundant TA should avoid being a bottleneck or a single point of failure. Network model for this
scheme is as shown in fig

In future some of the challenges of VANET such as insider attacks can be addressed to avoid packet
collisions between RSU and all vehicles within its range.

F. Conditional Privacy Preserving Authentication Scheme

Shim et al. in [12] proposed a scheme, here in this scheme pseudo identity based signatures is used for secure vehicle-to-
infrastructure communications in VANET. Conditional privacy preservation is achieved were each message is mapped to
distinct pseudo-identity, Trust authority is responsible for retrieving real identity of a vehicle from pseudo-identity. RSU
verifies multiple received signatures thus reducing total verification time.

Main contribution in this paper is identity based signature (IBS) scheme under computational DiffeHellman (CDH)
assumption. This scheme uses general hash functions, instead of using an inefficient special function known as the
MapToPoint function. And after that a secure conditional privacy-preserving authentication scheme (CPAS) is constructed
for secure V21 communications using a pseudo-IBS scheme to keep a balance between privacy and traceability achieving
anonymous authentication, traceability, message integrity and unlink-ability. CPAS scheme supports the fastest batch
verification process at the RSUs, such that the time for verifying 750 signatures simultaneously at the same time is less than
300 ms.

Future scope of this paper will extend the challenges to V2V communication and conduct more performance evaluation
on message delay and message loss ratio in V2V communication. Also the evaluation of CPAS on a large-scale VANET
testbeds with varying vehicle mobility models can be conducted.

In future some of the challenges of VANET such as insider attacks can be addressed to avoid packet
collisions between RSU and all vehicles within its range.

G. Conditional Privacy Preserving Authentication Scheme

Shim et al. in [12] proposed a scheme, here in this scheme pseudo identity based signatures is used for secure vehicle-
to-infrastructure communications in VANET. Conditional privacy preservation is achieved were each message is mapped to
distinct pseudo-identity, Trust authority is responsible for retrieving real identity of a vehicle from pseudo-identity. RSU
verifies multiple received signatures thus reducing total verification time.

Main contribution in this paper is identity based signature (IBS) scheme under computational DiffeHellman (CDH)
assumption. This scheme uses general hash functions, instead of using an inefficient special function known as the
MapToPoint function. And after that a secure conditional privacy-preserving authentication scheme (CPAS) is constructed
for secure V21 communications using a pseudo-IBS scheme to keep a balance between privacy and traceability achieving
anonymous authentication, traceability, message integrity and unlink-ability. CPAS scheme supports the fastest batch
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verification process at the RSUs, such that the time for verifying 750 signatures simultaneously at the same time is less than
300 ms.

Future scope of this paper will extend the challenges to V2V communication and conduct more performance evaluation
on message delay and message loss ratio in V2V communication. Also the evaluation of CPAS on a large-scale VANET
testbeds with varying vehicle mobility models can be conducted.

H. Expedite Message Authentication Protocol (EMAP)

In order to ensure reliable operation of VANETS and to increase the amount of information gained from the received
messages which are authenticated, job of OBU is to regularly check the revocation status of all the received certificates in a
timely manner. By doing this, authentic delay is caused due to checking the Certificate Revocation List(CRL) for each
received certificate. So Albert et al. in their work [5] introduced an protocol called expedite message authentication
protocol (EMAP) which replaces the CRL checking process. This is done by an efficient revocation checking process using
a fast and secure HMAC (Hash Message Authentication Code) function. Advantage of using this protocol is that it is not
only suitable for VANETS but it can be applied to any network employing a PKI system. The is an alternative to CLR
checking and is the first solution to reduce the authentication delay resulting from CRL checking in VANETS.

Working of this protocol is that the revocation check process is done using a keyed Hash Message Authentication Code
i.e. HMAC, here in this process key used in calculating the HMAC is shared only between non-revoked On-Board Units
(OBUs). Additional feature of EMAP is that it uses a novel probabilistic key distribution, where a secret key is shared
securely and updated by non-revoked OBUs. Advantage of using this protocol is that it can significantly decrease the
message loss ratio caused due to the message verification delay as compared with the conventional authentication methods
employing CRL. By conducting security analysis and performance evaluation, it is concluded that EMAP is demonstrated
to be secure and efficient protocol.

1. PROPOSED SYSTEM

Some security schemes such as Public key infrastructure (PKI1) have been proposed for vehicular signature applications
[1] to ensure information exchanged is authenticated and fully trusted. Here message sent by Road Side Unit(RSU) is
verified one after another. These scheme are time consuming and fails to satisfy computational efficiency.

To overcome this problem Zhang et al. [22] introduced an efficient batch signature verification scheme for
communication, in this scheme multiple messages can be verified simultaneously. But it does not meet VANET
authentication speed. According to the Dedicated Short Range Communications (DSRC) protocol [8] [9], RSU must verify
around 2500-5000 message per sec if vehicle broadcasts messages after every 100-300ms which is a great challenge for any
current batch-based digital signature scheme.

In order to tackle the above mentioned efficiency problem of the existing authentication schemes we propose a Proxy
Based Authentication Scheme (PBAS) for this purpose.

Proposed system consist of vehicles, proxy vehicles, RSUs were each proxy vehicle plays an important role in
authenticating multiple messages simultaneously using verification function at the same time. After verification of message
done by proxy vehicles, results are sent to RSUs for verification of signature. Using this concept the time-consuming
centralized computing loads at RSUs can be reduced. This is done by a systematic and independent mechanism designed
for RSUs to verify the output of the verification function given from different proxy vehicles, by which an RSU can
evaluate the validity levels of different messages given by proxy vehicle in the same way as done in separate verification
schemes as shown in fig. 1.
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Fig. 1. General Scenario of PBAS

In this proposed Proxy Based Authentication scheme(PBAS) computational load of RSUs is reduced via the cooperation
amongst proxy vehicles, where each proxy vehicle verifies the signatures of vehicle A, B, and C with a verification
function, and then it sends its output to nearby RSU. After getting the results of proxy vehicles RSU verifies the output,
thus consuming less computing resource. Here verification functions perform cryptographic operations in an authentication
scheme, and these operations are executed using traditional authentication schemes by RSUs.

In addition to this, concept of batch key negotiations can also be added in the proposed scheme where, RSU can
complete the batch process of vehicle's key negotiations by broadcasting a single message to all vehicles in RSU range.
Some of the design requirements of the proposed PBAS are as follows:

1. The scheme should meet the computational efficiency requirements of VANETS.

2. The scheme should meet the security requirements of VANET, such as message integrity and authentication,
privacy preservation.

3. The scheme should verify process even if small number of proxy vehicles have been compromised.

V. CONCLUSION

In PBAS burden of RSUs is reduced if we use vehicles computational capacity, where the proxy vehicles can
authenticate multiple messages from the other vehicles. PBAS also provides RSUs with a systematic and independent
mechanism to verify the messages from the proxy vehicles. PBAS offers fault tolerance i.e. even if a small number of proxy
vehicles are compromised in VANETSs the scheme continue operating. Moreover, we analyzed and compared the
performance of PBAS with the other authentication schemes in terms of their computation and transmission overheads. We
also used simulations to verify the efficiency of PBAS in realistic environments, showing that PBAS is a promising security
scheme for efficient VANET authentication. We focused on cryptography algorithm under an assumption that any vehicle
having completed system initialization can act as a proxy vehicle. However, it is important to make sure that these vehicles
are fully trusted to serve for the others under the condition of efficient message delivery.
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