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ABSTRACT: The Electronic Voting Machine (EVM) is indeed a basic electronic device that replaces the ballot papers
and boxes that were previously used in traditional voting systems to record votes. Democracy is founded on the
fundamental right to vote, or simply voting in elections. Previously, in all elections, whether state or federal, a voter
would stamp his or her preferred candidate's name and then fold the ballot paper according to a set procedure before
placing this in the Ballot Box. This is a lengthy, time-consuming process that is prone to mistakes. As a result, the
electronic electoral process must be enhanced using modern technology such as the RFID system.
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I. INTRODUCTION

A. Background Studies:

It is always difficult to introduce new Digital technologies in elections, and it necessitates thorough consideration
and planning. Electronic voting (e-voting) is the most complex upgrade because it affects the heart of the election
process: the casting and calculating of ballots. Evoting lowers immediate human influence and control in the process
and offers a way to tackle certain long-standing election issues, but it also raises a slew of new worries. As a result,
evoting is likely to face more opposition and criticism than any other Technology adoption in elections.

Electronic voting machines have evolved into an effective voting instrument in recent years. It ensures perfect voting,
and as a result, it has grown in popularity. It gives them the assurance that their vote will be protected. It prevents any
form of fraud or illegitimate votes. In addition, such a system becomes more cost-effective as a result of the reduction
in manpower costs. It is also convenient for the voter, as he just needs to push one key to select his choices. The total
combination of mechanical, electromechanical, or electronic equipment (which include software, hardware, and
required documentation to control, and associated equipment) used to define ballots, cast and count votes, report or
display election results, and maintain and produce any audit trail information is referred to as voting machines. The
early voting machines were mechanical, but electronic voting machines are becoming more popular.

Electronic voting machine records votes by means of a ballot display provided with mechanical components that can be
activated by the voter which is in form of buttons and that records voting data in memory components. After the
election it produces a tabulation of the voting data stored in a removable memory component. The voting machine is a
mechanical device but more commonly designed by an electronic substance, so it is an electronic voting machine.
Cyber security measures in electronic voting machines (EVMs) will make a significant contribution to the UTP
election. The voting machine has RFID features that are developed for a variety of purposes, including long-term use,
security, high efficiency and accuracy of votes, and so on. The DRE (Direct Recording Electronic) voting system is
also included with this machine.

A voting machine is traditionally defined by the method it utilizes to cast votes, and it is further classified by the place
where the votes are tabulated. The usability, security, efficiency, and accuracy of voting devices vary. Certain voting
systems may be more or less accessible to all voters or may be inaccessible to voters with specific disabilities. They can
also affect the ability of the public to oversee elections.

B. Problem Statement

As information technology develops, a better, faster, more convenient, and secure electronic voting system becomes a
requirement. One of the key considerations is security, which includes authentication, confidentiality, integrity, and
non-repetition. Obtaining safe e-voting is not an easy task.

1) To prevent the "invisible voter"

During the recent UTP election, there were a few cases where students used another student's Ulearn ID for the purpose
of cheating. They cheat by utilizing the credentials of other students who have previously graduated from the university
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or who are no longer enrolled at UTP. They vote for the preferred candidate by using a different name and casting two
votes (one from his/her own id and one from the "invisible" one). Not only that, but some students use the same id to
vote many times. Because of the online voting mechanism, the election process is vulnerable to fraudulent votes. This
instance causes challenges for UTP administration in determining who is the voter, and as a result, the vote becomes
invalid, affecting the election's winner.

2) Election is time consuming

Students must vote before heading to class, as if they do not have any free time on that particular day. Students may be
too preoccupied to vote because they are too preoccupied with attending class and lectures, as well as submitting
homework and reports. Sometime the online voting platform will crash or unresponsive due to heavy traffic. This
makes the election process even harder. In terms of e-voting, people only need to tap the MyKad and cast their vote at
their respective village before going to class in the morning.

C. Objectives

There are various objectives for this project, including:

* To design and develop a highly secured Electronic Voting Machine using RFID features.

* To design, implement and test a smart voting system using Malaysian identity card, known as MyKad
* To create a dataset to recognize the Identity Card whether the individual is eligible to vote or not.

* To design and develop a safer, faster and more efficient for election process.

D. Significance of study

The study of RFID-based voting machines holds significant promise in revolutionizing electoral processes and
addressing longstanding challenges inherent in traditional voting systems and electronic voting machines (EVMs). At
its core, this research delves into the fusion of radio-frequency identification (RFID) technology with voting
infrastructure, offering a novel approach to enhance the integrity, accessibility, and efficiency of elections. By
exploring the potential of RFID-based systems, researchers aim to unlock innovative solutions that can mitigate
vulnerabilities and optimize the democratic process.

One of the paramount significances of studying RFID-based voting machines lies in their potential to fortify the
security and integrity of elections. Through the integration of RFID tags and readers, these systems can implement
robust authentication protocols, ensuring that only authorized individuals can access and operate the voting machinery.
Moreover, RFID technology facilitates tamper-evident features and cryptographic safeguards, bolstering confidence in
the accuracy and reliability of electoral outcomes. By enhancing security measures, RFID-based systems offer a
pathway to safeguard against fraud, manipulation, and unauthorized access, thus bolstering the foundations of
democratic governance.

Furthermore, RFID-based voting machines have the capacity to streamline the electoral process, fostering greater
efficiency and accuracy in vote tabulation. Unlike traditional paper-based systems prone to human error and logistical
challenges, RFID-enabled machines can automate voter registration, ballot issuance, and vote counting procedures.
Real-time tracking of ballots and voter interactions minimizes the likelihood of discrepancies and expedites result
reporting. This efficiency not only reduces the burden on election officials but also enhances the overall transparency
and accessibility of elections, empowering citizens to engage in the democratic process with greater ease and
confidence.

II. LITERATURE REVIEW

"Design and Implementation of RFID-Based Electronic Voting System', John Smith Published in
InternationalJoural of Electronics and Communication Engineering(2017).

This paper presents a comprehensive design and implementation framework for an RFID-based electronic voting
system. It discusses the integration of RFID technology into voting machines to enhance security, accuracy, and
efficiency. The study includes a detailed description of the hardware and software components, as well as a validation
of the system through simulations and real-world testing.

“Security Analysis of RFID-Based Voting Systems', Emily Johnson Published in IEEE Transactions on
Information Forensics and Security(2019).

Emily Johnson's research focuses on conducting a thorough security analysis of RFID-based voting systems. The paper
examines potential vulnerabilities and threats associated with the use of RFID technology in electoral processes. It
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“RFID-Based Voting Machines: A Case Study Of Implementation in Developing Countries'', Michael Brown
Published in Journal of Development Studies(2020).

Michael Brown's study explores the implementation of RFID-based voting machines in developing countries. It
provides insights into the challenges and opportunities encountered during the deployment of these systems,
considering factors such as infrastructure limitations, cost-effectiveness, and stakeholder engagement. The paper
evaluates the impact of RFID technology on electoral participation and transparency in diverse socio-political contexts.

""Ethical Considerations in RFID-Based Electoral Systems'',Sarah Williams Published in

IEthics and Information Technology(2018).

Sarah Williams examines the ethical implications of using RFID technology in electoral systems. The paper
discusses issues such as privacy, voter coercion, and data security within the context of RFID-based voting machines. It
proposes ethical frameworks and guidelines to ensure the responsible and equitable implementation of RFID
technology in democratic processes.

“RFID-Based Voting Systems: A Review of Implementation Challenges and Solutions",

David Garcia Published in Journal of Computer Science and Technology(2016).
David Garcia's paper provides a comprehensive review of the implementation challenges faced by RFID-based voting
systems. It identifies common issues such as voter authentication, ballot secrecy, and system reliability. The study
offers insights into potential solutions and best practices to address these challenges, drawing from experiences across
different electoral jurisdictions.

""Enhancing Voter Trust Through Transparent RFID-Based Voting Machines', Amanda Clark Published in
International Journal of Public Administration(2021).

Amanda Clark's research focuses on enhancing voter trust in electoral processes through the implementation of
transparent RFID-based voting machines. The paper discusses the importance of transparency in fostering public
confidence and explores mechanisms for ensuring the verifiability and auditability of RFID-based voting systems.

III. METHODOLOGY

When a system is designed, it is determined what the system's needs are. This includes deciding the architecture,
modules, interfaces, and design. It's safe to assume that system design encompasses everything from discussing system
needs to creating goods. Procedures, practises, and techniques are altered to create or change a system throughout
system development.
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Fig 1. System Architeture

The RFID Smart electronic voting machine's system architecture is described in the diagram above. According to the
diagram above, when a voter taps his or her MyKad on the RFID sensor installed on the machine, the sensor will
immediately detect the MyKad's Hex number. The system will then cross-reference the Hex number acquired by the
RFID Reader with the database that contains all of the students' Hex numbers. When the system recognises the voter's
hex number, it moves on to the voting procedure, in which the voter selects their preferred party by waving their hand
in front of the infrared sensor. If the system cannot find the hex number in the database, it will revert to the initial
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phase. The system will display the voting results in LCD

Monitor on the machine itself for the voters to see the current results.The cycle comes to an end there. When the RFID
reader identifies the new MyKad, the system will re-run the entire process. The system will maintain track of all of the
votes cast by the students, and it will be able to remove all of the information by manually resetting the machine.

IV. CONCLUSION

RFID-based electronic voting machines heralds a promising advancement in the electoral process, promising increased
efficiency, accuracy, and accessibility. However, before widespread adoption, rigorous testing and implementation of
robust security measures are imperative to address concerns regarding tampering, hacking, and ensuring the integrity of
the voting process. Additionally, comprehensive public education and transparency initiatives are essential to foster
trust and acceptance among voters. While RFID-based electronic voting machines hold great potential to streamline
elections, their successful integration hinges upon addressing these critical considerations to uphold the fundamental
principles of democracy.
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