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ABSTRACT: In the today’s world, security is required to transmit confidential information over the network. Security
is also demanding in wide range of applications. Cryptographic algorithms play a vital role in providing the data
security against malicious attacks.RSA algorithm is extensively used in the popular implementations of Public Key
Infrastructures. In asymmetric key cryptography, also called Public Key cryptography, two different keys (which form
a key pair) are used. One key is used for encryption & only the other corresponding key must be used for decryption.
No other key can decrypt the message — not even the original (i.e. the first) key used for encryption. The beauty of this
scheme is that every communicating party needs just a key pair for communicating with any number of other
communicating parties. Once someone obtains a key pair, he /she can communicate with anyone else. In this paper, we
have done an efficient implementation of RSA algorithm using two public key pairs and using some mathematical logic
rather than sending the e value directly as a public key.Because if an attacker has opportunity of getting the e value they
can directly find d value and decrypt the message.
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I. INTRODUCTION
Cryptography is a science of secret writing. It is the art of protecting the information by transforming it into an
unreadable format in which a message can be concealed from the casual reader and only the intended recipient will be
able to convert it into original text. Cryptography is a technique of hiding the plain information from the web . By using
cryptography we can assist this shaky information by secrete writing on our computer network. Cryptography renders
the message unintelligible to outsider by various transformations. Data Cryptography is the scrambling of the content of
data like text, image, audio and video to make it unreadable or unintelligible during transmission. Its main goal is to
keep the data secure from unauthorized access. In traditional (symmetric-key) cryptography, the sender and receiver of
a message know and use the same secret key.The main challenge is getting the sender and receiver to agree on the
secret key without anyone else finding out. If they are in separate physical locations, they must trust a courier, a phone
system, or some other transmission medium to prevent the disclosure of the secret key. Anyone who overhears or
intercepts the key in transit can later read, modify, and forge all messages encrypted or authenticated using that key.
Because all keys in a secret-key (symmetric-key) cryptosystem must remain secret, secret-key cryptography often has
difficulty providing secure key management.To solve the key management problem, Whitfield Diffie and Martin
Hellman introduced the concept of public-key cryptography in 1976. Public-key cryptography refers to a cryptographic
system requiring two separate keys, one of which is secret and one of which is public. Although different, the two parts
of the key pair are mathematically linked.
The algorithms used for public key cryptography are based on mathematical relationships (the ones being the integer
factorization and discrete logarithm problems).Although it is easy for the recipient to generate the public and private
keys, to decrypt the message using the private key, and easy for the sender to encrypt the message using the public key,
it is extremely difficult for anyone to derive the private key, based only on their knowledge of the public key. This is
why, unlike symmetric key algorithms, a public key algorithm does not require a secure initial exchange of one (or
more) secret keys between the sender and receiver.In practice, only a hash of the message is typically encrypted for
signature verification purposes.Public-key cryptography is a fundamental, important, and widely used technology. It is
an approach used by many cryptographic algorithms and cryptosystems.
Examples of well-regarded asymmetric key techniques for varied purposes include: Diffie—-Hellman key exchange
protocol, ElI Gamal, DSS (Digital Signature Standard), which incorporates the Digital Signature Algorithm, Various
elliptic curve techniques, Various password-authenticated key agreement techniques, RSA encryption algorithm,
Cramer—Shoup cryptosystem, YAK authenticated key agreement protocol. Among all RSA is most popular one.
The proposed algorithm is similar with RSA with some modification. Proposed algorithm is also a public key
cryptography algorithm. In this algorithm we have extremely large number that has two prime factors (similar to RSA)
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.In addition of this we have used two public pair of keys. This modification increases the security of the cryptosystem.
So its name is LEE public key algorithm.

Il. CRYPTOGRAPHY AND TYPES
Cryptography uses the process of transposition and substitution of the characters to hide and retrieve the data. At the
sender side we call it Encryption shown in Figure.l and at the receiver side we called it decryption shown in
Figure.2.We use the various keys to encrypt a decrypt the data. Keys are the special digital functions or methods that
convert the plain text into inscribe format and it‘s vice versa. Every element of the network have two keys namely
private or personal key which is known to a particular person and public key which is known by all persons in the
network. There are two types of cryptography.

Original Message Transposition/ Substitution Methods Inscribe Format /
Format / Plain Text . Cipher Text
Sender Figure 1. Encryption Process
Inscribe Format / Transposition/ Substitution Methods Original Message
Cipher Text . Format/ Plain Text
Figure 2. Decryption Process Receiver

A. Same key cryptography or Private Key cryptography:

In this type of cryptography the receiver and sender applies the same key to encrypt and decrypt the message or recover
the plaintext from cipher text and vice versa, so this type of cryptography is also known as symmetric encryption and
decryption. Figure.3 is showing the whole process of encryption and decryption which is carried out through receiver‘s
private key. Through this cryptography form, it is obvious that the secret key must be known to both the sender and the
receiver that why it is known as private key cryptography. Transmitting the secret key on insecure network can also
destroy the security.

Receiver‘s Private Key Receiver‘s Private Key
Same Keys S
v
Original Message Encryption Inscribe Format / Decrvypti Original Message
: . > yption L, ;
Format / Plain Text ™ N Cipher Text Format / Plain Text
Sender Receiver

Figure3.Same key cryptography

B. Different key cryptography or public key cryptography:

In this type of cryptography, the receiver and sender apply the Different keys to encrypt and decrypt the message or
recover the plaintext from cipher text and it‘s vice versa. This type of cryptography is also known as asymmetric
encryption and decryption.Figure.4 is showing the whole process where receiver‘s public key is used for encryption
and receiver‘s private key is used for decryption. In public key cryptography, each user or the workstation take part in
the communication have a pair of keys, a public key and a private key and a set of operations associated with the keys
to do the cryptographic operations. Only a particular user/device knows the private key whereas the public key is
distributed to all users/devices taking part in the communication. Since the knowledge of public key does not
compromise the security of the algorithms, it can be easily exchanged online.
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Receiver‘s Public Key Receiver‘s Private Key

Different Keys

Original Message |+ Encryption Inscribe Format / _,| Decryption L Original Message
Format / Plain Text Cipher Text Format / Plain Text
Sender Receiver

Figure4. Different key cryptography

CVIIl. THE RSAALGORITHM AND ITS MATHEMATICAL FOUNDATION

A. The Mathematical Foundation for RSA Algorithm:
The RSA digital signature has precise mathematical foundations, which are as follows [1]:
Theorem 1: (fundamental theorem of mathematics) any positive integer a can be denoted as ai=P1.....Pn, which P1 > P2
> P3 ... > PT are all prime numbers, a; > 0.
Theorem 2: (Euclid theorem) Any two integers a and b has a greatest common factor d, in which d can be expressed as
the linear combination of a and b with integer coefficient, namely s, t € Z, which satisfies d = sa + tb.
Theorem 3: (Fermat theorem) If p is a prime number, then for any positive integer a that prime to p, a (p-1) =1 (mod p).
Definition 1 (Euler function (n) ) Whenn =1, ¢ (1) = 1, when n > 1, the value of ¢ (n) is the amount of positive integer
that less than n and prime to n.
Theorem 4: If p and q are all prime numbers and p#q, then ¢ (pg) =é (p)é (q) = (p —1)(q -1).
Theorem 5: (Euler theorem) If integer a is co prime to integer n, then a¢(n) = (mod m).
Above theorem have the following 3 deductions:
(1) If p is prime number and n = p, then a(p-1) = 1(mod p), namely the Fermat theorem.
(2) a ¢ (n+1) = a (mod p).
( ? n =pq, p and g are prime numbers and p# g, for 0<m<n, if (m, n) =1, then (n) 1 m m ¢ + = (mod n), namely
mP- D)+ = = (mod n).
Above five theorems will be used in the feasibility proof of RSA digital signature algorithm in the following section.
Theorem 6: If p and q are prime numbers and p£q, rm=1 (mod ( p — 1)(q — 1)) , a is any positive integer, b = am mod
pg, ¢ =br mod pg, then ¢ =a mod pq.
B. RSA Key Generation Algorithm:
1. Generate two large random primes, p and g, of approximately equal size such that their product n = pq is of the
required bit length, e.g. 1024 bits.
2. Compute n = pq and (¢) phi = (p-1)(g-1) [Theorem 4].
3. Choose an integer e, 1 < e < phi, such that gcd(e, phi) = 1. [Theorem 2].
4. Compute the secret exponent d, 1 < d < phi, such that ed = 1 (mod phi). [Theorem 6].
5. The public key is (n, ) and the private key is (n, d). Keep all the values d, p, q and phi secret.
e nis known as the modulus.
e e is known as the public exponent or encryption exponent or just the exponent.
o dis known as the secret exponent or decryption exponent.
C. Encryption Algorithm:
Sender A does the following:-
1. Obtains the recipient B's public key (n, e).
2. Represents the plaintext message as a positive integer m
3. Computes the cipher text ¢ = me mod n.
4. Sends the cipher text ¢ to B.

D. Decryption Algorithm:

Recipient B does the following:-

1. Uses his private key (n, d) to compute m = c® mod n.

2. Extracts the plaintext from the message representative m.
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One of the first public-key schemes was developed in 1977 by Ron Rivest, Adi Shamir, and Len Adleman at MIT and
first published in 1978. The RSA scheme has become the most widely accepted and implemented approach to public-
key encryption. RSA is named after its inventors Rivest, Shamir, and Adleman.RSA is a block cipher in which the
plaintext and cipher text are integers between 0 and n- 1 for some n.Encryption and decryption are of the following
form, for some plaintext block M and cipher text block C:
C=M°modn
M = C%mod n = (M®)’mod n = M*mod n
Both sender and receiver must know the values of n and e, and only the receiver knows the value of d. This is a public-
key encryption algorithm with a public key of KU = {e,n} and a private key of KR = {d,n}.For this algorithm to be
satisfactory for public-key encryption, the following requirements must be met:
1. It is possible to find values of e, d, n such that M®*= M mod n for all M<n.
2. It is relatively easy to calculate M*and C%for all values of M <n.

Steps:

*  Begin by selecting two prime numbers, p and g, and calculating their product n, which is the modulus for
encryption and decryption.
*  Next, we need the quantity ¢(n) referred to as the Euler totient of n, which is the number of positive integers
less than n and relatively prime to n.
Then select an integer e that is relatively prime to @(n) (i.e., the greatest common divisor of e and ¢(n) is 1].
Finally, calculate d as the multiplicative inverse of ¢, modulo ¢(n).
Itcan be shown that d and e have the desired properties.
Suppose that user A has published its public key and that user B wishes to send the message M to A.
Then B calculates C = M®*(mod n) and transmits C.
On receipt of this cipher text, user A decrypts by calculating M = C*(mod n).

e o o o o o

IV.PROPOSED RSA ALGORITHM
RSA is a block cipher in which the plaintext and cipher text are integers between 0 and n- 1 for some n.Encryption and
decryption are of the following form, for some plaintext block M and cipher text block C:
C =M"?mod n
M = C%mod n = (M”#)?mod n = M”*mod n
Both sender and receiver must know the values of n, b and a only the receiver knows the value of d. This is a public-
key encryption algorithm with a public key of KU = {b,n},{a}and a private key of KR = {d,n}.For this algorithm to be
satisfactory for public-key encryption, the following requirements must be met:
1. It is possible to find values of b, a, d, n such that M@= M mod n for all M<n.
2. It is relatively easy to calculate M*?andC%for all values of M <n.
3. b is a multiple of a and e (which the public key in the normal RSA algorithm )

Steps:
*  Begin by selecting two prime numbers, p and g, and calculating their product n, which is the modulus for

encryption and decryption.

*  Next, we need the quantity ¢(n) referred to as the Euler totient of n, which is the number of positive integers

less than n and relatively prime to n.

Then select an integer e that is relatively prime to @(n) (i.e., the greatest common divisor of e and ¢(n) is 1).

Select two numbers a and b such that b=ae

Using this numbers formulate two public key {b,n}{a}

Finally, calculate d as the multiplicative inverse of e(which is public key in normal RSA), modulo ¢(n). but to

calculate it let the receiver choose any positive natural number and multiply it with a then add b, divide the

result by a and finally subtract the chosen value then the receiver has e. then calculate d as usual.

Itcan be shown that d and e have the desired properties.

Suppose that user A has published its public key and that user B wishes to send the message M to A.

Then B calculates C = M”#(mod n) and transmits C.

On receipt of this cipher text, user A decrypts by calculating M = C*(mod n).
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Key generation

Selectp, q p and g both prime, p! =q
Calculate n=p*q
Calculate phi= (p-1) (9-1)

Encryption
Plaintext: M<n

Decryption
Cipher text C
Plaintext M = C%mod n = (M”#)?mod n

RSA

Modified RSA

Use only one public key

Use two public key

Less communication overload

High communication overload

More vulnerable to brute force attack

Less vulnerable to brute force attack

Less secure

More secure

The Public key is sent once

The Public key is sent separately twice

In

V1. CONCLUSION
this paper an algorithm is proposed for RSA a method for implementing a public-key cryptosystem (RSA) using two

public key and some mathematical relation.This two public keys are sent separately, this makes the attacker not to get
much knowledge about the key and unable to decrypt the message. The proposed RSA is used for system that needs
high security. but with less speed.
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