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ABSTRACT: Symbols are watermarked into various images, marketing documents, videos and multimedia files
before circulating on social media for authenticity and ownership. Digital image watermarking techniques is found
suitable for invisible symbol watermarking that is imperceptible and robust to common attacks. In this paper, an image
watermarking technigque using adaptive wavelet texture features domain through encryption and Bhattacharya distance.
The fundamental concept explored is to fragment the carrier image in time domain into four partial non overlapping
regions whereas symbol image is encrypted. Symbol image is encrypted based on Rubik’s Cube principle through
random key generated. Subsequently statistical parameters such as mean (degree 1), standard deviation (degree 2),
skew (degree 3), kurtosis (degree 4) and variance are calculated. These parameters are calculated through wavelet
coefficients obtained from the regions of carrier image and encrypted symbol, which are further applied to obtain
Bhattacharya distance. Minimum Bhattacharya distance is applied criteria between the subbands of regions of carrier
image and symbol for embedding in wavelet domain. Also the embedding coefficient is calculated through
Bhattacharya distance for invisible watermarking. Robustness, imperceptibility and signal to noise ratio were measured
on multiple carrier and symbol images under common attacks, which yield better results.

KEYWORDS: Adaptive watermarking technique, Encryption, Texture feature, Wavelet Transform, Skew, Kurtosis,
Variance, Bhattacharya distance, Image processing attacks.

I. INTRODUCTION

Tremendous growth in the internet technology, mobile devices and android applications, large number of images,
documents, videos and multimedia files are shared on android applications such as Tik Tok, Helo, etc and social media
websites such as Facebook, Instagram, etc. Handling, repetition and tempering of files is now very easy task since
access to data / information through numerous signal and image processing algorithms. Moreover an original copy of
all digital files is not different from the original file. Henceforth copyright protection and owner authentication is
extremely important and become one of the most challenging tasks [1 — 3]. Watermarking has been proved to be an
efficient tool for the protection of copyright of multimedia contents. Encryption / decryption algorithms can be applied
to restrict access to the symbol or watermark. Encryption algorithm is suitable for the symbol or watermark that can be
manipulated and freely shared over the network. Therefore it is necessary to develop a watermarking algorithm that
would enforce copyright protection and ownership of the multimedia files used in the social media websites. However
continued efforts are required to improve its performance due to new requirements and challenges such as multiple
attacks and information sharing on social media websites [4] — [6]. These symbol images are subject to multiple
genuine and malicious image processing attacks. It may result in partial damage to underlined symbol watermark.
However malicious attacks like duplication by partial or complete removal of symbol watermark from the media files
and plagiarising through copying and cropping data. Encryption through Rubik’s Cube principle [7] — [9] has certain
advantages over other encryption algorithms especially in watermarking. Firstly iterations in this encryption algorithm
generate various patterns that can be used to obtain minimum Bhattacharya distance enhancing the watermark
embedding efficacy. Secondly it is based on row and column rotations and simple mathematical operations require less
processing time. Finally it provides necessary security to the symbol or watermark through private key.

1.1 Related Work

The primary objective of the symbol watermarking is to establish the authenticity of the documents, multimedia files,
brochures and marketing materials [10] — [12]. Therefore indeed it requires handling of image imperceptibility, better
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resistant to several attacks, robustness, accommodate large number of symbols and carrier images. Previous work on
invisible watermarking was concentrated on symbols that represent the signature. Discrete wavelet transform (DWT),
Discrete Cosine Transform (DCT) and FFT are efficient techniques in transformed domain that decomposes carrier and
symbol image into several frequencies. These transform domain techniques are computationally efficient and can be
implemented using convolution operation [13] — [16]. In [17] entropy of the wavelet subbands of the carrier and
symbol image was calculated for watermarking and maximum entropy subband was selected, also subbands of the
symbols were shuffled to achieve robustness. In [6] Fuzzy inference models was employed to generate the weighing
factor for embedding the watermark and input to the Fuzzy Inference System was taken from the Human Visual System
model. It was demonstrated that the proposed system using fuzzy inference system that exploits fuzzy logic was indeed
effective. Watermarking algorithm using DWT and edge insertion of the symbol was demonstrated in [18], it uses HH
subband of the carrier image for watermark embedding. In [19] — [20] logo or symbol was encrypted through random
key and watermarked into carrier image using wavelet transform. Encryption or scrambling using Arnold transform
was used to enhance the robustness of the algorithm thereafter the symbol was embedded into LL subband of the
carrier image. However it is desired to build an invisible symbol watermarking technique that employs previously
known techniques but adopting adaptive techniques without sacrificing on the security of the symbol through
encryption. Most importantly it is desired develop watermarking robust to common image processing attacks such as
noise, compression, geometrical and cropping.

1.2 Organization of the paper

The paper is organized as follows section I introduces to watermarking, section Il describes embedding and extraction
algorithm in details. Results are discussed in section 111 and finally concluded in section IV.

Figure 1 Proposed adaptive watermarking embedding technique through encryption and wavelet texture feature
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1. PROPOSED ADAPTIVE WATERMARKING TECHNIQUE THROUGH
ENCRYPTION AND WAVELET TEXTURE FEATURE

In this paper, symbol watermarking technique through adaptive water marking in wavelet domain, encryption,
statistical parameters and Bhattacharya distance depicted in figure 1 is presented. The carrier image is segmented into
four different non overlapping regions as depicted in figure 2. Symbol image is encrypted based on Rubik’s Cube
principle through random key k generated. Next statistical parameters such as mean, standard deviation, skew, kurtosis
and variance are calculated from the wavelet coefficients of each regions of carrier image and symbol [1] given in
equation (1) — (5). These statistical parameters of regions of carrier image and symbol are used to obtain Bhattacharya
distance [1]. Finally the one out of four bands of symbol is embedded into each the region of carrier image with
minimum Bhattacharya distance equation (6) in wavelet domain. Also the embedding coefficient is calculated through
Bhattacharya distance for invisible watermarking. Thus it exploits the mixed spatial and frequency domain
segmentation of the carrier image of and symbol for better texture matching. The watermarked embedded image is
obtained and thus it completes the process of watermark embedding. The resultant image contents watermark whose
visibility can be controlled using parameter alpha through k [1]. The texture features are invariant with respect to
translation and rotation of the image. Thus both provide the much needed robustness to algorithm. Watermarking
parameters original carrier and symbol embedded carrier image was determined to evaluate the performance of the
proposed algorithm. Watermark extraction algorithm also includes stages such as segmentation, DWT, parameter
extraction, computing Bhattacharya distance and symbol extraction in wavelet domain. Watermark extraction is almost
reverse process of watermark embedding depicted in figure 3.
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Figure 2 Spatial domain regions of carrier image
Region 1

Region 4

Region 3

Figure 3 Proposed adaptive watermarking extraction technique
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I11. EXPERIMENTAL RESULTS & DISCUSSION

Primary objective of this session is to evaluate the qualitative and quantitative performance of the proposed adaptive
wavelet texture features domain through encryption and Bhattacharya distance. Experiments through software
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simulation using MATLAB were carried to determine the watermarking parameters on three sets of carrier images.
These carrier images were classified based on entropy, the 8-bit image with entropy close to eight (8) contents rich
texture whereas the entropy close to six(6) contents significantly lesser details. Figure 4 depicts an image from these
three categories of carrier images with varied entropy and symbol image. Peak signal to noise ratio (PSNR) and
normalized cross correlation coefficients (NCC) are employed to evaluate the performance in terms of imperceptibility
and robustness of the proposed algorithm. Furthermore it was desired to encrypt symbol image that enables to generate
various patterns in encrypted domain. These patterns facilitates algorithm to embed the texture features to achieve
robustness to attacks such as noise, geometric and compression. Robustness of the algorithm was measured through
geometrical attack such as rotation, salt and pepper noise and JPEG compression attack mostly applied in image
processing systems. Embedding factor controls the visibility of the watermark and is calculated using Bhattacharya
distance.

Figure 4 Carrier and symbol image with their respective entropy

] E
sROCHURE

YOUR HEADING

appy

“leachers Dag!

I YOUR COMPANY

(a) Greeting card (b) Brochure

(c) Letter (d) Symbol or logo

Figure 5 Encryption of symbol images using Rubik’s Cube Principle
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Experimental results are demonstrated in figure 5 & 6 which clearly shows the images at various stages of algorithm.
The encrypted and decrypted symbol images are depicted in figure 5, the visual appearance clearly shows the
difference between original and encrypted image. Figure 6 shows the images obtained during watermark embedding
and extraction process. Table 1 & 2 list the measured parameters PSNR and NCC for the retrieved watermark image
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without and with attack respectively which depicts the robustness of the algorithm. Comparison of watermarking
parameters with other methods is listed in table 3 which illustrates better method for watermarking.

Figure 6 Symbol images embedded and extracted without / with attack
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Table 1 Parameters without attack
Parameters Greeting Card Letter Brochure
PSNR (dB) 60.24 61.77 62.1
NCC 0.84 0.88 0.91
Table 2 Parameters with attack
Attacks Parameters Greeting Card Letter Brochure
Noise PSNR (dB) 40.12 39.7 39.17
NCC 0.54 0.51 0.52
Geometric PSNR (dB) 36.5 36.55 35.99
NCC 0.67 0.69 0.66
Compression PSNR (dB) 33.64 35.66 36.73
NCC 0.61 0.62 0.61
Table 3 Comparison of results under geometric attack
Parameters [21] Our Work
PSNR (dB) 22.49 35.99
Bit error rate 0.3086 0.28

IV CONCLUSION

An image watermarking technique using adaptive wavelet texture features domain through encryption and
Bhattacharya distance is attempted successfully. The fundamental concept explored is to fragment the carrier image in
time domain into four partial non overlapping regions whereas symbol image is encrypted. Symbol image is encrypted
based on Rubik’s Cube principle through random key generated. Subsequently statistical parameters such as mean
(degree 1), standard deviation (degree 2), skew (degree 3), kurtosis (degree 4) and variance are calculated. These
parameters are calculated through wavelet coefficients obtained from the regions of carrier image and encrypted
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symbol, which are further applied to obtain Bhattacharya distance. Minimum Bhattacharya distance is applied criteria
between the subbands of regions of carrier image and symbol for embedding in wavelet domain. Encryption through
Rubik’s Cube principle enables better texture matching between symbol and carrier image along with benefits of
security. Adaptive texture matching enhances robustness and imperceptibility which is effectively applicable using
Bhattacharyya distance. The proposed adaptive algorithm is resistant to geometric, noise and compression attack,
further investigation is required to ascertain completeness of the algorithm.
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