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ABSTRACT: The overall approach provides fine-grained key management. The provisioning of basic security 

mechanism such as authentication and confidentiality is highly challenging in a content-based publish/subscribe 

system. Authentication of publish/subscribe is difficult to achieve due to the loose coupling of publishers and 

subscribers. The authentication and confidentiality of events is ensured by adapting the pairing based cryptography 

mechanism. An algorithm to cluster subscribers according to their subscriptions preserves a weak notion of 

subscription confidentiality. 
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I. INTRODUCTION 

 

The publish/subscribe communication paradigm has gained high popularity because of inherent decoupling of 

publishers from subscribers in terms of time, space, and synchronization. Content-based publish/subscribe is the variant 

that provides the most expressive subscription model and the expressiveness and asynchronous nature is useful for 

large-scale distributed applications. Access control in the context of publish/subscribe system means only the 

authenticated publisher are allowed to disseminate events in the network and only those events are delivered to 

authorized subscriber. Existing approaches toward secure publish/subscribe systems mostly rely on the presence of a 

traditional broker network. 

 

The approach allows subscribers to maintain credentials according to their subscriptions. The private keys are assigned 

to the subscribers are label with their credentials. The identity-based encryptionare adopted to ensure that a particular 

subscriber can decrypt an event only if there is a match between the credentials associated with the event and the key, 

and allow subscribers to verify the authenticity of received events. 

II.BACKGROUND AND MOTIVATION 

 

The publish/subscribe system consist of three goals, namely authentication, confidentiality, and scalability. 

Authentication: Only authorized publishers are able to publish events in the system, similarly subscribers should only 

receive those messages. 

Confidentiality: The events are only visible to authorized subscribers and are protected from unauthorized users. 

Scalability: The publish/subscribe system should scale with number of subscribers in the system. 

The security mechanism in publish/subscribe use the principle of identity based encryption to support many to many 

interactions between subscribers and publishers. 

The publishers and subscribers interact with key server, they provide credentials to the key server and in turn receive 

keys. The credential consists of a binary string which describes the capability of a peer in publishing and receiving 

events and a proof of its identity. 
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The key assigned to publishers and subscribers are label with credentials. The identity based encryption ensures that a 

particular key can decrypt a cipher text only if there is a match between the credentials of cipher text and key. Publisher 

and subscribers maintain separate private keys for each authorized credentials. 

 

III.RELATED WORK 

 

 In [1], the publish/subscribe is many to many communication paradigm and loose coupling of components, so 

that the publisher need not know the recipients of their data and subscribers need not know the number and location of 

publishers. The large scale systems required by government and public bodies for domains.  

 

A publish/subscribe service can be secured, by specifying and enforcing access control policy at the service API, and 

by enforcing the security and privacy aspects of these policies within the service network itself. Finally the alternative 

to whole message encryption is appropriate for highly sensitive and long-lived data destined for specific domains with 

varied requirements. 

 

In [2], in distributed systems a user should only be able to access data if a user posses a certain set of credentials or 

attributes. The only method for enforcing such policies is to employ a trusted server to store the data. However, if any 

server storing the data is compromised, then the confidentiality of data will be compromised. A system for realizing 

complex access control on encrypted data that is cipher text-policy attribute based encryption. By using the technique 

encrypted data can be kept confidential even if storage server is not trusted. Moreover, the methods are secure against 

collision attacks. Attribute based encryption systems used attributes to describe the encrypt data and built policies into 

users key, while in proposed system attributes are used to describe a users credentials and encrypting data determines a 

policy for who can decrypt. 

 

In [3], the user bob who sends email to user Alice encrypted under Alice public key. An email gateway wants to test 

whether the email contains the keyword so that it could route the email accordingly. Alice, on other hand does not wish 

to give the gateway the ability to decrypt all her messages. To define and construct a mechanism that enables Alice to 

provide a key to the gateway that enables the gateway to test whether the word is a keyword in the email without 

learning anything else about the email. The mechanism as public key encryption with keyword search. 

 

In [4], publish/subscribe systems supports highly scale, many to many communication among loosely coupled 

publishers and subscribers. Modern publish/subscribe systems perform message routing based on the messages related 

to their subscriptions and the current context. However, both content and context encode sensitive information which 

should be protected from third party brokers that make routing decisions. 

The approach assures the confidentiality of the message being published and subscriptions being issued while allowing 

the brokers to make routing decisions without decrypting individual messages and subscriptions. Further, subscribers 

with a frequently changing context such as location are able to issue and update subscriptions without revealing the 

subscriptions in plaintext to the broker and without the need to contact a trusted third party for each subscription 

change resulting from a change in the context. 

 

In [5], the more sensitive data is shared and stored by third party on the internet, there is a need to encrypt data stored at 

these sites. One drawback of encrypting data is it can be selectively shared only at a coarse-grained level. To develop a 

new cryptosystem for fine-grained sharing of encrypted data we call key-policy attribute-based encryption. In 

cryptosystem, cipher texts are label with sets of attributes and private keys are associated with access structures that 

control which cipher texts a user is able to decrypt. 

 

In [6], a content centric privacy scheme for information centric networking is able to support data confidentiality by 

introducing attribute-based encryption into ICN and making it specific to the data attribute. The approach is unusual in 

that it preserves ICN goal to decouple publishers and subscribers for greater data, accessibility, scale multiparty 

communication and efficient data distribution. Moreover, to propose an attribute-based routing scheme that offers 

interest confidentiality. A prototype system is implemented based on CCN, to showcase privacy preservation in smart 

neighbourhood and smart city application. 
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In [7], the publication specifies the triple data encryption algorithm, and its primary component cryptographic engine, 

the data encryption algorithm. The TDEA may be used by federal organizations to protect sensitive unclassified data. 

The protection of data during transmission or while in storage may be necessary to maintain the confidentiality and 

integrity of the information represented by the data. The recommendation defines the mathematical steps required to 

cryptographically protect data using TDEA and to subsequently process such protected data. TDEA is made available 

by federal agencies within the context of a total security program. 

1V.SYSTEM ARCHITECTURE 

 

The first step in designing software is to define the architecture and consist of components and layers of software. 

System architecture is the conceptual design that defines the structure and behaviour of system. Architecture is a formal 

description of a system organized in a way that supports reasoning about the structural properties of the system. It 

defines the components of the system or building blocks and provides a plan from which products can be procured. The 

system architecture is shown in Figure.1. 

 
Subscribers are the client system, can able to register themselves and receive their access key. Broker-less pub/sub 

system is also known as gateway which is an intermediate between the publisher and subscriber. Publisher will store 

the file in proxy server and accessed by authorized subscriber. Publisher specify the access policy for each file, access 

policy are set using domain attribute and sub-domain attribute. Suppose the subscriber wants to download any file, first 

has to select the file from the list and the system ask for the access key, after system getting the access key it will 

separate the attribute set from the key and check for the access rights, if the user has the access can download the 

encrypted file which in turn decrypted using decryption key and download to the subscriber local system. 

VI.RESULTS 

 

The evaluation performance and scalability of the proposed publish/subscribe system only with respect to the 

security mechanisms. The performance of the system with respect to the overlay construction time andthe event 

dissemination delays.The approach is highly scalable in terms of subscribers and publishers in the system and the 

number of keys maintained by them. The limitation of the existing protocols are overcome in the proposed 

protocols.The Figure.2.shows the performance is achieved through proposed protocols. 
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    Figure.2. File upload time 
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