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ABSTRACT: Smart grid network supplies electricity to consumers via two way digital communication. This system
allows for monitoring, control and communication within the supply chain. One of the enabling communication
technology used here is Radio Frequency IDentification(RFID). Here | propose a mutual authentication protocol for
securing the smart grid network from cyber-attacks. It provides multiple RFID tag communication simultaneously. Use
of simple cryptographic operations and ALOHA protocol make it simple and Elliptic curve cryptography (ECC) and
zero knowledge protocol make it stronger. Here | deployed a conjoined verification method for minimizing the cost in
such a network. The proposed mechanism has better performance than other existing mechanism.
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I. INTRODUCTION

The electrical grid has both utilities and consumers with the capability of monitoring, controlling and predicting
energy use. Smart grid networks include various communication technologies, among them, Radio Frequency
Identification (RFID) is considered as an enabling technology for realizing ubiquitous environment. A RFID system,
which consists of RFID tags, RFID reader, and server, provides automated identification and information gathering
from objects.

RFID tags communicate with the reader through open air in an automated, wireless manner. They have a small
microchip on board that offer functionality that can be used for security purposes. In order to be successful for these
security purposes, RFID tags have to be resistant against many attacks like cloning of the tag, man in the middle attack,
Reader Impersonation attack, replay attack and forward secrecy.With secure authentication mechanism RFID
communication can be used in protected areas.

We have proposed comprehensive mutual authentication protocol (CMAP)that incorporates hashed authentication
tags as well as zero knowledge protocol based identifications. Here integrated authenticationtechnique is introduced in
order to achieve conjoined validations in all three entities of the RFID based Smart grid network. And we use the
ALOHA protocol for multiple tag communication. Use of this protocol prevents multiple tag collision attack. The
proposed method is simple and easy to implement. It reduces the computational complexity and authentication cost.

Il. RELATED WORK

RFID system has been widely used for various applications from supply chain management to home energy
management. It can be observed that a concept of Internet of Things (1oT) visualizes the vision for bringing the Internet
to any objects [1]. Thus, it can be seen that RFID can be considered as one of the utmost enabler technologies for
massive 10T deployment [2].The application of RFID technology in Smart grid systems is increasing. Most
significantly RFID is integrated in smart meters (power meters) [3, 4].In Smart grid environment, RFID is used for
smart metering that includes realtimedata access, personal energy management, pre-payment, sealing smartmeter [5],
and outage recording system [3]. Furthermore, RFID can be used to track smart meters for asset management.In mobile
RFID (mRFID) networks, mobile RFID reader is used rather than fixed one. RFID-enabled smartphones, tablets,
phablets, and personal assistant device (PDAs) can be used as mobile RFID readers for various mobile RFID
applications. In traditional RFID systems, a communication channel between fixed RFID reader and backend server is
assumed to be secure. Nonetheless, in mRFIDsystem, the communication channel between them being wireless, it is
assumed to be insecure. It can be seen that such insecure channel is vulnerable to various threats such as
eavesdropping, masquerading, replay attack and other active attacks [6]. Consequently, security and privacy issues in
the mRFID systemare more challenging than the conventional RFID system [7]. Predominantly, works on
authentication and privacy in RFID systems emphasizeon nishing security between RFID reader and RFID tags.
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However, for mRFID systems, security and privacy properties have to be realized for tag-reader communication as well
as for reader-server communication. In recent days, certain authentication protocols were proposed for secure mobile
RFID networks [4, 8,9].Due to enormous potentials, integration of RFID technology in smart meter has been rapidly
realizing, for instance, RFID-based power meter [3] and RFID based e-seals for smart meter [5]. However, they do not
reflect security and privacy issues.The security and privacy issues in the conventional RFID systems are well addressed
and significant amount of works have been conducted. However, security and privacy considerations in emerging
mobile RFID systems have just commenced [4].In case of Smart grid network, J. Chao et al.[10] provided ubiquitous
solution using standard RFID technology and a security protocol deploying one-time password for user authentication.
Nevertheless, it has high communication overheads. In case of generalized mobile RFID systems, Zhou et al.[11]
proposed mutual authentication protocol based on public key cryptography using elliptic curve cryptography
(ECC),whereas W.T. Koetal.[12] proposed modified version of Zhouet al. scheme that is suitable for security patrolling
application. However, shortcoming with these schemes is that RFID tags have to perform a large number of expensive
ECC computations for the mutual authentication.

I11. PROPOSED PROTOCOL
A. Design Considerations:
e  Server is considered as authenticated.
e  Wireless communication between tag, reader and server is insecure.
e RFID tag and Reader should be registered on the server prior to the communication.
e RFID Reader and server communication is based on public key cryptography.
e RFID tag share its original identity, secret information and secret key with the server at the registration time.
e  Communication follows the ALOHA protocol.

B. Description of the Proposed Protocol:
Aim of the proposed protocol is minimize the computation and authentication cost along with increased security
against wireless attack.
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RFID communication is initiated by RFID Tag, Which sendradio frequency signal to the surrounding. The
passive RFID tag responds to the signal with some information. Reader finds the first replayed tag. And it gives priority
number to each tag. Based on this priority we can avoid tag collision.
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TABLE I. NoTATION USED I¥ PROPOSED MECHANISM

Symbol Description

i Tag real identity

D Tag’s pseundo-identity

P EC base point

fa, Vi} Private / public key pair of I; R- reader, and 5 —server

Mo, My, Hz, Hs Nonce by reader, tag. and server

Ag Ag Partial commitment by tag and server respectively

rrn o T Secret random by tag. server. and reader respectively

"y Ephemeral shared key between reader and server

X Secret information of a tag from server

kr Secret key of tag from server

hi) Omne way hash function

Ci Group secret

Ag Integrated hashed authentication tag

Er Integrated  zero  knowledge — protocel — based
authentication tag

gs Server-initiated =zero knowledge protocol Tbased

authentication tag
x-coord{k.FP) x coordinate of &P
| Concatenation
D Exclusive-OF. operation

vy

I\VV.PSEUDO CODE

Step 1: Initial signal send by the RFID Reader

Step 2: Tag calculate ACK by XORing TID and Time. Then send ACK and TID to the reader

Step 3: Reader allot slot for each tag based on their response time. Securely send the slot number to the tag.
RACK is the XORed value of TID, ACK and slot number Sn.
Send RACK and TID to the Tag.

Step 4: Tag sends the pseudo identity along with other information for authentication.

Step 5: Reader collect these information and send it to the server and reader use public key cryptography for server

side authentication.

Step 6: Server perform authentication process for both RFID tag and Reader.

Step 7: Upon receiving server message it validates both server and Tag.

Step 8: Finally the tag get message from reader and it validates both server and tag for secure communication.

V. SIMULATION RESULTS

The simulation of the above described protocol is done in the .Net framework. Protocol successfully executed in this
environment. By analyzing this protocol we can understand it prevents many wireless attacks and it can provide higher
security to the smart grid network.It can prevent man in the middle attack, replay attack, tag anonymity, reader
impersonation attack, and multiple tag collision attack. Another advantage is reduced computation cost and
authentication cost.

RFID communication protocol should be executes by the actual RFID system. But the lack of RFID tag with
processing capability makes it difficult. Actual implementation work is in progress. In the simulation study we tried to
perform Tag anonymity attack and reader impersonation attack. It results, the protocol successfully prevent these
attacks.
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Figl: Single tag communication with reader under same server

Fig.1 shows the protocol communication of different RFID tags under the same RFID server. Here we should select
an RFID reader for reading the tags under its range. The selected reader sends signal and the tags under its range
responds to the signal. It displays all tags and we can select any of the tag for communication. If the tag and reader are
valid entities communication will be a success. Here we can’t perform multiple tag communication. To overcome this
problem 1 suggest a new solution, that is the use of ALOHA protocol. That helps to perform multiple tag
communication. Fig.2 shows multiple tag communication.

Fig.2 is the execution of same protocol but it takes the advantages of ALOHA protocol. It prevents the multiple tag
collision attack.
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Fig2: Multiple tag communication without any collision

V1. CONCLUSION AND FUTURE WORK

The simulation results shows that the proposed mechanism have better performance in preventing wireless
attacks. And it is suitable for smart grid communication. The use of simple cryptographic operations, ECC (Elliptic
Curve Cryptography),zero knowledge protocol, ALOHA protocol are made it secure and simple. It should be
applicable in high security needed areas. Real time implementation of this work is our future plan.
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