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ABSTRACT: In the present generation, online social networks (OSNs) have become increasingly popular, people’s
social lives has become more associated with these sites. They use OSNs to keep in touch with each other’s, share
news, organize events, and even run their own e-business. The rapid growth of OSNs and the massive amount of
personal data of its subscribers have attracted attackers, and imposters to steal personal data, share false news, and
spread malicious activities. On the other hand, researchers have started to investigate an efficient technique to detect
abnormal activities and fake accounts relying on accounts features, and classification algorithms. However, some of the
account’s exploited features have negative contribution in the final results or have no impact, also using standalone
classification algorithms does not always reach satisfied results. In this paper, a new algorithm, SVM-NN, is proposed
to provide efficient detection for fake Twitter accounts and bots, four feature selection and dimension reduction
techniques were applied. Three machine learning classification algorithms were used to decide the target account’s
identity real or fake, those algorithms were deep learning and neural Network (NN), and our newly developed
algorithm, SVM-NN, that uses less number of features, while still being able to correctly classify about 98% of the
accounts of our training dataset.

KEYWORDS: Energy efficient algorithm; Manets; total transmission energy; maximum number of hops; network
lifetime

I. INTRODUCTION

online social network’s(osns), such as facebook, twitter, linkedin, google+ have become increasingly popular over last
few years. people use osns to keep in touch with each other, share news, organize events, and even run their own e-
business. for the period between 2014 and 2018 around 2.53 million u.s. dollars have been spent on sponsoring political
ads on facebook by non- profits. the open nature of osns and the massive amount of personal data for its subscribers
have made them vulnerable to sybil attacks. in 2012, facebook noticed an abuse on their platform including publishing
false news, hate speech, sensational and polarizing, and some others. however, online social networks (osns) have also
attracted the interest of researchers for mining and analysing their massive amount of data, exploring and studying
users behaviours as well as detecting their abnormal activities. in researchers have made a study to predict, analyse and
explain customer’s loyalty towards a social media-based online brand community, by identifying the most effective
cognitive features that predict their customer’s attitude. facebook community continues to grow with more than 2.2
billion monthly active users and 1.4 billion daily active users, with an increase of 11% on a year-over-year basis. in the
second quarter of 2018 alone, facebook reported that its total revenue was $13.2 billion with $13.0 billion from ads
only. similarly, in second quarter of 2018 twitter has reported reaching about one billion of twitter subscribers, with 335
million monthly active users. in 2017 twitter reported a steady revenue growth of 2.44 billion

u.s. dollars, with 108 million u.s. dollars lower profit compared to the previous year. in 2015 facebook estimated that
nearly 14 million of its monthly active users are in fact undesirable, representing malicious fake accounts that have
been created in violation of the websites terms of
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service. facebook, for the first time, shared a report in the first quarter of 2018 that shows their internal guidelines used
to enforce community standards covering their efforts between october 2017 to march 2018, this report illustrates the
amount of undesirable content that has been removed by facebook, and it covers six categories: graphic violence, adult
nudity and sexual activity, terrorist propaganda, hate speech, spam, and fake accounts. 837 million posts containing
spam have been taken down, and about 583 million fake accounts have been disabled, facebook also has removed
around 81 million undesirable content in terms of the rest violating content types. however, even after preventing
millions of fake accounts from facebook, it was estimated that, around 88 million accounts, are still fake. for such osns,
the existence of fake accounts lead advertisers, developers, and inventors to distrust their reported user metrics, which
would negatively impacts their revenues as recently, banks and financial institutions in u.s. have started to analyse
twitter and facebook accounts of loan applicants, before actually granting the loan. attackers follow the concept of
having osns user accounts are “keys to walled gardens”, so they deceive themselves off as somebody else, by using
photos and profiles that are either snatched from a real person without his/her knowledge, or are generated artificially,
to spread fake news, and steal personal information.

II. RELATED WORK

Inspired by the importance of detecting fake accounts, researchers have recently started to investigate efficient fake
accounts detection mechanisms. Most detection mechanisms attempt to predict and classify user accounts as real or
fake (malicious, Sybil) by analysing user level activities or graph-level structures. There are several data mining
methodologies and approaches that help detecting fake accounts that are described in the following subsections.

(A) Feature Based detection

This approach relies on user-level activities and its account details (user logs and profiles). Unique features are
extracted from recent user activities (e.g. frequency of friend requests, fraction of accepted requests), then those
features are applied to a classifier that has been trained offline using machine learning techniques. In the authors
used a click-stream dataset provided by Ren Ren, a social network used in China, to cluster user accounts into similar
behavioral groups, corresponding to real or fake accounts. Using the METIS clustering algorithm with both session and
clicks features, such as:

Average clicks per session

Average session length

The percentage of clicks used to send friend requests

Visit photos

Share contents

The authors were able to classify the data with 3% false positive rate and 1% false negative rate. Authors used ground-
truth provided by Ren Ren to train an SVM classifier in order to detect fake accounts. Using simple features, such as:

. frequency of friend requests

. fraction of accepted requests

The authors were able to train a classifier with 99% true positive rate (TPR) and 0.7% false-positive rate (FPR).
Researchers used a ground truth provided by Twitter; the data have been processed using two main approaches:

. Single classification rules

. Feature sets proposed in the literature for detecting spammers

Some features have been used from previous work such as Stateofsearch.com rule set and Social bakers rule set. The
authors were able to correctly classify more than 95% of the accounts of the original training set.

(B) Feature Reduction
High dimensional data could be a serious problem for many classification algorithms because of its high computational
cost and memory usage. On the other hand, reducing the dimension space would remove noisy (i.e. irrelevant) and
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redundant features and lead to a better classification model and simple visualisation technique.Feature reduction
techniques can be categorized into two types:

. Dimension reduction where the data in high dimensional space is transformed into a space of fewer dimensions

. Feature subset selection where the original features set is disjoint into a selected subsets of features to
buildsimpler and faster models, increases the models performance, and gain a better understanding of the data.

. Feature subset selection could be broken down into (filtering methods, and wrapping methods)

(C) Neural network (NN), and Support vector machine (SVM)

Authors extracted the profile features using PCA, and then applied Neural Networks, and Support Vector machines to
detect legitimate profiles.” Variance maximisation” was selected as a mathematical way of deriving PCA results, which
were:

* Number of Languages.

. Profile Summary

. Number of Connections

. Number of Skills

. Number of LinkedIn Groups

III. PROPOSED ALGORITHM
A. ALGORITHMS USED

. LOGISTIC REGRESSION

. DECISION TREE CLASSIFIER
. RANDOM FOREST CLASSIFIER
. UML DIAGRAMS

. USECASE DIAGRAM

. CLASS DIAGRAM

. SEQUENCE DIAGRAM

. COLLABORATION DIAGRAM
. ACTIVITY DIAGRAM

. DEPLOYMENT DIAGRA

. COMPONENT DIAGRAM

. ER DIAGRAM

. DFD DIAGRAM

IV. SIMULATION RESULTS

The simulation studies involve the deterministic small network topology with 5 nodes as shown in Fig.1. The proposed
energy efficient algorithm is implemented with MATLAB. We transmitted same size of data packets through source
node 1 to destination node 5. Proposed algorithm is compared between two metrics Total Transmission Energy and
Maximum Number of Hops on the basis of total number of packets transmitted, network lifetime and energy consumed
by each node. We considered the simulation time as a network lifetime and network lifetime is a time when no route is
available to transmit the packet. Simulation time is calculated through the CPUTIME function of MATLAB. Our results
shows that the metric total transmission energy performs better than the maximum number of hops in terms of network
lifetime, energy consumption and total number of packets transmitted through the network.

The network showed in Fig. 1 is able to transmit 22 packets if total transmission energy metric is used and 17
packets if used maximum number of hops metric. And the network lifetime is also more for total transmission energy.
It clearly shows in Fig. 2 that the metric total transmission energy consumes less energy than maximum number of
hops. As the network is MANET means nodes are mobile and they change their locations. After nodes have changed
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their location the new topology is shown in Fig .3 and energy consumption of each node is shown in Fig. 4. Our results

shows that the metric total transmission energy performs better than the maximum number of hops in terms of network
lifetime, energy consumption and total number of packets transmitted through the network.
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V. CONCLUSION AND FUTURE WORK

The simulation results showed that the proposed algorithm performs better with the total transmission energy metric
than the maximum number of hops metric. The proposed algorithm provides energy efficient path for data transmission
and maximizes the lifetime of entire network. As the performance of the proposed algorithm is analyzed between two
metrics in future with some modifications in design considerations the performance of the proposed algorithm can be
compared with other energy efficient algorithm. We have used very small network of 5 nodes, as number of nodes
increases the complexity will increase. We can increase the number of nodes and analyze the performance.
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