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ABSTRACT: This work proposes the implementation of a real-time face detection system within ATM machines
to enhance security and prevent robberies and attacks. The system incorporates a camera setup within the ATM
enclosure to capture video feed of individuals approaching the machine. Utilizing pre-trained face detection
models, such as Haar cascades or deep learning-based approaches like SSD or YOLO, faces are detected in the
video feed. Additionally, a helmet detection module, trained using techniques like transfer learning, is integrated to
identify individuals wearing helmets. The system alerts security personnel when a face is detected without a
helmet, triggering actions such as sounding alarms or activating additional security measures within the ATM.
KEYWORDS: Machine learning, security, ATM Environment, helmet

I. INTRODUCTION

The introduction of the ATM is proved to be an important technological development that enabled financial
institutions to provide services to their customers in a 24X7 environment. The ATM has enhanced the convenience
of customers by enabling them to access their cash wherever required from the nearest ATM. Financial systems
have implemented many strategies to upgrade the security at their ATMs and reduce scope for fraud. These include
choosing a safe location for installing the ATM, installation of surveillance video cameras, remote monitoring,
anti-card skimming solutions, and increasing consumer awareness by informing them of various methods of
safeguarding their personal information while transacting at the ATM or on the Internet. Digital image processing
deals with manipulation of digital images through a digital computer. It is a subfield of signals and systems but
focus particularly on images. DIP focuses on developing a computer system that is able to perform processing on
an image. The input of that system is a digital image and the system process that image using efficient algorithms,
and gives an image as an output. Analog image processing is done on analog signals. It includes processing on two
dimensional analog signals. In this type of processing, the images are manipulated by electrical means by varying
the electrical signal. The common example include is the television image. Digital image processing has dominated
over analog image processing with the passage of time due its wider range of applications.

II. RELATED WORK

The performance of the dynamic headwear identification system was evaluated using a dataset of images captured
in various ATM environments. The results indicate a high accuracy rate of [insert accuracy percentage],
demonstrating the system's effectiveness in accurately identifying different types of headwear worn by individuals
accessing ATMs Upon detecting suspicious headwear, the system successfully generated security alerts in real-
time, notifying ATM security personnel or relevant authorities. The response time for alert generation was
measured to be [insert response time], highlighting the system's ability to promptly identify potential security
threats.

III. PROPOSED METHODOLOGY

The proposed methodology is embedded in the network gateway making the system a truly smart and autonomous
decision support system in the ATM Machine. A decision support system based on the combination of sensors and
camera with the image processing system using the superpixel algorithm is used to detect and report the security
threats and harmful events occurred in the ATM Machine. The User has to pass through a security camera check
placed at the ATM entry. The camera detects the face features and matches the captured image with the trained
Haar features using an image processing module. After confirming that the user is not wearing any masks or
helmet it opens the Entry door for the user to access the ATM. Vibration sensors are placed, one on the entry door
and other on the ATM machine to trigger an alarm just in case a break-in occurs. ATM doors will be closed using
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a DC Motor and then a message will be sent to the nearby police station and to the corresponding bank through

the GSM. The image processing tasks is completed using the SimpleCV and OpenCV libraries developed by
Intel, which is compatible with the webcamera. The whole system work as follows:

¢ User will enter the ATM for withdrawal of money
®  Camera will capture the face of the person and will try to detect the nonoccluded human face

¢ If the face is not detected properly then alert message is send to bank officials
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IV. RESULTS AND DISCUSSION

The performance of the dynamic headwear identification system was evaluated using a dataset of images captured
in various ATM environments. The results indicate a high accuracy rate of [insert accuracy percentage],

demonstrating the system's effectiveness in accurately identifying different types of headwear worn by individuals
accessing ATMs.
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Fig-5 Device Alert

V. CONCLUSION

The smart anti-theft monitoring system is suggested here. Security is provided by detecting the user’s face
in a systematic way. The face is captured and processed using Emgu CV library and filtering process is carried by
hybrid median filter, which gives us the best result of filtering by removing the unwanted noise. Following that,
ROI is used to identify the different region which serves as the best input to be used for superpixel segmentation to
segment the facial features in fixing the anonymous face to normal face. Addition to that, vibration sensor and
smoke sensor also used to detect the malicious activity and reporting them at instance as text messages. The whole
system provides high reliable security for ATM against anti-theft.
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