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ABSTRACT: Ad-hoc network is an assortment of dynamic nodes it implies any node can join the network and 

leave the network any time. Remote communication is less secure than wired communication and that is the reason 

it is the weakness of mobile ad-hoc network and any danger can undoubtedly influence the communication. Many 

kinds of attacks are grown today which badly crash the network and make the communication execution degrade. So 

for keep away from these weaknesses and make network secure we propose the procedure on Security of mobile ad-

hoc network. To give the security of mobile ad-hoc network we create new strategies for detection of black hole 
attack. Black hole attack is sort of pernicious node who drops the bundle instead to send that parcel to their 

objective. 
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I. INTRODUCTION 

 

MANET represents Mobile Ad hoc Network. It is a vigorous foundation less remote network. It very 

well may be shaped either by mobile nodes or by both fixed and mobile nodes. Nodes are haphazardly associated 

with one another and shaping inconsistent geography. They can go about as the two switches and has. Their capacity 

to self-design makes this innovation reasonable for provisioning communication, for instance calamity hit regions 

where there is no communication foundation or in crisis search. In MANET directing protocols for both static and 
dynamic geography are utilized. An ad hoc network is a remote network depict by the nonexistence of a unified and 

fixed foundation. The shortfall of a foundation in ad hoc networks presents incredible difficulties in the usefulness 

of these networks. Mobile ad-hoc network is an assortment of dynamic nodes, it implies in MANET any node can 

enter the network any time and join the network any time. There is no impact on the off chance that any node can 

naturally leave the network. We can say that it is a type of remote network. Since it is ad-hoc implies impermanent 

nodes stable in network. In MANET there is no passageways and foundation. There is no organizer who facilitates 

the framework. It is independent and self-arranging remote communication network. All gadgets are associated with 

one another without base station and passageways and these are associated with one another on brief fundamental. 
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Figure.1 Mobile Ad-hoc Networks 

Major Issues in MANET:  

There are some issues in MANET. These are as follow:  

1. Infrastructure less- The first challenge in Mobile ad- hoc networks is the infrastructure less environment 

so designing new network design is challenges.  

2. Dynamic Environments- The other issue in the mobile ad-hoc networks is the dynamic environments 

means changing topology affect the communication of source to destination.  

3. Power issue-The other issue in the Manet is the limited battery life and power so this reason it consumes 

lots of resources and increase the overhead.  

4. Autonomous nature-Due to the absence of the admin there is no central coordinator to control the 
function of the mobile nodes due to this reasons the mobile nodes move in network and fails to configure that 

proper.  

5. Device Discovery- When the new node comes in the network than this very important to update their 

existence to all nodes in the networks 

 

Black Hole Attack in MANET:  

Black whole attack is a type of MANET attack which present in a network and act as a true node but the 

true definition of black hole attack is a malicious node. Malicious node act as false node in the network and show 

that node has the best path for send the packet or says that it having fresh route to the destination. Source node 

broadcasts RREQ packet and further forwarded to intermediate nodes to search the best and short path. If the 

malicious is present in the network and if that node receive RREQ packet, it’s immediately sends false RREP packet 
with high sequence number. In this the false node claims that node has the best path for send the packet Thus the 

false node drops instead send the packet to its destination. In this Figure 2 the Black hole attack explains, the source 

node is node 1 and destination node is 4 and 3 is a malicious node who act as an honest node. When source node 

send the request packets to all nodes than malicious node first of all give the reply and take the packet from source 

and drop the packet instead send that packet to destination node. 

 
Figure.2 Black Hole Attack 

http://www.ijircce.com/


International Journal of Innovative Research in Computer and Communication Engineering 

                                | e-ISSN: 2320-9801, p-ISSN: 2320-9798| www.ijircce.com | Impact Factor: 7.488 | 

|| Volume 8, Issue 9, September 2020 || 

IJIRCCE©2020                                                      |     An ISO 9001:2008 Certified Journal   |                                              3837 

 

 

The black hole attack is very serious type of attack that direct effect on the communication and packet 

delivery ratio and delay with throughput. Their different types of black hole attacks like as the cooperative black 

hole attack and single black hole attack. 

 

II. LITERATURE REVIEW 

 

In [1], authors have proposed a unique learning framework against black hole attack in AODV based 

MANET (Payal. N. Raj and Prashant B. Swades,2009) introduced the strategy to recognize the black hole technique 

with looking at of transitional succession number and source arrangement number and after check as far as possible 

and actually look at the black hole node and assuming node distinguish than reject and square that node with caution 

message.  

In [2], authors have introduced Preventing AODV steering protocol from black hole attack (L.Himral, 

V.Vig, 2011) introduced that to observe the black hole node to safe the directing protocol with a money order the 

succession number of source node or middle node those give the answer back or we can say that RREP bundle send 

by those nodes.  

In [3], authors have introduced Secure AODV against malignantly Packet dropping (Mohamad Taqi 

Soleimani, 2011) introduced the reason to stop the bundle dropping and intended to recognize the black hole attack 
through neighbor's data. While node getting the RREP parcel after that to check the legitimacy of bundle, the source 

node will broadcast the NREQ parcels to all its two jumps neighbors to make sure that is there any objective node or 

dubious node.  

In [4] authors have introduced PPN: Prime Product Number based Malicious Node Detection Scheme for 

MANET (Sapna Gambhir, Saurabh Sharma, 2012) introduced the strategy to recognize the malignant nodes with the 

assistance of prime item number and utilizing the idea of AODV protocol and the bunch head. As indicated by the 

scientists they can recognize the malevolent nodes with prime item number it implies in the network each node has 

its great character and it can't be adjusted.  

In [5] authors have introduced Modified DSR Protocol for Detection and Removal of Selective Black Hole 

Attack in MANET (Mohanpriya and Llano Krishnamurthy, 2013) to distinguish the black hole attack. In this 

proposed technique utilized the Modify DSR protocol and the source node broad cast the course demand bundles to 
all nodes The mentioned objective or any middle of the road node having the way can send back the answer to 

source node.  

In [6] authors have introduced Optimized situating of various base stations for black hole attacks (Anurag 

Singh Tomar and Gaurav Kumar Tak 2014) introduced the way to deal with determine the preventation of black 

hole attack by conveying the different base stations. Hence they utilize the idea of hereditary calculation and with 

the assistance of this simple figure out the upgraded position.  

In [7] authors have introduced Enhanced different methodology for preventation and end of black hole 

attack in mobile ad-hoc networks thinking about the upgrade of network throughput (Maninder buddy Singh, Man 

Mohan Sharma 2014) introduced the procedure to forestall the black hole attack with think about the network 

throughput and utilized the opnet test system for the outcome. 

 

III. RESEARCH METHODOLOGY 

 

The detection of black hole attack will chip away at various stages .Packet conveyance proportion beware of 

objective node In this progression as a matter of first importance we will send the nodes in the network and make a 

network. The source will begin the communication and send the course demand parcels to every single adjoining 

node and subsequent to getting course answer bundles to all nodes send the data parcels to all nodes, But after some 

time when objective node discharge that the bundles comes from source node exceptionally less. Then, at that point, 

check as far as possible and as per this as far as possible is under 10-20 bundles .The premise of this tension the 

objective node check or we can say ascertain the parcel conveyance proportion and attempt to arrive at the end-

product. This parcel conveyance proportion checks in the event that the all out bundles counts under 20 than the 

objective node really take a look at the parcel conveyance proportion. The check bundle conveyance proportion we 

have the recipe that objective node use. Complete bundles send by the objective by got by the objective node and we 
can figure out the parcel conveyance. The check parcel conveyance proportion we utilize the probabilities. 
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The likelihood checks by the objective node based on double cross spaces. The explanation for this is the 

objective node dissect double cross space for recognize the noxious node that t1 and t2. On the hour of t1 first 

objective node check the number of bundles are effectively gotten out of absolute parcels. We should 2 out of 10 

data bundles are get at time t1.The first state of likelihood apply here. The objective nodes feel a little wary on that 

way and have thought about the noxious node. This uncertainty leeway the objective node sits tight for t2 time 
allotment. The time t2 again begin to actually take a look at the effective parcels and conduct of pernicious node. 

The time t2 the fruitful parcels got 4 out of 10 bundles however different parcels are not get to objective node. These 

examinations affirm the objective node about the vindictive node and apply the second states of likelihood here. The 

assignment for bundle convey proportion performs based on these probabilities. We get two states of probabilities to 

really take a look at the malevolent node: 

 20% possibilities the node that is anything but a black hole node however 80% possibilities that is 

black hole node. Presently we check the likelihood of 80% that is 80/100 methods 0.8 possibilities that 

is black hole node. 

 25% odds are the node that is anything but a black hole however 75% possibilities we are certain that 

this is black hole node. Presently we check the likelihood of 75% that is 75/100 methods 0.75 

possibilities that is anything but a black hole node. In any case, in the event that we consolidate 

together the two presumptions, we can really take a look at the complete likelihood of vindictive node. 

 After this estimation we can see that there is 60% possibilities that node is the black hole and 40% 

possibilities that isn't black hole. Presently we have suspect that the node is malignant. For affirm this 

we check the sending proportion of course demand bundles by source node. In this affirmation the 

source node check that course which is thought by Destination node. The objective node sends the 

negative affirmation or sham bundle to source by means of elective way. 

The following Detection Step performs by source node. The noxious node answer backs itself however if 

there should be an occurrence of AODV protocol different nodes answer come from the objective node. This would 

imply that different nodes have forward the solicitation bundles, so for them sending proportion won't be endless. 

Anyway the black hole node doesn't advance the course demand message. It's proportion of number of solicitation 

parcel forward by the node to the solicitation bundles got by the node. Presently table for proportion of solicitation 

messages for every node will be turned upward. The node for which the proportion is boundless will be 
distinguished as pernicious node. We can figure out this by got course demand message by forward course demand 

message and figure out the outcome. After that the source node checks the bundle grouping number or we might this 

Verification at any point Step Where we can think about arrangement no. of the course answer messages sent by real 

and pernicious node. The succession number sent by vindictive node is higher all of the time. Those turns into the 

noxious node and presently for confine the malevolent node in the network and check the last affirmation of 

veritable node and vindictive node utilize the idea of indivisible number. Presently we Difference of certifiable node 

and malignant node with indivisible number by source node and figure out the genuine noxious node. For the 

distinction of veritable node and malevolent node we utilize the idea of indivisible number and in this network each 

node has indivisible number.  

Presently the noxious node go about as the veritable node and because of this reason that vindictive node 

additionally utilize an indivisible number. So for stay away from this issue and have the effect of fair and vindictive 
node the source node broadcast counterfeit parcel and this bundle contains the message that all nodes send their 

indivisible numbers for new network. Since the vindictive node likewise the piece of this network so node 

additionally gets this message and thinks this message not just for myself and for all nodes that is the piece of this 

network or course. Thus, when the source number has the essential item quantities of any two nodes who are 

likewise give interest in past communication. The source node sends the spurious bundle to all nodes which has the 

data is that the source node needs to make new meeting so send the indivisible number. Whenever the malevolent 

node gets this parcel and question message than quickly join its indivisible number with that excellent item number 

and sham bundles. In the wake of getting the indivisible number of that malignant node the source node attempt to 

partition that number to prime item number. In the event that the number isn't detachable to prime item number than 

this thing appropriate affirm that is malevolent node and the source node obstructs that black hole node and update 

this to all nodes. 

Algorithms Steps  
1. Source node sends the course demand messages to every one of the nodes and gets answer and begin 

communication. 
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2. Objective node gets parcels less look at than an edge breaking point and begin check the bundles counts. 

3. Objective node fills the role of parcel conveyance proportion (pdr) with the absolute number of counts of source 

node. 

4. Presently objective node finds the pdr based on likelihood or level of black hole node or not in network with two 

circumstances. The likelihood checks by the objective node by double cross spaces and on the premise on that the 
objective node really takes a look at the progression of bundle conveyance proportion. 

5. The source node check the forward parcels proportion of each node which send their message forward for the way 

with which node not send the forward message and computes the outcomes. 

6. Than confirmation the succession number high of nodes. Any node have grouping number high than suspect 

however not certain about black hole. 

7. Presently the source node sends the spurious bundle with the directive for new meeting creation with the two 

prime results of two nodes and requests to send that indivisible number. 

8. After get the indivisible number of suspect node than attempt to separate that with the superb result of two nodes. 

9. In the event that gap than real if not it will noxious node. 

 

IV. RESULTS AND DISCUSSION 

 
Our Simulation is directed inside the Network Simulator (NS) 2.35 conditions and Ubuntu 

13.10.Simulation is being finished by further developed AODV steering. We create the outcome in NS-2. The 

diagrams are utilized to connote the variety in throughput and end-to-end delay utilizing the proposed strategy. Red 

line shows the old outcome and the green tone addresses the new outcome by further developed AODV protocol. 

The Throughput can be characterized as the quantity of parcel data got per unit time or normal time implies how 

much the nodes take for send to get bundles and send. The end to-end delay characterized as the time taken between 

sending of a parcel and it's getting on the objective or the delay between the sender and the objective that takes by 

the middle nodes. 

 
Figure.3 Comparison of Throughput  

 

In figure 3 we can see the comparison of the throughput. In red line out1.tr show the throughput less but in 

the green line out2.tr see the throughput high as compare to out1.tr. 
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Figure.4 Comparison of End to End Delay  

 

In figure 4 graph the red line delay1.tr show the end to end delay very high but in the green line delay2.tr 

see the result that the end to end delay very less. 

 

 
Figure.5 Comparison of Packet Loss 

 

We can see the consequence of parcel misfortune in this figure 5 where the red line shows the traditional 

outcome and the green line show the new outcome. The green line show us that parcel misfortune extremely less 

think about than the red solitary. 

 

V. CONCLUSIONS 

 

In this paper am utilizing further developed AODV and result are come positive however we can do the better 

improvement for recognize the black hole attack hence it identify already when any malevolent enter in the networks 

and can't get the solicitation messages from source and can't skilled to think twice about node for attack the 
networks. Here need to further develop the throughput better in future and utilize the original method for 

distinguishes the black hole attack. 
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