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ABSTRACT: Cloud computing is getting more popular in the field of computer science because of its reliability in
storing and assessing data remotely. Cloud computing is an emerging computing paradigm in which resources of the
computing infrastructure are provided as services of the internet. Cloud computing allows consumers and businesses to
use applications without installation and access their personal files at any computer with internet access. It allows user
to store large amount of data in cloud storage and use as and when required, from any part of the world, via any
terminal equipment. Since cloud computing is rest on internet, security issues like privacy, data security,
confidentiality, and authentication is encountered. we propose a new design for large-scale multimedia content
protection systems. Our design leverages cloud infrastructures to provide cost efficiency, rapid deployment, scalability,
and elasticity to accommodate varying workloads. The proposed system can be used to protect different multimedia
content types, including 2-D videos, 3-D videos and images. The system can be deployed on private and/or public
clouds. Our system has two novel components: (i) method to create signatures of videos and images, and (ii)
distributed matching engine for multimedia objects. The signature method creates robust and representative signatures
of videos and images that capture the depth signals in these videos and it is computationally efficient to compute and
compare as well as it requires small storage. We implemented the proposed system and deployed it on two clouds:
Amazon cloud and our private cloud.
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I. INTRODUCTION

The cloud computing is internet based computer, shared software information and resources to world. We present a
novel system for multimedia content protection on cloud infrastructures. The system can be used to protect various
multimedia content types, including regular 2D videos, new 3D videos, images, audio clips, songs, and music clips.
The system can run on private clouds, public clouds, or any combination of public-private clouds. This deployment
model was used to show the flexibility of our system, which enables it to efficiently utilize varying computing
resources and minimize the cost, since cloud providers offer different pricing models for computing and network
resources. The aim of this paper is on the other approach for protecting multimedia content, which content-based copy
detection (CBCD). In this approach, signatures are extracted from original objects. Signatures are also created from
query (suspected) objects downloaded from online sites. Then, the similarity is computed between original and
suspected objects to find potential copies. The design also offers an auxiliary function for further processing of the
neighbours. This two-level design enables the proposed system to easily support different types of multimedia content.
The system supports different types of multimedia content and can effectively utilize varying computing resources.
Novel method for creating signatures for videos. This method creates signatures that capture the depth in stereo content
without computing the depth signal itself, which is a computationally expensive process. This design provides the
primitive function of finding -nearest neighbours for large-scale datasets. The focus of this paper is on the other
approach for protecting multimedia content, which is content-based copy detection (CBCD). In this approach,
signatures are extracted from original objects. Our results show that a matching index for video and images. . Digital
signatures are used to detect unauthorized modifications to video and images. There are three algorithms that are
suitable for digital signature generation used for copy detection process. The goal of the proposed system for
multimedia content protection is to find illegally made copies of multimedia objects over the Internet. The system
should have high accuracy in terms of finding all copies. Computational Efficiency: The system should efficient
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because system have short response time to report illegal copies of multimedia content, especially for timely
multimedia ,system gives a matching index (%) for copied video and images. Digital signature are generated by using
the AES algorithm. Signature is based on the multimedia objects first 8 bit as well as last 8 bit or combination of both.
Distributing copyrighted multimedia objects by uploading them to online hosting sites such as YouTube can result in
significant loss of revenues for content creators. Systems needed to find illegal copies of multimedia objects are
complex and large scale. In this paper, we presented a new design for multimedia content protection systems using
signature creation. The system also showed that it outperforms the closest system in the literature in terms of accuracy
and computational efficiency.

Il. RELATED WORK

Number of studies showing the need of security in cloud computing especially for the multimedia content
storage and the various proposed techniques to enhance security.

Rongxing et al [1] gives a new security and provenance proposal for data forensics and post examination in
cloud computing. According to them their proposed system can provide the privacy and security on secret
documents/files that are piled up in the cloud. It also provides secure authentication mechanism to control unauthorized
user access, and provides track mechanism to resolves disputes of data. Their proposed secure provenance scheme is
working on the bilinear pairing method.

La,,Quata Sumter et al. [2] says: The rise in the scope of -cloud computing has brought fear about the Internet
Security and the threat of security in cloud computing is continuously increasing .To assure users that there information
is secure, safe not accessible to unauthorized people, they have proposed the design of a system that will capture the
movement and processing of the information kept on the cloud.

Wenchao et al. [4] explores the security properties of secure data sharing among the applications hosted on
clouds. They have proposed a new security platform for cloud computing, which is named as Declarative Secure
Distributed Systems (DS2).

Soren et al [5] mentioned that benefits of clouds are shadowed with the security, safety and privacy .In this
paper an approach has been presented for analyzing security at client side and server side. Amazon’s Elastic Compute
Cloud (EC2) has been chosen for this assessment. They have implemented the security analysis model & weigh up it
for realistic environments. Security assessment has been implemented in Python and weigh up was calculated on
Amazon EC2.

Flavi and Roberto [6] stated that clouds are being targeted increasingly day by day. In this paper integrity
protection problem in the clouds, sketches a novel Architecture and Transparent Cloud Protection System (TCPS) for
improved security of cloud services has been discussed.

Wenwu Zhu et.al [8] presented the fundamental concept and a framework of multimedia cloud computing.
They addressed multimedia cloud computing from multimedia-aware cloud and cloud-aware multimedia perspectives.

Tamleek Ali [10] proposed a framework for the use of cloud computing for secure dissemination of
protected multimedia content as well as documents and rich media. They have leveraged the UCON model for
enforcing fine-grained continuous usage control constraints on objects residing in the cloud.

Chun-Ting Huang [12] conduct a depth survey on recent multimedia storage security research activities in
association with cloud computing. After an overview of the cloud storage system and its security problem, they focus
on four hot research topics. They are data integrity, data confidentiality, access control, and data manipulation in the
encrypted domain.

Neha Jain [13] presented a data security system in cloud computing using DES algorithm. N. Saravanan
et.al [14] presented a data security system .

I11. MATHEMATICAL MODEL

Let System is Z for describe Protection of Multimedia content with process illuminant
estimation, The system have following elements in it.

Let Z is the Whole System Consist of:

Z={S;E; X; Y; Frain; DD; NDD; SWy; HW/4 }

Where,

S= initial set such as Memory, Business Logics, Database.
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E =the end of set where user can achieve result from hosting sites like YouTube.
X ={I1; 12}
Where, X= the set having two inputs 11 and 12,
11 = used for uploading the video by Content owner ,
I12=Search Query
Y ={01; 02}
Where Y is the set having two outputs O1 and 02
O1=search results
0O2=Signature Violation Verification
Fmain= Main Function
DD=Deterministic Data
NDD=Non Deterministic Data

1. Compute 8 bit for Left and Right visual parts of image:
For visual parts of image | is computed at a specific pixel in the image which has location of x; ¥;.The result
of this step is two sets of descriptors; one for left image and one for the right image.
Df = (fu. firs firo firo oo fir b1 = 1200, Ly
Dff = (fir: s fins firo v fie Do = 120 o L Ry
2. Combine the left and right visual parts of images (N = M)
3. Matching visual parts of images:

[ " -
Df - D7 =..\|I|::f[1 —fu) o+ (e = fiz)
4. Compute image disparity:

ﬂ'lf{{x[ —x; /W37 + (O — v /H))

5. Signature Generation:
The signature of uploaded image IS (Sg1: Spzs v v oo 5 pyscnr )

IV.SYSTEM DESIGN AND DETAILS

3.1 Problem Definition
Protecting Various Multimedia Contents such as video and image by signature creation and Multimedia copy
detection using matching index.

3.2 Proposed Architecture and work
By using composite signature creation method the accuracy and copy detection rate for image/video is improved
Below figure 1 introduce the proposed architecture for overcome the limitations of previous methods. A content
protection system has three main parties: (i) content owners (e.g., Disney), (ii) hosting sites (e.g., YouTube), and (iii)
service providers (e.g., Audible Magic). The first party is interested in protecting the copyright of some of its
multimedia objects, by finding whether these objects or parts of them are posted on hosting sites (the second party).
The third party is the entity that offers the copy finding service to content owners by checking hosting sites. In some
cases the hosting sites offer the copy finding service to content owners. An example of this case is YouTube, which
offers content protection services. And in other, less common, cases the content owners develop and operate their own
protection systems. The proposed system has the following main components, as shown in Fig. 1:
1. Content Owner: View the video files and Images Uploading on online hosting sites such as YouTube.
2. Content Service Provider: CSP Create Signature from object downloaded from online sites which are called
query signatures then uploads this signature to a common storage.
3. Object Matching: Compares query signature versus reference signatures which is previously created by service
provider also it sends notification to content owners if copies are found.
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4. User: Downloads multimedia objects from various online hosting sites using the digital signature.

The Fig.1 shows data flow diagram of proposed system functions as: Content owners specify multimedia
objects that they are interested in protecting. Then, the system creates signatures of these multimedia objects
(called reference objects) and inserts (registers) them on online hosting sites such as YouTube. This can be one
time process, or a continuous process where new objects are periodically added on hosting sites. The user (e.g.,
once a day) downloads recent objects (called query objects) from online hosting sites. It can modified downloaded
video and again uploading same video on online hosting site then our system can compare reference signature and
original signature for finding matching index to detect that copied video by using composite signature and achieve
high accuracy in terms of detecting copied multimedia contents. Creation of composite signature for protecting
Multimedia content i.e. videos and images. The signatures for a query object are created once the Crawl
component finishes downloading that object and the object itself is removed.

Upload
video/images

User Request

|

Signature
Generation

_ .| Copy Detection

| Yes
Distribute
Signature

User View

Fig. 1: System flow diagram

Following four goals as the most important ones in multimedia content protection systems.

A. Computational Efficiency: The system should have short response time to report copies, especially for timely
multimedia objects such as sports videos. In addition, since many multimedia objects are continually added to online
hosting sites, which need to be checked against reference objects, the content protection system should be able to
process many objects over a short period of time.

B. Scalability and Reliability: The system should scale (up and down) to different number of multimedia objects.
Scaling up means adding more objects because of monitoring more online hosting sites, having more content owners
using the system, and/or the occurrence of special events such as sports tournaments and release of new

movies. Conversely, it is also possible that the set of objects handled by the system shrinks, because, for example, some
content owners may terminate their contracts for the protection service. Our approach to handle scalability is to design
a distributed system that can utilize varying amounts of computing resources. With large-scale distributed systems.

C. Cost Efficiency: The system should minimize the cost of the needed computing infrastructure. Our approach to
achieve this goal is to design our system to effectively utilize cloud computing infrastructures (public and/or private).
D. Accuracy: The system should have high accuracy in terms of finding all copies (high recall) while not reporting
false copies (high precision). Achieving high accuracy is challenging, because copied multimedia objects typically
undergo various modifications (or transformations).
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V. RESULT AND DISCUSSION

In this section V we introduce the input database of Images, input video files and practical results

b ¢ 2

Fig.2 Matching Index of Images.

Results of Practical Work
Practical work done for this is as shown in given below.
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Fig.3: Graph 1(Images) Fig.4: Graph 2(Videos)

Fig 3 and 4 shows graphical representation of copy detection detection for images as well as video & also shows that
composite signature creation method work for both images and videos. Composite signature creation method is used
for finding matching index for video and images uploaded on online hosting sites. Graph 1 repesents images (kb) which
is uploaded on online hosting sites and our proposed system gives matching index (%) of uploaded image if matching
index is 100% then it is automatically deleted because it is totally copied image. Graph 2 repesents videos (mb) which
is uploaded on online hosting sites and our proposed system gives matching index (%) of uploaded video if matching
index is 100% then it is automatically deleted because it is totally copied video.

V1. CONCLUSION AND FUTURE WORK

We have developed an efficient technique for protection multimedia content systems using multi-cloud
infrastructures. Our experiments showed that the proposed signature produces high accuracy in terms of both recall and
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precision it is secure to different multimedia content. We take the help of DES algorithm for creating the signature. Our
Proposed system showed results that: there is necessary for designing secure signatures for 3-D videos since the current
system used by the leading company in the industry fails to detect most modified copies, and our novel 3-D signature
approach can cover this gap, because it is secure to different 2-D and 3-D video transformations.

In future we will provide protection of Multimedia content using Hadoop system. In addition, quickely identifying
short video segments using composite signature schemes.
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