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ABSTRACT: Think of a document that has legal value. Such a document may contain important information about 

rights and obligations, in which you must verify its authenticity. You don't want people deny the obligations they have 

written. In addition, this document must be valid posted, viewed and maintained by different people. In different places 

in the flow of work, in different places from time to time, the document may be modified, either voluntarily, for 

example to add additional signature, automatically, for example due to a transmission error, or intentionally, if someone 

wants it  create a fake from the original document. Over the centuries, we have tried to solve this problem by putting a 

so-called ‘wet ink signature’ on paper. Today, we can use digital signatures to ensure: Text Authenticity — we want 

proof that the document has not been changed somewhere in the flow of work, authenticity of the text — we require 

proof of the authorship of the document that we think you are (not someone else), Non-disclosure — we require 

assurance that the author will not deny his or her identity. 

 

KEYWORDS: E-sign pdf, digital signature, Authentication, Integrity. 

I. INTRODUCTION 

 

A digital certificate contains a digital signature of the issuing authority so that anyone can verify that the certificate is 

genuine. This seems to be more common now in the making of the internet 

A digital signature can be used for any type of message, transaction and the like, whether encrypted or not, just to make 

sure the recipient is sure of the sender's identity and that the message has arrived complete. The hash value of a 

message when encrypted with a person's private key is his digital signature in that e-Document. The digital signature of 

a person therefore varies depending on the document and the document thus ensuring the authenticity of each word in 

the text. As the signatory’s public key is known, anyone can verify the message with a digital signature.  

II. DIGITAL SIGNATURE 

 

Here are some definitions of digital signature: A digital signature is an electronic signature that verifies the 

authenticity of the sender of a message, or a document signer and possibly confirms that the original content of the 

incoming message or document is unchanged. The use of cryptography is a key message A secret key is used, 

indicating that the signature must have been made by the owner of that key. A secure hash has been signed for the 

entire document, so that any changes to the document do not apply to the signature. A phrase (similar to John J. Jones) 

is encrypted with the sender's secret key à and is attached as a signature to the encrypted message to verify who the 

sender (or he) is. A digital signature or a digital signature scheme is a mathematical system that demonstrates the 

authenticity of a digital message or document. A valid digital signature gives the recipient reason to believe that the 

message was created by a known sender, and that it was not changed during shipping. Digital signatures are often used 

for software distribution, financial transactions, and in some cases where it is important to detect fraud and fraud. From 

the descriptions above we see that digital signature is a word-for-word encryption for the sender with his or her private 
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key (signature), and removes the encryption clause for the recipient with a public key (verification signature) when 

sending data through an open channel.Attached data, or cryptographic modification, is data that allows the data 

recipient to verify the source and integrity of the data and to protect against fraud.  

III. METHODOLOGY 

The website design is done according to the official Material Design pattern from Google. Documents in 

.pdf, .doc, .docx format are accepted for importing. For downloads, we already have a signed document and a 

certificate with the extension .aaa, which holds the public key and signature of the document. When identifying a 

uploaded file, the document filing parameters and its certificate. In the case of a successful verification, we receive a 

certificate of authenticity of the document. If not - notice that we have an illegal document. 

The system uses the following processes: 

• upload data of various formats to the application; 

• document signing; 
• construction of a signing certificate; 
• document authentication. 
The algorithm for creating EDS and key production was performed in the signature class (utils package). 

Generating hash function and creating signature using the RSA algorithm is provided in JDK (java. Security package) 

classes. In the code of this category namespace, their purpose is clear (main generation, to create hash function, etc.) 

[8]. 

When you sign a selected document, the public key generated by the digital signature of the document, 

using a specific algorithm, is generated in the JSON format of the form: 

{"public_key": "<generated key>", "signature": "<document digital signature>"}. 

The generated public key and digital signature are recorded in Base64 format. And the text of the JSON 

format itself is also converted to Base64 for greater reliability [9]. 

Converted JSON is written to be a * .aaa format text file in the download folder on the device and 

represents it as a certificate. 

 

IV.CONCLUSION 

 

Digital signatures are an important achievement in cryptography. Wherever there is a smart card the use of a digital 

signature is almost a must. Digital signature is very different and is one of the most effective ways to protect your 

worries about what you have done. 

A digital signature is a very effective way to get all your financial payments to get more comfort in dealing with 

various business and financial matters. This way you will not have to worry about going through the motions of 

traditional transactions using signatures. 
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