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ABSTRACT:The unauthorized transfer of important information from computer to outside word is called data
leakage. We know that for business purpose, it is necessary to send important data to trusted parties. But during this
transfer of data, information is reach at unauthorized place such as website or somebody’s laptop. Therefore it is very
challenging and necessary to find leakage and guilty person responsible for data leakage.

In this system we used distributor and agent. Distributor means owner of data and agents means trusted parties
to whom we send data. The main aim of this system is to find data of owner which is leaked and detect agent who
leaked data. In this system, the agent who is responsible for data leakage is the insider. Means agent is a person who is

present within the organization. Insider attacks arise not from system errors but from staff working in the company.
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I.LINTRODUCTION

Now a day data breaching problem due to insider attacks are one of the rapidly increase type of attack. Data breaching
is an incident where information is stolen or taken from system without the authorization of the system’s owner or we
can say that accidental or intentional distribution of data to unauthorized entity is the data leakage. According to
the”2015 Verizon Data Breach Investigations Report” insider attack is increases from 2013 to 2015. In 2013 it is 8%
and in 2015 it is 20.6% means it is increases at triple rate. Therefore it is necessary to prevent this attack and also find
the guilty person responsible for this attack. Many data mining applications contain large amounts of important
personal information therefore extensive research has mainly focused on dealing with privacy breaches.
In this system we used two term
1. Distributor: It is the organization or owner of data who send important information to agent.
2. Agent: It is the members within the organization, means it is insider and is semi-trusted. They may leak their
own data to outsiders. The insiders leak the data content.
In proposed system we find the guilty person who is responsible for data leakage of text data. To find guilty
person we used fake object, means distributor add fake object in the original data before distributed to agent. Depends
on this fake data we find guilty person.

Il. RELATED WORK

In [1] authors propose an insider collusion attack that carried out on most data mining systems. It discusses how many
insiders are sufficient to do this type of attack. In this system insiders within organizations collude with outsiders. This
paper introduced several proposed privacy-preserving schemes to counter this attack.

In [2], user collect his personal information like weight, height, food, sports etc. and send this information to the cloud
server for data analysis. According to this analysis the app provide best diet plan and related suggestion to user.

In [3] many applications like large-scale financial and medical data analysis, real-time monitoring and social network
need to collect large amount of data from different data sources. Then this data is encrypted as well as outsourced.

In [4] authors discussed how to protect important information from the security threats brought by data mining. For
this we used user-role based methodology. It uses four different user roles that are commonly used in data mining
applications, i.e. data provider, data collector, data miner and decision maker.
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In [5] it proposed Data Annotation Step Agent Interaction analysis (DASAI). DASAI is a logic rule-based static
analysis approach used when an attack can take place on a process. DASAI determines in which ways attack can be

performed on the process and who are the insiders responsible for this attack.

111. METHODOLOGY OF PROPOSED SYSTEM

In this system model is developed for finding the guilty agents. We add fake objects using kernel-based data
mining method while distributing objects to agents. We inject realistic but fake data records to further improve our
chances of detecting leakage and identifying the guilty person. Here guilty person is insider. In this system we used
automatic fake data generator which generate and add fake data in the original data. This system is used to find out
attack carried out on text data. In this system we used two functions.

a) Distribution of file: The methodology of distribution of file is shown in following flow diagram. While

b)
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Figl: Flow diagram of distribution of file
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distributing file to agent distributer can add fake data in the file. We generate fake data by using automatic
fake data generator. For the generation of fake data we used kernel-based data mining algorithm.
According to this algorithm, it scans the original file and divides it according to how many percentages of
fake data is added. Then it generates fake data, add it in the original file and send file to the agent.

Detection of leak file: The methodology of detection of leak file is shown by following flow diagram.
Here we give leak file as input. The system read file and match fake record with file rows. It finds
percentage of fake record and according to that it decides guilty person responsible for the leakage of text
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Fig 2: Flow diagram of detection of file
IV. EXPERIMENTAL RESULT
The experimental result of this system can find the guilty person responsible for leakage of text data file. Here

we used excel as well as access file for the demonstration. Because in many organizations excel or access file is used
for storing the data.

Distributor Login | AzentSign In | Agent Begisiration

Velcome bo Fublisher Link

Distributor Login

Usernmame :

Password :

(] [l

Fig 3: Home Page Window
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In this window, we have admin login, distributer login, agent sign in and agent registration. According to
requirement we make login. First we make distributor and the make login. Inside distributor we make number of agent.

Distribute Files
Please fill following form:
File Mame : data
Tmmport File : Browse.. | No fie selected.
File Type: Excel Cr |

1k, JRAYSEN F. T2GE, -
jaysan. jogelfiomnail . cam, =
Generated Fake Record EG00ZPE08I*+~25, VIVEK H. SHENDE, =i
vivek.praful igmail . cam, -
LI T D SLLTHTLEH, FAVAN . SUSALRE .

Selact Agent Name nilesh.joge -

Fig 4: Send File Window

In this window distributor send file to agent. Here distributor select file name, type of file and then add fake
data. Finally distributor select agent name to which file is to send and send file. Here to generate fake data we used
automatic fake data generator.

Fake Record Detection

Tmpost File : | Browss... | Ho file selected.

File Tvpe Excel *

ID|Agent Name|File Name| Distributed Date|Match %/
10 |rajesh mane |Fa 1032007 100 |

Fig 5: Record Detection Window

In this window we have to give file name which is leak and it gives us the name of agent who is responsible
for leakage of file. It also finds percentage of matching.
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List of Available Agents

First Name | Last Name “ Email 1d

nilesh joge Milesh Joge wardha  [3/1/2013 nilesh joge@gmail .com
rajesh mane rajesh Im,a.né wardha |3/1/2000 rajesh@gmail.com
pranali das ipranali das wardha  [3/1/2005 pranali@gmail.com

Fig 6: window shows list of agent
This window shows list of all available agents.

Ligt of Available Files

Distributed By : vogesh kale

File Type : EXCEL Posted Date : 10/7/2017

File Name : Fa
View this File

Fig 7: Available file window

This window shows list of available file in agent. From this window agent can view the content of file. Here
file contain fake record.

V. CONCLUSION AND FUTURE WORK

The propose system can identify the attack carried out only on text data. Using this system we can increase the
security and also find the guilty person who is responsible for attack. Here the guilty person is insider. In this system
we cannot avoid the attack means the exact recovery of data is not possible.

Therefore in future, we can implement the system which can find guilty person responsible for attack carried on
text, image and video file because now a day attack on image and video file get increases. Means we increase the
security level of the system.
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