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ABSTRACT: Wireless sensor networks are widely used in many applications and the complexity of the design and 

development of such applications is a challenging task. Hence service-oriented architectures are used to overcome these 

challenges which act as a middleware in WSN. Service-oriented architecture in WSNs is proposed so that new 

applications are developed fast by combining the services. Multipath routing schemes in WSNs are used to provide 

efficient traffic distribution but the failure of links might affect the reliability, scalability, security and performance of 

the network. In order to overcome these, it is desirable to design a fault-tolerant and efficient routing scheme. In this 

paper, a secure authentication and an efficient load balancing algorithm is proposed which improves the throughput of 

the network and improves the lifespan of the network. Simulations demonstrate the secure load balancing routing 

scheme. 
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I. INTRODUCTION 

 

 Wireless Sensor Networks (WSNs) are widely used in many applications today. The wireless sensor networks 

are capable of acquiring data and modify it according to a particular application and communicate with the physical 

world [1]–[5]. For a particular application, a separate WSN is setup. This becomes more difficult as the request for new 

applications increases as a new network must be setup every time and these networks lack the standard operations and 

representation for sensor data which can be used by other services or upper layer applications. In order to overcome this 

complexity, service-oriented architecture for WSNs is proposed [4], [6]. This set of architectural concepts split the 

functions into definite units called services [7], [8], which can be distributed over a network and can be associated and 

recycled to create new applications. Major benefits of this approach are modularity, flexibility, loose-coupling and 

interoperability.  

 

 Service-oriented architecture rationally thinks that for user applications, WSNs as service provider. Through a 

set of services required by the WSN applications, the service-oriented architecture gives the idea for the complex 

underlining WSN. Such services can be data aggregation, security, adaptation, reliability, self-organization and 

management services. All these services and many other enhanced services can be designed using service-oriented 

architecture in order to provide an easy and adaptable environment to develop efficient WSN applications. In many 

application domains, services provide a set of explicit functions on the basis of the essential application logic that is 

distinct for each service and application. Nevertheless, those services and service providers must are also required to 

support certain common functionalities that are usually inappropriate to the main applications.  
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 Traffic is traded on a huge scale in WSNs, as a result; how to increase the throughput of the WSNs is a crucial 

challenge in the design of service-oriented WSNs. Recently, many routing protocols are used for data transmission. 

Here we propose an adaptive multipath routing. Multipath routing allows formation of multiple paths connecting a 

single source and a single destination. Adaptive multipath routing is used to improve the reliability of data transmission 

or to accommodate load balancing which actively support QoS requirements. Every node on a path in WSN must be 

able to estimate the performance of its next hop neighbors regarding to the reliability of the path [7]. This routing 

scheme must be able to accommodate services with multipaths which are bandwidth guaranteed. Such multipaths 

support these services to be run over secure and reliable network architecture. Link-disjoint based multipath routing is a 

good scheme to deal with each application as a service task which can be supported by additional flexible protocol 

design and resource management. Every node must be able to identify the service-related nodes and forward the routing 

messages to them [2], [3]. In this paper, we propose an adaptive and secure load balancing routing method which 

improves the network performance for service-oriented WSNs. 

 

II. RELATED WORK 

 

 In WSNs, designing a routing scheme is the most difficult challenge as the links between the nodes are 

unstable. Hence the routing scheme should be built such that the nodes must be able to sense, process and then transmit 

information. In order to obtain this a large number of routing schemes are proposed [9] - [13]. The multipath routing 

scheme must be able to contribute high aggregation bandwidth and fault tolerance and balance the load on multipaths. 

Hence a robust multipath is essential to offer reliable and robust transmission over multipaths [10], [11]. 

 

A.Valera proposed a new algorithm named CHAMP (CacHing And Multiple Path) which uses cooperative packet 

caching and shortest multipath routing in order to reduce the packet loss due to recurrent route failures. These two 

techniques produce appreciable improvements regarding end-to-end delay, packet delay, and routing overhead. This 

proposed protocol also proves that it is more efficient compared to other protocols in reducing packet loss due to 

repeated route failures [12]. D. Jurca explained the problems of selecting the efficient streaming policy for distortion 

optimal multipath video delivery, under delay constraints. A simple streaming model is introduced which considers the 

importance of video packet, and the dependencies among the packets and permits to process the quality perceived by 

the receiver, as a function of the streaming policy. He proposed a fast heuristic- based algorithm that provides an 

optimal performance compared to common scheduling algorithms and represents very efficient multipath streaming 

strategies for both stored and live video services [13].  

 

S. Li proposed a compressed sensing (CS)-based framework for the Internet of Things(IoT) , where the end nodes 

measure, transmit, and store the sampled data in the framework. Then for in-network compression, an efficient cluster 

sparse reconstruction algorithm is proposed aming at more accurate data reconstruction and lower energy efficiency 

[14]. K.K Mamidisetty proposed a scalable approach for broadcasting that exploits all the shortest paths between a pair 

of nodes and improves QoS. Although multiple shortest paths are present in a system, it is shown that by spreading the 

messages over the multipaths in a Round-Robin manner these paths cannot be exploited. By modeling the multihop 

propagation in mesh topology as a multistage queuing, from a variety of scenarios they show that the proposed 

achieves improved QoS [15]. 

 

S.J. Lee proposed a scheme in order to improve existing on-demand routing protocols by generating a mesh and 

providing multiple alternate routes. This algorithm builds mesh and multipath without transmitting any additional 

control messages. This scheme is applied to the Ad-hoc On-Demand Distance Vector (AODV) protocol and the 

performances are compared [16].  W. Lou proposed a hybrid multipath scheme (H-SPREAD) to improve both 

reliability and security potentially unfriendly and unreliable wireless sensor networks. This scheme is based on a 

distributed N-to-1 multipath discovery process. Later a hybrid multipath data collection scheme is proposed. This 

scheme is very efficient in improving both security and reliability of the data collection service flawlessly.[17] 

 

 

 

 



 

          ISSN(Online): 2320-9801 

           ISSN (Print):  2320-9798                                                                                                                                 

International Journal of Innovative Research in Computer 

and Communication Engineering 

(An ISO 3297: 2007 Certified Organization) 

Vol. 3, Issue 6, June 2015  

Copyright to IJIRCCE                                                               DOI: 10.15680/ijircce.2015.0306030                                            5166 

 

III. PROPOSED APPROACH 

 

SA-AODV 

In this paper, we propose an adaptive and secure load-balancing multipath routing protocol which is based on AODV, 

i.e. Secure Authentication AODV (SA-AODV) which includes following features. 

1) Packet Delivery Scheme: It is the first stage of SA-AODV. Since data is being transmitted over multipaths, 

we need a secure data delivery scheme in order to avoid the packet loss during transmission. In service-oriented WSNs, 

this boosts the data confidentiality.  

2) Authentication: After the multipath discovery, whether the nodes on each path are active and if any malicious 

nodes are present is verified during authentication process. If a malicious node is present, then it noted in the 

malicious_table and an alternate path from source to destination is determined. 

3) Load Balancing: This is the last and important stage. Data is transmitted over the multipaths by the source to 

the destination, during which there might be a chance where the load on any path may exceed the capacity of node 

which leads to loss of data. In order to avoid this, load balancing algorithm is used. We use local fault information 

signals (FIS) for balancing the load.

 

A. PACKET DELIVERY SCHEME 

 We use threshold secret sharing algorithm in order to divide the data into many fragments. Every fragment is 

packed into an AODV packet, as shown in Fig 1. The data can be exactly recovered from any received T out of N 

packets where N is the number of packets the data is split into. This is called a (T, N) threshold secret sharing algorithm 

[18], [19], [20] where T is the threshold. The data of sent packets cannot be recovered if the packets received at the 

destination are less than the threshold.  

 
Fig 1. Packet Delivery Scheme. 

 

B. AUTHENTICATION 

 

 Authentication process is done to check the conditions of the nodes i.e. malicious or not, across multipaths in 

WSNs. This process helps to avoid unnecessary data transmission to those node which are faulty which in turn reduces 
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the delay and improves the efficiency and reliability of the network. Initially authentication process is carried out in 

order to find the malicious node if any present in the network. The procedure is as shown in Fig 2. If any malicious 

node is present in the network which is considered as grey hole node, then the grey hole removal process is initiated. 

The grey hole removal process is as shown in Fig 3.  Once the authentication process is completed the malicious node 

will be added to the malicious table and this information is sent to all other nodes so that they avoid communications 

with that node. 

 

                
  Fig 2.  Authentication     Fig 3. Grey Hole removal process
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C. LOAD BALANCING 
Load Balancing is the important part of SA-AODV. Data is transmitted over the multipaths by the source to the 

destination, during which there might be a chance where the load on any path may exceed the capacity of node which 

leads to loss of data. In order to avoid this, load balancing algorithm is used. We use local fault information signals 

(FIS) for balancing the load. 

1) Fault signal is generated at the nearby node when load is excess. 

2) Neighboring node sends fault information to other nodes in the network. 

3) Since local signal is used to transmit the fault information, it is called Local Fault Information Signal (FIS).  

4) Load is balanced based on the local FIS signal. 

 

IV. SIMULATION RESULTS 

 

NS-2 is an event simulator that supports simulation of TCP, routing and multicast protocols over wired and wireless 

networks. The proposed algorithm is implemented in NS2. The simulation topology includes the network with 50 

sensing nodes. The simulation parameters were set as shown in Table 1. 

 

Table 1: Simulation Parameters 

 

Simulation Parameter Value 

Simulation Area 1000 m x 1000 m 

Number of nodes Mobile nodes = 50 

Transmission Range 350 m 

Traffic Flow CBR 

Transmission Power 0.2 mW 

Reception Power 0.1 mW 

Simulation time 3 min for each run 

 

 A network with 50 sensor nodes is setup and when the communication between these nodes starts, since 

authentication process occurs constantly using the secure authentication algorithm, the malicious node if any present in 

the network is found by using the secure authentication algorithm as shown in Fig 4. This malicious node is capable of 

eavesdropping to other neighboring nodes during their transfer of data as shown in Fig 5. Later this malicious node is 

either removed from the network or added to the malicious table in order for other neighboring nodes to know that it is 

a malicious node so that they avoid transmission of data to this node which results in data loss.   

 

    
 Fig 4. Malicious node present in the network. Fig 5. Malicious node eavesdropping to other nodes. 
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V. CONCLUSION 

 

 An adaptive load-balancing routing protocol (SA-AODV) is developed for WSNs that uses secure data 

delivery and load balancing in order to overcome the existing difficulties in the WSNs. SA-AODV uses a secret data 

delivery scheme which reduces packet loss and delay in the network. Each node in the network is authenticated 

continuously in order to find malicious node if any present. Even though this is an overhead this helps to avoid the 

failure of links which results in data loss. Load is balanced adaptively at each node which improves the reliability of the 

network. 
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