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ABSTRACT: In recent years, huge knowledge became a hot analysis topic. The increasing quantity of massive
knowledge additionally will increase the prospect of breaching the privacy of people. Since huge knowledge need high
procedure power and enormous storage, distributed systems are used. As multiple parties are concerned in these
systems, the danger of privacy violation is accumulated. There are varieties of privacy-preserving mechanisms
developed for privacy protection at totally different stages (e.g., knowledge generation, knowledge storage, and
knowledge processing) of a giant knowledge life cycle. The goal of this paper is to supply a comprehensive summary
of the privacy preservation mechanisms in huge knowledge and gift the challenges for existing mechanisms. Above all,
during this paper, we tend to illustrate the infrastructure of massive knowledge and therefore the progressive privacy-
preserving mechanisms in every stage of the massive knowledge life cycle. What is more, we tend to discuss the
challenges and future analysis directions associated with privacy preservation in huge knowledge.
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I. INTRODUCTION

Cloud service providers manage an enterprise-class infrastructure that offers a scalable, secure and reliable
environment for users, at a much lower marginal cost due to the sharing nature of resources. It is routine for users to
use cloud storage services to share data with others in a team, as data sharing becomes a standard feature in most cloud
storage offerings, including Drop box and Google Docs. Many mechanisms have been proposed to allow not only a
data owner itself but also a public verifier to efficiently perform integrity checking without downloading the entire data
from the cloud, which is referred to as public auditing.

With evolution of computers the life of people became more and more easily. They were able to keep their data on
their devices, and started finding ways to make them accessible to others, for example say by using floppy, writable
disks, which was followed by portable hard-disk, all these where expensive in their own way during their time. The
data was very much private on personal devices like PC, laptops, mobile phones etc., therefore sharing data with others
was considered to be expensive. As the world of computing got more advanced the ways for sharing data started
becoming cheaper and cheaper. In recent years a new term has evolved call "Cloud" which is provided by different
provides, and which is nothing but facility or service of different resources or components like hardware, platform,
storage's, software etc., and it is gaining importance because it frees the user from maintenance perspective on an
investment of some money for the use of these services provided by cloud service providers.

Il. RELATED WORK

While Big Data gradually become a hot topic of research and business and has been everywhere used in many
industries, Big Data security and privacy has been increasingly concerned. However, there is an obvious contradiction
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between Big Data security and privacy and the widespread use of Big Data. In this paper, we firstly reviewed the
enormous benefits and challenges of security and privacy in Big Data. Then, we present some possible methods and
techniques to ensure Big Data security and privacy.”!

I1l. LITERATURE SURVEY

Present a literature survey and system tutorial for big data analytics platforms, aiming to provide an overall picture
for non-expert readers and install a do-it-yourself spirit for advanced audiences to customize their own big-data
solutions.Introduces the Big data technology along with its importance in the modern world and existing projects which
are effective and important in changing the concept of science into big science and society too. The various challenges
and issues in adapting and accepting Big data technology, its tools are also discussed in detail along with the problems
Hadoop is facing.We introduce View the privacy issues related to data mining from a wider perspective and investigate
various approaches that can help to protect sensitive information. In particular, we identify four different type of users
involved in data mining applications, namely, data provider, data collector, data miner, and decision maker.

We introduce a model for provable data possession (PDP) that can be used for remote data checking: A client that
has stored data at an untrusted server can verify that the server possesses the original data without retrieving it. The
model generates probabilistic proofs of possession by sampling random sets of blocks from the server, which
drastically reduces 1/0 costs.  The client maintains a constant amount of metadata to verify the proof. The
challenge/response protocol transmits a small, constant amount of data, which minimizes network communication.
Thus, the PDP model for remote data checking is lightweight and supports large data sets in distributed storage
systems. The model is also robust in that it incorporates mechanisms for mitigating arbitrary amounts of data
corruption.

IV.PROPOSED SYSTEM

We will give a comprehensive overview of the state-of-the-art technologies to preserve privacy of big data at each
stage of big data life cycle. Moreover, we will discuss privacy issues related to big data when they are stored and
processed on cloud, as cloud computing plays very important role in the application of big data. Furthermore, we will
discuss about potential research directions. In this system we are providing attribute Based encryption as well as third
party auditing in which we figure out the collusion attack in the exiting scheme and provide an efficient public integrity
auditing scheme with secure group user revocation based on vector commitment and verifier-local revocation group
signature.We design a concrete scheme based on our scheme definition. We are providing concept of deduplication, in
simplified terms, data deduplication compares objects (usually files or blocks) and removes objects (copies) that
already exist in the data set. The deduplication process removes blocks that are not unique.A public verifier is able to
correctly verify shared data integrity.

A public verifier cannot distinguish the identity of the signer on each block in shared data during the process of
auditing. The ring signatures generated for not only able to preserve identity privacy but also able to support block-less
verifiability.

V. THE OPERATION OF THE SYSTEM

A) Project task set
I Upload File
1. File level De-duplication system
2. The Block level Distributed system
Il. Privacy preserving in data processing
1. AES Algorithm
2. MD5 Algorithm
I1l.  Third party auditing
(\VA Data De-duplication
V. File Download
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VI. Output

1) File Upload:

File level De-duplication system:

If a file duplicate is found, the user will run the POW protocol POWF with each S-CSP to prove the file

ownership.for the j-th server with identity idj, the user first computesgF;idj= TagGen'(F, idj)and runs the PoW

proof algorithm with respect to ¢F, idj. If the proof is passed,the user will be provided a pointer for the piece of
file stored at j-th S-CSP. Otherwise, if no duplicate is found,the user will proceed as follows:
First divides F into a set of fragments {Bi} (wherei=1,2,---).
For each fragment Bi, the user will perform a block-level duplicate check.
Block Level deduplication:
If there is a duplicate in S-CSP, the user runs POWBon input:#Bi;j= TagGen'(Bi, idj)with the server toprove
that he owns the block Bi. If it is passed, the server simply returns a block pointer of Bi to theuser. The user
then keeps the block pointer of Bi and does not need to upload Bi.
2) Privacy Preserving in data processing:

AES Algorithm:

The Advanced Encryption Standard (AES), also referenced as Rijndael (its original name), is a specification for
the encryption of electronic data established by the U.S. National Institute of Standards and Technology (NIST) in
2001.The key size used for an AES cipher specifies the number of repetitions of transformation rounds that convert
the input, called the plaintext, into the final output, called the cipher text. The number of cycles of repetition is as
follows:

10 cycles of repetition for 128-bit keys.

12 cycles of repetition for 192-bit keys.

14 cycles of repetition for 256-bit keys.

Each round consists of several processing steps, each containing four similar but different stages, including one
that depends on the encryption key itself. A set of reverse rounds are applied to transform cipher text back into the
original plaintext using the same encryption key.

High-level description of the algorithm
1. KeyExpansions: round keys are derived from the cipher key using Rijndael's key schedule. AES requires a

separate 128-bit round key block for each round plus one more.
2. Initial Round:
1. AddRoundKey: each byte of the state is combined with a block of the round key using bitwise xor.
3. Rounds:
1. Sub Bytes: a non-linear substitution step where each byte is replaced with another according to a lookup
table.
2. Shift Rows: a transposition step where the last three rows of the state are shifted cyclically a certain number
of steps.
3. Mix Columns: a mixing operation which operates on the columns of the state, combining the four bytes in
each column.
4. AddRoundKey

4. Final Round (no Mix Columns)
1. Sub Bytes
2. Shift Rows
3. AddRoundKey

MD5 Algorithm:
MD5 algorithm was developed by Professor Ronald L. Rivest in 1991. According to RFC 1321, “MD5
message-digest algorithm takes as input a message of arbitrary length and produces as output a 128-bit
"fingerprint” or "message digest" of the input ...The MD5 algorithm is intended for digital signature
applications, where a large file must be "compressed" in a secure manner before being encrypted with a
private (secret) key under a public-key cryptosystem such as RSA.”

Copyright to JIRCCE DOI: 10.15680/IJIRCCE.2018.0602021 808


http://www.ijircce.com

R\ TRScE) ISSN(Online): 2320-9801
ISSN (Print) : 2320-9798

it

International Journal of Innovative Research in Computer
and Communication Engineering
(A High Impact Factor, Monthly, Peer Reviewed Journal)
Website: www.ijircce.com
Vol. 6, Issue 2, February 2018

3) Third party auditing:
User store data on cloud and the intention of Third Party Auditing is to verify the integrity of data. The TPA
who can verify the data from cloud server on data owners benefit needs to be authorized by data owner. There is
also security risk if the Third Party can ask for dubious integrity proof over inescapable dataset. This step only
required when client want some third party to verify data.

4) Data De-duplication:
Concept of De-duplication, in simplified term, data de-duplication compares objects (usually file or blocks) and
remove objects (copies) that already exists in the dataset. The de-duplication removes blocks that are not unique.

5) File Download:
To download a file F, the user firstdownloads the secret shares {cij,mfj} of the file from kout of n storage
servers. Specifically, the user sends all the pointers for F to k out of n servers. After gatheringall the shares, the
user reconstructs file F, macFby using the algorithm of Recover({-}). Then, he verifies the correctness of these
tags to check the integrity of
the file stored in S-CSPs.

6) Output:

User can upload, download, recover, share files on cloud server and provide data deduplication and reliability

THIRD PARTY AUDITOR

FILE
UELOAD TAG GENERATION DATA
AUDITING

4 < AT >: 1 Jl

< PROOFOF OWNERSHIP >

s RS

USER CLOLT

Fig.1: Architecture Diagram

V1. CONCLUSION AND FUTURE WORK

We have seen how delegation of responsibility trusted 3rd party which provides security services secures user data.
It reliefs the client from maintaining any kind of key information and allowing the client for using any browser enabled
device to access the cloud services. It allows the client to verify the integrity of the data stored on download or retrieval
of its own stored data in cloud. The client can share the data securely with specific band of people without any
overhead of key distribution. We are providing concept of Deduplication which operates at the file or block level. File
Deduplication eliminates duplicate files, but is not an efficient means of Deduplication.

To enhance the security more, a mechanism to secure the keys in security cloud can be an area of research.To reduce
the overhead of network traffic can be another area of research.
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