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ABSTRACT: Malicious applications are responsible for misuse of user’s private data, the different malwares like
SMS Trojan that sends SMS without the user consent, and spyware that take piece of information and private data from
the mobile device such as IMEI and IMSI, contacts, messages or social network account, account credentials. This data
cached by malicious applications is misused by others. Here we propose a new framework to detect malware in the
android applications available over Google play store and other third party markets and prevent user data and privacy
by notifying them about malicious applications. SVM with a linear classifier will be used to differentiate between
benign and malicious applications. For feature extraction and selection Fest tool will be used.
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I. INTRODUCTION

Android is popular platform for mobiles and has become extremely famous within last few years. Android
dramatically surpassed a billion shipments of its devices and has remained number one mobile operating system.

Google play store and other third party markets play an important role in the popularity of the android devices and
any third party vendor can create applications for android phones and deploy it on android markets. Sometimes trusted
applications are able to leak user’s location and phones identity and share it on server without its consent. Many
applications attracted to users to install it by giving wrong information about application. For example, application
shows that particular service will start only with internet; no extra charges required but when application being
installed the main balance get deducted from mobile.

The openness of android makes these markets hot targets for malware attacks and causes countless instances of
malware being hidden behind the large number of benign applications that seriously threatens user security and
privacy. Due to the extension growth of android operating system and use of internet, android application developers
are attracted towards cybercrime. For example, any person over internet sends message to another person to install
particular application and that could be malicious. Malware is employed intentionally to cause harm to system by
gaining confidential information from the device and modifying file contents. Malicious applications are responsible
for misuse of user’s private data, the different malwares like SMS Trojan that sends SMS without the user consent and
spyware that take piece of information and private data from the mobile device.

Il. LITERATURE SURVEY

A.Saracino, D. Sgandurra, G. Dini, F. Martenelli. [1], presented a novel multi-level and behaviour based, malware
detector for Android devices called MADAM (Multi-Level Anomaly Detector for Android Malware). To detect
application misbehaviors, MADAM monitored the device actions, its interaction with the user and the running
applications, by retrieving five groups of feature sat four different levels of abstraction, namely the kernel level,
application-level, user-level and package-level. For some groups of features MADAM applied a signature based
approach that considers behavioral patterns known malware misbehaviors.

Author [2] proposed features at API level for malware detection. DroidRange combined permission-based
behavioral footprints and a heuristic based filtering scheme to detect malicious applications. Authors overcame the
shortcomings of the permission-based warning mechanisms and built a robust and lightweight classifier for Android
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applications that could be used for malware detection. To select the best features that distinguish between malware
from benign applications, API level information within the byte code used. More specifically, they have focused on
critical API calls, their package level information.

Author [7] proposed techniques and approaches that behaviors are however achieved  through the invocation of
system calls; Copper-Droid's VM-based dynamic system call-centric analysis described  the behavior of Android
malware whether it is initiated from Java, JNI or native code execution. They focused on approach Copper-Droid, an
approach built to automatically perform out-of-the-box dynamic behavioral analysis of Android malware; Copper-
Droid presented analysis to characterize behaviors.

In this paper authors [9] proposed TISSA model that provided the desired privacy mode on Android by
developing an extra permission specification and enforcement layer on the top of existing Android permissions. TISSA
consisted of components, first was privacy setting content provider, a privileged component to manage the privacy
settings for untrusted applications. It also provided an API that can be used to query the current privacy setting for an
installed application.

W. Enck, P. Gilbert. [11], in this paper author proposed new social engineering based technique, Repackaging. It is
one of the most common techniques malware authors use to piggyback malicious payloads into popular applications or
apps. Malware authors may locate and download popular applications, disassemble them, enclose malicious payloads,
and then re-assemble and submit the new applications to official and/or alternative Android Markets. Users could be
vulnerable by being enticed to download and install these infected applications.

1. EXISTING SYSTEM

There are already well-known and documented cases of Android malware in both official and unofficial markets.
With known malware nefarious capabilities and effects, the detection of malware is an area of major concern not only
to the research community but also to the general public. Malware attack is a challenging issue among the Android user
community. It therefore becomes necessary to make the platform safe for users by providing defense mechanism
especially against malware. The malware detection system available now-a-days like MADAM multilevel anomaly
detector for android malware that monitors device actions and its interaction with users and running applications by
retrieving different groups of features.

IV. PROPOSED SYSTEM

The proposed system will define a new framework to detect application misbehavior and will add other features
like location identity, read phone state, premium rate in the feature extraction technique. The proposed system will be
based on enhanced framework of android to detect android malicious applications using different feature sets. The
system will include features at user and application level. In addition to these some advanced features will be
considered such as GPS based location, read phone state, premium rate.

The proposed system of android malware detection is shown in figure.1. The working of the proposed system is
described with following blocks.
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Figure 1:Block diagram of the Enhanced Framework
of android malware detection.

1 Feature Extraction: -

Android application features will be extracted from applications to study behavior of applications. Features will be
extracted from application which is chosen by user to install and those features take into consideration to detect
whether application is malware affected or not. Different features like GPS based location, read phone state, premium
rate will be considered. To detect malicious applications, extracted features will be used as input to next step.

2 Malware detection: -

Malware will be detected by considering set of features extracted in the previous phase and the behavior of
application will be analyzed based on these features. The malware detection process will be executed after the feature
extraction and before the classification phase. If malware is detected then information of the detected malware and
application in which malware is detected is given to the next block for classification purpose.

3 Classification: -

Classification of the android malware will depend on the behavior of application and malware detection phase. In
classification phase, if the android application is affected by malware, classification will be done based on types of
features extracted from the android application.

4 Notification: -

Notification will be given to user after classifying applications into benign app or malware app and the suggestion
will be sent to user whether to install android application or not.
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V.PROPOSED SYSTEM

1 Module 1: Application features extraction and selection

Extraction is primary step in which the application from Google play store and other third party market is taken as
input to system. The proposed system will extract features of android application to know about application behavior.
For feature extraction and selection Fest [19] tool will be used. Feature selection improves the accuracy and reduces the
False Positive Rate of the classification.

2 Module 2: Malware detection

Malware detection will take selected features as an input to find out whether given app is malware or not. Also
behavior of application will be checked by considering features extracted. Selected features contributing to the
detection and result of this module will be considered for classification.

3 Module 3: Classification

Classification module classifies the application whether it is malware affected depending on previous phase. If
application is malware affected then will produce malware is belongs to which class or type. SVM with a linear
classifier will be used to differentiate between benign and malicious applications. After classification of application,
system will notify user whether application is harmful to user or not using next module.

4 Module 4: Notification/ Results

Notification module will take input as classified app from classification phase. This phase will send results to user
whether application is benign or malicious and will give suggestions to user about keeping application working is
harmful to device and user security.
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