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ABSRACT: Generally the secret sharing and erasure coding-based approaches is used in distributed environment
systems to ensure the confidentiality. To achieve this performance in data grid we provide data fragmentation
approaches and it is combined with dynamic replication. In this paper, we consider data partitioning (both secret
sharing and erasure coding) and dynamic replication in data grids, in which security and data access performance are
critical issues. In a grid, effective way to improve data accessibility and data accessing efficiency is by data replication.
This paper also propose an cryptographic infrastructure to protect privacy from users with administrative privileges.
The cryptographic methods are done using the DES techniques. The replication is done using Dynamic replication
algorithm. We use Simple Bottom-Up which is a method used for the dynamic replication. Data partitioning is done
using IDA Algorithm and the encrypted keys are also partitioned for the security of the sensitive data in the distributed
environment.
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I. INTRODUCTION

Today, the management of the huge distributed and shared data resources efficient around the wide area networks
becomes a significant topic for both scientific research and commercial application [5]. Essentially, talking about the
Data Grid is an infrastructure which manages large scale data files and provides intensive computational resources
across widely distributed communities. Many data grid applications are being developed or proposed, such as Global
Information Grid (GIG) for both business and military domains. These data grid applications are designed to support
global collaborations that may involve large amount of information, intensive computation, real time, or non real time
communication [1]. Data Grids are mainly used to hosts building safety information and it also provides confidentiality
of the critical information should be carefully protected in data grids. So, data grids provide accuracy, availability,
reliability of data.

Data partitioning is a process which logically partition the data into segments which provides more easy accessible and
maintenance of data. The partitions of sensitive data and distributing the shares across the storage device will provide
both confidentiality and survivability of data in the distributed environment. Then, Information dispersal is a data-
handling technique and extension made to forward error-correction schemes [7]. Moreover Information dispersal is
becoming a new weapon in the battle for protecting information in the growing digital universe through innate
properties supporting Survivability, confidentiality, integrity, and availability needs of end-users [8]. And a effective
key management is also addressed by an Information dispersal method.

Considering the key management system it is mostly run in a single operating system. Whereas a dispersal can work on
a diverse dispersed network Under such a configuration, any compromise would require attack. In some
implementations, this could be considered a less common attack scenario than a single attack against a single platform
used by the key management system. Thus the Information Dispersal methods are most useful when uploading a piece
of information to a system where you want redundancy.

Moreover replication is a practical and efficient method to achieve high network performance in distributed
environments [5] and it is frequently used to achieve access efficiency, availability and information survivability. In
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the, Data grid, replication also plays a vital role to improve the performance of data intensive computing. Mainly
replication methods can be classified as static and dynamic. Since this paper, considers the dynamic replication because
the static replication, after a replica is created, it will exist in the same place till it is deleted manually by users or its
duration is expired. Whereas, dynamic replication takes into consideration the changes of the Grid environments and
automatically creates new replicas for popular data files [5]. Though replication can greatly help with information
survivability and access efficiency, but it does not address security requirements. Replication is a strategy in which
multiple copies of some data are stored at multiple site (Bernstein 1987).

So further for the security requirement the paper contains the data partitioning. And the secret sharing method which
mainly included in this paper. Secret sharing is a method used for distributing a secret among the group of users, each
of whom is allocated a share of the secret. The secret sharing techniques are used to maintain the confidentiality of the
data. And the distributed secret can be reconstructed only when there are sufficient number of shares individual shares
are of no use on their own [4]. Secret sharing schemes are ideal for storing information that is highly sensitive and
highly important. Secret sharing schemes assures confidentiality even if some shares are compromised.

So the main purpose of this paper is to provide security for the data in the data grids. So here the data’s are partitioned
and the it is dynamically replicated over the distributed environment. Where it provides a security, confidentiality,
integrity, and availability of sensitive information.

The existing work is carried out using java and the grid user details are maintained using MySql server. Since java is
used because it platform independent, secure and provides high performance.

Il. BACKGROUND

The existing system is mainly developed to provide availability, reliability and accessibility of data in data grids. This
is achieved by the data replication.[1] Since it provides performance improvement it does not provide assurance for
data security which is one major disadvantage in the distributed environment for the sensitive or critical informations in
an untrust worthy environment. It provides difficult to place the replicas in distributed environment. Here the placement
of replicas is done through heuristic algorithm.[2]

So, the proposed work presents a model for long-term storage and management of encrypted data in distributed
environments. Furthermore, the paper outlines how this model is implemented to preserve the privacy for the sensitive
or critical information in Grid-based collaborative computational infrastructure. This paper delineates a dependable
security framework in overextended organizations. Throughout the assembly of this framework, organizations will
encounter different degrees of data integrity and confidentiality, then for the data security in data grids, in this paper we
consider, Dynamic replication and Information Dispersal with secret sharing were proposed.[4]

The dynamic replication algorithm determines when to perform replication, which file should be replicated, and where
to place the replica [3]. The main purpose of the dynamic replication algorithm is to increase the data access
performance from the perspective of the clients. An IDA method which is mainly used for the fragmentation of data,
Files etc., It has different applications such Securing and reliable storage of informations in the distributed system. And
the key partitioning is also done using the IDA method for managing the keys with more security.[8] Here we use a
symmetric key cryptography method.[5]

The proposed system uses the following three algorithms :

. Information Dispersal Algorithm (IDA).
L] Dynamic Replication Algorithm.
L] Data Encryption Standard (DES).

Implementation of the proposed system is done using java. Since, it is platform independent and secure. And executed
with the high performance.[6]
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I11. METHOD FOR INFORMATION DISPERSAL ALGORITHM

Information dispersal is a data-handling technique which is used to partition the data and stores in the distributed
environment to provide security[7].

= An Information Dispersal Algorithm is a method to split a file F or data D into n pieces.
o It is dispersed in such a way that the file can be reconstructed from some predefined subsets of pieces.
Input: File(F)

Output: Partitions of files.

Method:

Dispersal(F,m,n).

L] Let F be a data of size N in byte (JF|=N).

L] m should be less than or equal to n (m <n).

L] Dispersal(F, m, n):

o splitting the data F with some amount of redundancy resulting in n pieces

L] Fi(l<i<n).

o |Fil=|F}/m

Thus, the size of F, N, should be a multiple of m.

An IDA system by design is more resilient to device failure and data loss, which translates into an availability benefit,
than a standalone encryption scheme.[9]

Example: Dispersal(F, m, n)

= |F|=32 bytes, m=4, n=8

F

Dispersal(F, 4, 8)

Fig 1: Information Dispersal.

IV. ALGORITHM FOR DYNAMIC REPLICATION

Replication is a practical and efficient method to achieve high network performance in distributed environments.[10]
The dynamic replication algorithm determines when to perform replication, which file should be replicated, and where
to place the replica. The main purpose of the dynamic replication algorithm is to increase the data read performance
from the perspective of the clients [8].

This paper uses a Simple Bottom-Up(SBU) which is a method used in the dynamic replication algorithm.[11]

The basic idea of Simple Bottom-Up (SBU) is to create the replicas as close as possible to the clients that request the
data files [5]. So, this will easily solve the replica placement problem.

Algorithm

Simple Bottom-Up(H,threshold)

L] t < Get-Time()

A «— Sort-Dec(H,threshold)
For all record r € A do

f «— r.fileID

p <« Parent(r.nodelD)
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while p # root do

if Exist-In(f,p) then

Update-Ctime (f,p,t)

break

end if

if Available-Spac(p,t) > Size(f) then

Replicate(f,p,t)

break

end if

p < Parent(p)

end while

= end for

Here the inputs given to the algorithm are the data file history and the threshold value which is easily used to
distinguish the popular files according to the priority given to the file.[12] Then it needs to identify the creation time of
the replicas, to record the current time at the commencement of the algorithm. Function Sort-Dec is the function. Where
the records are sorted in descending order according to the num of Accesses and stored in the local variable array
A.[13]

Therefore, array A contains the information of the popular files for individual clients, and these files are to be
replicated on the suitable servers. For each record r in A. SBU gets its associated file ID f and the parent node ID p of
the client. From the while loop it determines where the replica should be created [10], and the decision path is from the
parent node of the client to the root. If a replica of file f exists in node p, then there is no need to replicate this file. The
creation time of the replica is just updated to the current replication session time t by function update time, so that the
replica of f in node p will be treated similarly as a newly created one [11]. Then, break the while loop and process the
next record in array A .

If the replica of f does not exist in p and the available space of node p is large enough for file f. Replicate is called to
create a new replica of f in node p and the creation time of the new replica will be set as t. Thereafter, the algorithm
quits the while loop. Otherwise, p is modified to point to its parent node and the while loop is repeated.

V. DES TECHNIQUE

DES ( encoding commonplace ) may be a symmetric block cipher developed by IBM. The rule uses a 56-bit key to
encipher/decipher a 64-bit block of information. The key's perpetually given as a 64-bit block, each eighth little bit
of that is unnoticed. However, it's usual to line every eighth bit in order that every cluster of eight bits has associate odd
variety of bits set to one.

This rule is best suited to implementation in hardware, most likely to discourage implementations in software package,
that tend to be slow by comparison.[16] However, trendy computers square measure therefore quick that satisfactory
software package implementations of square measure

DES is the most generally used symmetric rule within the world, despite claims that the key length is simply too short.
Ever since DES was 1% declared, conflict has raged regarding whether or not fifty six bits is long enough to ensure
security [6].

VI. EXPECTED RESULT
Providing security for the data’s in the data grid with the combination of Information dispersal with secret

sharing method and dynamically replicating the data. And also providing a cryptographic fly over for key partitioning
and key management.
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VII. CONCLUSION

This paper have combined both data partitioning and dynamic replication to achieve data survivability, security,
availability and access performance in data grids. Cryptographic methods used for key management and key
partitioning which access more security. IDA (Information Dispersal Algorithm) method developed for data
partitioning & key partitioning and Dynamic Replication algorithm is used for dynamic replication. So, this provides
the good access performance and security for the data’s in data grid. The future work can be carried as the key
management and key partitioning with asymmetric cryptosystem. And we can also apply these techniques to the multi-
tier data grids.
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