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ABSTRACT: Currently, ATMs have widespread popularity among customers. However, people often forget their 

ATM cards or their PIN numbers because they find them cumbersome to carry around. It's possible for the ATM card 

to get broken, leaving consumers without access to their funds. Instead of using a PIN and an ATM card, we propose 

using biometric identifiers for authentication. Because of the success of combining various biometrics, Face ID is given 

top billing in this context. There is a risk that unauthorised individuals will be able to access ATMs by using a valid 

PIN. Images captured in front of the ATM are compared to those stored in a database to ensure the identities of the 

users. If the user can be verified, the updated image is utilised to fine-tune the model's predictions. The acquired image 

is processed by openCV, and then the faces are identified with the help of the Haar Cascade Classifier. Local Binary 

Pattern is used for the facial recognition. 

 
I.INTRODUCTION 

 

A computerised machine that allows customers to withdraw cash from their own bank accounts is called an Automatic 

Teller Machine (ATM). In light of the fact that ATMs are widely used in the financial industry, banks are placing a 

strong emphasis on safeguarding these machines. Therefore, adequate safety measures should be taken to prevent theft 

or damage to ATMs. 

Future technologies are being constructed with robust safety measures because of the rapid progress in science and 

technology. However, there are various dangers that could compromise this safety. A number of financial 

organisations, including banks, and apps, including ATMs, are still vulnerable to theft and fraud, despite improvements 

in automation. Existing ATM models rely on cards and PINs, which opens the door to theft, poorly chosen PINs, card 

duplication, and other security risks. And then there's the even bigger issue of PIN hacking. Fraudulent attacks such as 

eavesdropping, spoofing,abuse of system resources; a form of blackmail against the user. Thefts from automated teller 

machines are also a possibility. The 'ATM Security system based on Facial recognition, PIN and OTP' project uses a 

combination of traditional features, such as the Personal Identification Number (PIN), and innovative features, such as 

face recognition and a one-time password (OTP), to solve these issues. Users' account information, including photos of  

their faces and mobile phone numbers, is stored in a database, which significantly increases security. 

At the outset, the customer visits the ATM, where a live image of them is recorded through Web Camera. 

system definition interface, such as an automated teller machine, whose images are checked against those in a database. 

Upon facial recognition, the user is prompted to enter their PIN. A one-time password (OTP) will be sent to the user's 

verified cellphone number if the PIN is a match. With a correct OTP entry, the transaction can be finalised. Thus, a face 

recognition algorithm, personal identification number (PIN), and one-time password (OTP) greatly lessen the 

likelihood of fraud. A linear discriminate classification algorithm based on deep learning is used to improve accuracy. 

And I ran the same command in OS. 

 
II.LITERATURE SURVEY 

 

Face recognition and tracking [1-2] have been used for a variety of purposes, including surveillance, security, human-

computer collaboration, etc. Various face recognition methods are discussed in the literature, such as the Viola Jones 

method, the Haris corner method, the Principal Component Analysis method, and the Haar classifier. In this analysis, 

we use a face-recognition system based on a Haar classifier derived from the Viola Jones algorithm. Using MATLAB 

and a Raspberry pi, we are able to identify the Eigen features of a person's face in order to track its whereabouts. The 

motivations behind criminal distinguishing proof and affirmation are typically based on computational models of face 

area and face affirmation. Various fields, including perception, security, human-computer interaction, and others, have 
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looked to the popularity and surface area of faces for ideas. This paper uses a Raspberry PI modified with image 

processing software to demonstrate the situation by activating an LED upon detection of a face[2]. In the future, signals 

may be used to operate various devices. In addition, this programme can only be used for "single-person face 

following," for obvious reasons. We may decide to expand it into a multi-user system in the near future. 

In this article, authorization to access the system might be granted solely by a selected client speaking into an amplifier 

connected to the framework. The proposed framework will then decide whether the word is "On" or "Off" in that 

situation. We'll use the selected voice to trigger Arduino's automatic transfer and, from there, the motor's starter motor. 

The suggested framework utilises a grouping framework based on Support Vector Machines in order to differentiate 

between acceptable and unacceptable terms .[1] 

Programming solutions that make use of optimised OpenCV executions can achieve 1.78 FPS(Frames Per Second) on 

VGA image sizes [6]. An alternative is to use a machinery method, which expedites the calculating estimation by 

making use of an application-specific programme. For relatively small images, it can reach frame rates of up to 15 FPS. 

Using a Microblaze delicate core processor from Xilinx, Nair et al. [8] fostered a group identification inserted 

framework that achieved around 2.5 FPS for 216 x 288 pixel images. Gao et al. [7] suggested an FPGA setup tailored 

specifically for computing highlight classifiers. 

 

Mobile phone featuring Bluetooth accessory, SMS, and camera [9, 10]. So that users can make their mobile devices 

function as personal computers, it has been built into and made available on a number of popular chip sets. Short 

Message Service (SMS) is an interchanges standard facilitating the exchanged of short instant messages between cell 

phone gadgets. The framework might start the engine by sending an SMS from the phone. In this case, an external BJT 

circuit is used to activate the motor. The plan is for the user to activate the motor with their mobile device .[10] 

 

Automobile owners are increasingly opting for remote ignition systems. In the hands of precise timekeepers, such as 

another boss who is always late for work, time takes on new significance and value. Auto hardware plays an important 

role in the automobile industry, providing luxurious extras and addressing safety and security issues [3]. Our goal in 

this paper is to provide a workable solution to the problem of designing and developing an event information recorder, 

a request that has come mostly from the aviation sector in light of the corresponding benefits. 

 

Biometrics, seeing humans in videos, and communicating with computers all benefit greatly from face recognition. We 

demonstrate the fastest known FPGA implementation of the Viola-Jones face identification calculation executed on a 

cluster of graphics processing units. While the GPU architecture provides significantly cheaper development, the FPGA 

implementation has reduced power requirements .[6] 

 

III. TECHNOLOGY OVERVIEW 

 

The Facial Recognition Based Car Ignition and Security System could have face recognition as one of its primary 

functions. The verified customer's essence has been picked out using a Haar-like feature in order to provide a risk-free 

environment for starting and entering the car. 

It's possible that highlighting extraction as part of a face recognition and identification approach is a fundamental 

human facial characteristic. Ada's computational assistance allows for the identification of individual faces. 

In order to determine whether or not a picture contains a face, Ada-Boost learning is used to select a small number of 

weak classifiers and combine them into a strong classifier. Next, the Haar Classifier calculation is used to recognise the 

selected faces by comparing the current face's HaarClassifer to a database of previously identified faces. The Haar 

Cascade is a mathematical formula used by artificial intelligence for object recognition in still images and moving 

video. 

 

In order to achieve a risk-free environment for starting and entering the vehicle, a haar-like component has been used to 

identify and sense the essence of the confirmed client, and a typical rectangular haar-like element can be seen to look 

like this: 
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Fig.1.Haar-like Features 

 

The first step is to identify the face, after which the grayscale image will be annotated with a rectangle indicating the 

location of the identified face. Training on a large dataset of photos, which should be saved as ayml file, is required 

before a face recognition process can begin. When a face is identified in real time through a webcam, it is compared to 

the trained photographs saved in ayml file, and only those that are an exact match are displayed. A signal is sent to the 

microcontroller once the face has been confirmed to belong to a certain person. 
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Webcams are used to take pictures of people at the present moment, and those pictures are compared to those already 

stored in a folder. Once a user's face has been verified, the API is contacted to have a One-Time Password (OTP) sent 

to their registered mobile number; once this OTP has been validated, the user is free to complete the desired 

transaction. 

To turn on the webcam on the front end, we'll be using the bootstrap framework, which has several pre-defined classes 

that can be used to create simple, responsive web pages. To get a picture of their own faces, users will use JavaScript 

that can be called upon by a webcam. After users take a photo of their faces, they must transmit it to a server running 

Python's Flask ajax framework, where it will be read and compared against a previously trained model; if a match is 

detected, users will be prompted to input an OTP. After the OTP has been verified, the transaction page is displayed. 

The python face recognition module, which uses dlib to predict facial features, will be utilised during the face 

recognition procedure. Given its reliance on deep learning, a 92% success rate seems reasonable. Ansms gateway will 

be utilised to send out one-time-passcodes to customers. 

 
Flask webserver: 
Python's Flask is a tiny web framework. It is considered a micro framework because it does not need any other libraries 

or tools to function. None of the standard features such as a layer for abstracting databases or validating user input are 

included. Flask, on the other hand, allows for the use of extensions to add functionality to an app as though it were built 

into Flask itself. Common framework-related tools like as ORMs, form validators, upload managers, and a wide range 

of open authentication systems all have extensions.. 

 
Data storage: 
MySQL stores all data and is great for decentralised applications. The suggested system's ability to perform database 

transactions without the use of any additional drivers or features is a major plus. 

Based on the client-server paradigm, this system necessitates no supplemental client-side software for proper operation. 

MySQL is utilised for all truncations, with no other applications involved in the user-system exchange. 
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IV. METHODOLOGY 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Skin Detection Algorithm 

The face in a digital photograph is located using an algorithm designed to identify skin. The higher the quality of the 

photograph, the more accurate the recognition will be. Extracting the face from a photograph can be done in a number 

of different ways, some of which are simpler than others. We take one of these methods and use it to pull out the faces 

from the supplied input image. One can infer the following from the illustration: A non-color-specific input image can 

contain a wide range of colours. In this method, colour data will be utilised heavily during the image extraction process. 

This strategy is getting a lot of attention these days. At the point where segmentation of images reveals the diseased 

area for further study. The image has a wealth of information that can be mined for insights. The process of 

dimensionality reduction is essential. For the sake of avoiding model-related conflicts and misunderstandings It is also 

crucial to think about all that is required and not forget anything. One of the most important phases of machine learning 

is feature extraction. Identifying and removing superfluous details is crucial. The choice of features is crucial in 

preventing either overfitting or underfitting. Randomness, mean, entropy, and the standard deviation of the colour 

image are just few of the properties recovered in this research. 

Morphological Operations 

To complete the input image, morphological operations must be performed to fill in the blanks. The most common 

morphological transformations are dilation and erosion8. The pixels will be processed in both procedures. Maximum 

values are the focus of dilation, whereas minimum values are the focus of erosion. When we apply the binary distance 

method to an input image, we get a bounding box that places restrictions on where we can look for the image's edges. 

Using the bounds, a square representing the tracked face is superimposed on the original image. 

 

http://www.ijircce.com/


 

International Journal of Innovative Research in Computer and Communication Engineering 

                           | e-ISSN: 2320-9801, p-ISSN: 2320-9798| www.ijircce.com | |Impact Factor: 8.165 

|| Volume 10, Issue 9, September 2022 || 

| DOI: 10.15680/IJIRCCE.2022.1009007 | 

IJIRCCE©2022                                                               |     An ISO 9001:2008 Certified Journal   |                                           8009 

 

 

Grey Level Co-occurrences Matrix for Face Detection 

Next, we need to figure out how to get the face out of the picture so we can identify the person. GLCM was one of the 

first methods developed for extracting texture features9. We will use the facial attributes that were extracted from the 

faces. As soon as the detected attributes have been retrieved, a square projection of them is superimposed on the group 

photo 

 

V. CONCLUSION 

 

With each new advancement in ATM technology, criminals have come up with more ingenious ways to steal money. 

The fact that anyone who learns the PIN can access the funds is the system's biggest drawback. Face-id serves as a 

solution to this problem. The main value of biometrics lies in the fact that they are truly individual. The suggested 

improvement is not a substitute for the current method of protecting ATMs. The new idea is seen as a supplement to the 

standard procedure. 

The proposed system is an effort to leverage AI and Computer Vision to create a practical product for the banking 

industry. It involves maintaining a database of customers along with photographs of their faces, then using those photos 

to train a model to recognise their faces at ATMs. 

VI. RESULTS 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Admin login form 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Form used to create customers 
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Figure 4: Form used to verify face 

 

 

 

 

 

 

 

 

 

        Figure 4: Form showing result of  face verification 
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