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ABSTRACT: In today's digital age, ensuring the confidentiality and security of sensitive information, particularly in
the realm of law enforcement and crime investigation, is paramount. Traditional methods of data transmission are often
vulnerable to interception and unauthorized access. To address this challenge, this paper proposes a novel approach
leveraging image steganography for the secure transmission of confidential crime documents.

Steganography is the art of concealing information within seemingly innocuous cover media. By embedding sensitive
textual data within digital images, we can obfuscate the existence of the concealed information, making it difficult for
adversaries to detect. The proposed method involves encoding textual crime documents into the least significant bits
(LSBs) of selected pixels in an image, exploiting the imperceptible alterations to the cover image.

To ensure robustness and security, cryptographic techniques such as encryption and authentication are integrated into
the steganographic process. Prior to embedding, the plaintext crime documents are encrypted using a strong encryption
algorithm, rendering them unintelligible without the corresponding decryption key. Additionally, digital signatures or
message authentication codes (MACs) are employed to verify the authenticity and integrity of the transmitted document

I. INTRODUCTION

In the realm of law enforcement and crime investigation, ensuring the confidentiality and security of sensitive
information during transmission is crucial. Conventional methods of data transmission often lack robustness against
interception and unauthorized access. To address this challenge, the proposed approach leverages image steganography
techniques for secure transmission of confidential crime documents.

Steganography is the art of concealing information within seemingly innocuous cover media. By embedding
textual crime documents into digital images, the existence of concealed information is obfuscated, making it difficult
for adversaries to detect. This technique involves encoding the plaintext documents into the least significant bits (LSBs)
of selected pixels in the image.To enhance security, cryptographic techniques such as encryption and authentication are
integrated into the steganographic process. Before embedding, the crime documents are encrypted using a strong
encryption algorithm, rendering them unintelligible without the decryption key. Digital signatures or message
authentication codes (MACs) are employed to verify the authenticity and integrity of the transmitted documents, further
enhancing security.

Advanced steganographic algorithms such as adaptive LSB substitution or spatial domain techniques are
utilized to improve stealthiness and resistance against detection. These methods dynamically adjust the embedding
strategy based on image characteristics, minimizing the statistical detectability of the hidden information.

II. WORKING PRINCIPLE
Steganography is the practice of concealing a message, image, or file within another message, image, or file in a way
that the existence of the hidden content is not readily apparent. Here's a general working principle for securely

transmitting a confidential crime document using steganography techniques:

Document Selection: Choose the confidential crime document that needs to be transmitted securely. This document
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should contain sensitive information that needs to be protected from unauthorized access.

Steganography Technique Selection: Select a steganography technique that suits your requirements. There are
various steganography techniques available, including hiding data within images, audio files, video files, or even text
documents. Choose a technique that provides a suitable balance between security and feasibility for your specific
scenario.

Embedding Process: Embed the confidential crime document within a carrier file using the chosen steganography
technique. This typically involves modifying certain bits or properties of the carrier file to encode the hidden document.
The embedding process should be carefully performed to ensure that the carrier file appears unchanged to casual
observers.

Transmission: Once the confidential document has been embedded within the carrier file, transmit the carrier file
through a secure channel to the intended recipient. Ensure that the transmission channel itself is secure to prevent
interception or tampering by unauthorized parties.

Reception: The recipient of the carrier file must be aware of the steganography technique used and possess the
necessary decryption or extraction tools to recover the embedded confidential document. They should use these tools to
extract the hidden document from the carrier file.

Decryption/Extraction: Decrypt or extract the embedded confidential document from the carrier file using the
appropriate steganography tools and techniques. This process should be performed securely to prevent unauthorized
access to the sensitive information.

Verification: Verify the integrity and authenticity of the extracted confidential document to ensure that it has not been
altered or tampered with during transmission. Compare it with the original document to confirm its accuracy.

Secure Storage: Safely store the extracted confidential document in a secure location to prevent unauthorized access.
Implement appropriate security measures, such as encryption and access controls, to protect the document from
unauthorized disclosure.

By following these steps, you can securely transmit a confidential crime document using steganography techniques,
ensuring that the sensitive information remains protected from unauthorized access or interception.

III. ARCHITECTURE DIAGRAM

The diagram you sent depicts a system for securely transmitting a confidential crime document using
steganography techniques. Steganography is a technique for hiding information within a seemingly harmless cover file,
such as an image, audio file, or video. In the context of the diagram, the confidential crime document is hidden inside a
cover file to make it undetectable during transmission.

The process begins with the client, which could be a law enforcement officer or investigator, requesting to transmit a
confidential crime document. Upon receiving the transmission request, the server acknowledges the request and
initiates the encryption process. It's important to note that the diagram doesn't show the specific encryption method
used. The confidential crime document, presumably after encryption, is then embedded into a cover file using
steganography. There are various steganography techniques, some of which modify the least significant bit (LSB) of
the cover file to embed the message data.The document, now hidden inside the cover file, is transmitted from the client
to the server.The server receives the disguised file and extracts the hidden confidential crime document. It's likely that
the server decrypts the document using the same method used to encrypt it earlier.Finally, the server retrieves the
original confidential crime document and sends it to its destination, which may be another authorized user on the
network.

Steganography offers an extra layer of security by making the confidential information undetectable during
transmission.Steganography is not a foolproof method and there are techniques to detect the presence of hidden
messages.

Overall, the system depicted in the diagram offers a two-pronged approach to securing the transmission of confidential
crime documents. Steganography helps mask the existence of the confidential data, while encryption protects the
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confidentiality of the information itself.The effectiveness of steganography depends on the chosen technique.
Techniques that embed large amounts of data may distort the cover file enough to be noticeable. Using robust
techniques and balancing data size with imperceptibility are important considerations.

Overall, the system depicted in the offers a two-pronged approach to securing the transmission of confidential crime
documents. Steganography helps mask the existence of the confidential data, while encryption (if used) protects the
identialityoftheinformationitself.
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IV. METHODOLOGY
Methodology for securely transmitting a confidential crime document using steganography techniques:

Document Selection and Encryption:

Select the confidential crime document that needs to be transmitted securely.

Encrypt the document using a strong encryption algorithm and a secure key. This step ensures that even if the carrier
file is intercepted, the confidential information remains protected.

Steganography Technique Selection:

Choose a steganography technique suitable for your requirements and the type of carrier file you'll use (e.g., image,
audio, video).

Consider factors such as the capacity of the carrier file, robustness against various attacks, and compatibility with
transmission channels.

Embedding Process:

Select a suitable carrier file (e.g., an image, audio file) that will conceal the encrypted crime document.

Embed the encrypted document into the carrier file using the chosen steganography technique.

Ensure that the embedding process does not visibly alter the carrier file, maintaining its appearance and characteristics
to avoid suspicion.

Transmission Preparation:
Prepare a secure channel for transmitting the carrier file. This could involve using encrypted communication protocols,
secure file transfer methods, or physical delivery in secure storage media.

Transmission:

Transmit the carrier file containing the embedded encrypted crime document through the secure channel to the intended
recipient.

Take precautions to prevent interception or tampering during transmission, such as using encrypted connections, secure
file transfer protocols, or physical couriers for delivery.

Reception:

The recipient receives the carrier file and prepares to extract the embedded encrypted document.

Ensure that the recipient has access to the necessary steganography tools and decryption keys required to extract and
decrypt the confidential information.

Extraction and Decryption:
Use steganography tools to extract the encrypted crime document from the carrier file.
Decrypt the extracted document using the appropriate decryption key to recover the original confidential content.

Verification and Authentication:

Verify the integrity and authenticity of the decrypted crime document to ensure it has not been altered or tampered with
during transmission.

Compare the decrypted document with the original encrypted document to confirm its accuracy and completeness.

Secure Storage and Handling:

Safely store the decrypted crime document in a secure location, applying additional security measures such as
encryption, access controls, and backups.

Implement secure handling procedures to prevent unauthorized access, disclosure, or loss of the confidential
information.

Documentation and Audit:
Maintain detailed records of the transmission process, including the steganography techniques used, encryption keys,

transmission channels, and recipient information.

Conduct regular audits and reviews to ensure compliance with security policies and identify any vulnerabilities or
weaknesses in the transmission process.
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By following this methodology, you can securely transmit a confidential crime document using steganography
techniques, safeguarding the sensitive information from unauthorized access or interception.

V. EXPERIMENTAL RESULT

1. STARTING SERVER

= B stegnography 7 master Current File H & Q&

Project @ file_encryption.py = decrypted filetx @ Isb_stegno.py ® Serverpy
v (3 stegnoaranhv a1

Dlag = cawindows\system3z\emde X 4 v

@

@ clier Microsoft Windows [Version 10.0.22631.3447]
(c) Microsoft Corporation. All rights reserved.

C:\stegnography>python Server.py
Server is listening...
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Process finished with exit code
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2. STARTING THE CLIENT

B = B stegnography 7 master Current File H & o
4 &

= 2gno.py ® Serverpy

C C\Windows\System32\cmd.e X + v S IE RSO 0Py kAR
; ; ; ai

< Microsoft Windows [Version 10.0.22631.3447]

. () Microsoft Corporation. ALl rights reserved.

| C:\stegnography>python Server.py

. Server is listening...

¢ Connection from ('127.0.0.1', 11578) Microsoft Windows [Version 10.6.22631.3447]
(c) Microsoft Corporation. All rights reserved.

7 C\Windows\System32\cmd.e X +| ¥

C:\stegnography>python Client.py
AES_Key: b'\x¥7\x86\xc9m<p\xcc\x85\xa2r\xafhS"\x05A\xd3\xcd\xd3W\xdb\xbaIn\xe®\x83\xc9\x16R\xbd,\x9c"
Running on local URL: http://127.0.0.1:7860

To create a public link, set ‘share=True‘' in ‘launch()‘.

Encrypted fi

Keyboard interruptio main threac

Process finished with exit code ©

tegnography > @ Client.py 5221 CRLF UTF-8 ¢
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5. RECEIVED ACKNOWLEDGEMENT IN CLIENT

7 C:\Windows\System32\cmd.e X + v

Microsoft Windows [Version 10.0.22631.3447]
(c) Microsoft Corporation. All rights reserved.

C:\stegnography>python Client.py
AES_Key: b'\x¥7\x86\xc9Im<p\xcc\x85\xa2r\xafhs"\x05A\xd3\xcd\xd3W\xdb\xbaIn\xe®\x83\xc9\x16R\xbd,\x9c"
Running on local URL: http://127.0.0.1:7860

To create a public link, set ‘share=True' in ‘launch()‘.

Encrypted_file_data: 6LYHasOFJHiRbflgJxvogsyoaUKboxUCatKz3LBs10bVhaZt/TxbeUl12BGEtcGQp

encrypted_aes_key: b"\x8a\xea\xfa\xbb$\r\x1f<\xce\x8f\x19z\xf6-\x9F\xFd\x906\x1b\x0c\xF2Eb\x9c\x8dF\xaOR\xb6Z\xbF1CF\xdf\x81\x13Z | M\x81\xd0#\xal\xe8\xbFT\x
c5,\x8a2\xf6\x81F\xa8\xd2 \x00\x1d\x0bQ \x7\tHCr\x17s\xf6\xff\xfd;@~\xedXz\xf59"\x808,1\xda\xb9\xa8\x9e\x0c\xedPA\xb1\xf1\xcc\xaf\x00'5$]11\xa3)\x1d\x00\xb8
1\xf3\x1lc:\xe0)\x06v\xb6\x84\x02\x19\xe8\xca\x80\xdad\x17L}V\xd1\xe6\xed/\x89\xc5\x19X\x88\x0F\x02J\xab\x90d\x99b\x0F\x80\x82\xau$\x80\xbde\xb7\xd3\x9f\xa6\
xad\xe99E\xfa&3\x1aW\x0b\xbd\xe50>\xdc\xbd\xef\x85\xed\xff\x1bZ? ' \x97\xc9\xfbe/\x8e\x93\xea\x81h+\x9d\xF7\xfOS\x7\xe6\xbeaY0\xb6N\x13\x8d9\xb9C\x00#$\xb8\x
0b\xde\x07\xf8n\xF2\xaf\x82\x82\xdc\xd69\xedn\x00W\xF7/!\x00\x88\xcc\xe8\x9f=\xa0<\xbe\x83s\xb3\xc1lAW\x02\x18\x1la\xea\xc7\x9cZe"

Encrypted file has been sent to server!!.

B03IAM o

[ 1}
Em Q Search 412372024 =

6.RECEIVED ACKNOWLEDGEMENT IN SERVER

7 C:\Windows\System32\cmd.e X + v

Microsoft Windows [Version 10.0.22631.3447]
(c) Microsoft Corporation. All rights reserved.

C:\stegnography>python Server.py

Server is listening.

Connection from ('127.6.6.1', 11578)

encrypted_aes_key: b"\x8a\xea\xfa\xbb$\r\x1f<\xce\x8f\x19z\xf6-\x9f\xfd\x906\x1b\x0c\xF2Eb\x9c\x8dF\xaOR\xb6Z\xbf1CF\xdf\x81\x13Z | M\x81\xdo#\xal\xe8\xbfT\x
c5,\x8a2\xf6\x81F\xa8\xd2 \x00\x1d\x0bQ \x7\tHCr\x17s\xf6\xff\xfd;@~\xelXz\xf59"\x808, 1\xda\xb9\xa8\x9e\x0Oc\xedPA\xb1\xf1\xcc\xaf\x00'5$]11\xa3)\x1d\x00\xb8
1\xf3\x1lc:\xe0)\x06v\xb6\x8U\x02\x19\xe8\xca\x80\xdal\x17L}V\xd1\xe6\xed/\x89\xc5\x19X\x88\x0f\x02J\xab\x90d\x99b\x0+\x80\x82\xal$\x80\xble\xb7\xd3\x9f\xa6\
xad\xe99E\xFfa&3\x1aW\x0b\xbd\xe50>\xdc\xbd\xef\x85\xed \xfF\x1bZ? ' \x97\xc9\xFbe/\x8e\x93\xea\x81h+\x9d\xf7\xfOS\x7F\xe6\xbeaY0\xb6N\x13\x8d9\xb9C\x00#$\xb8\x
0b\xde\x07\xf8n\xF2\xaf\x82\x82\xdc\xd69\xedn\x00W\x7/!\x00\x88\xcc\xe8\x9f=\xab<\xbe\x83s\xb3\xc1AW\x02\x18\x1la\xea\xc7\x9cZe"

Decrepted AES key: b'\xf7\x86\xc9m<p\xcc\x85\xa2r\xafhs"\x05A\xd3\xcd\xd3W\xdb\xbaIn\xe®\x83\xc9\x16R\xbd, \x9c"

Extracted_file_data: 6LYHasOFJHiRbflgJxvogsyoaUKboxUCatKz3LBs10bVhaZt/TxbeUl12BGEtcGQp

Decrypted_Data: Hello world!!

file to be embedded in the image

File decrypted and saved.

|
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7. RECEIVED ENCRYPTED IMAGER
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VI. CONCLUSION

In conclusion, the proposed system presents a robust approach to secure file transmission within a client-
server architecture. By integrating AES and RSA encryption algorithms with LSB steganography, the system ensures
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confidentiality, integrity, and covert transmission of sensitive data. AES encryption provides strong cryptographic
protection for the files, while RSA encryption facilitates secure key exchange between the client and server. LSB
steganography adds an additional layer of concealment by embedding encrypted data within carrier files, enhancing the
security of transmission. However, it's essential to consider performance implications, key management, and
steganalysis techniques to ensure the effectiveness and reliability of the system. Overall, the proposed system offers a
comprehensive solution for secure file transmission in networked environments.
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