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ABSTRACT: Unmanned aerial vehicles (UAVs) networks have not yet received considerable research attention.
Specifically, security issues are a major concern because such networks, which carry vital information, are prone to
various attacks. Cyber Physical Systems (CPS) play an important role in providing critical services in industries such
as: autonomous vehicle systems, energy, health, manufacturing, etc., by integrating computation, physical control, and
networking. Most of these systems are not only cyber-physical, but also operate in a safety-critical application where a
failure or malfunction could result in damage or even loss of life. An Unmanned Aerial System (UAS) meets the
requirements of a CPS and safety-critical system with its dependence on wireless communication, sensors, and
algorithms that work synergistically to perform its functionality. Innovation technology has followed the paradigm of
enhancing performance as a main priority, with security as either an afterthought or not considered at all, causing a lack
of security against cyber-attacks in most UAVSs. In the past UAVs have expensive, heavy, and most commonly used by
the military, however, cost, size, and weight have decreased drastically, while their capabilities, attributed to
technology, have increased substantially.

I. INTRODUCTION

Technological advances are rapidly increasing in unmanned systems and secure solutions must keep-up with
the technology to maintain safety and assurance. The increased interest in UAS due to semi and fully autonomous flight
has benefited the civilian and military community and lead to increased efforts to incorporate UASs into industry [1]
[2]. The shift of control from a human pilot to an automated, computerized autopilot has tremendous advantages;
however, the dependence on embedded electronics exposes UASs to new threats of cyber-attacks. The cyber threats to
UASs are becoming more evident and research in the area of securing safety-critical CPSs is increasing [3] [4]. Current
research is focused on creating attack assessments and discovering vulnerabilities [5] [6], but has not significantly
addressed detection and prevention of cyber-attacks on UASs, and more specifically the UAS Flight 3 Control System
(FCS). Information for environmental monitoring, emergency, rescue and recovery operations, and disaster assistance.
Setting upan ad-hoc network consisting of UAVs is very challengingbecause they differ from mobile ad-hoc networks
(MANETSs)and vehicular ad-hoc networks in terms of mobility, connectivity, routing, services, and applications. A
survey has been conducted on cyber-attack vulnerabilities and defenses for flight control systems [7].

11. BACKGROUND AND RELATED WORK

2.1 Vulnerabilities of a generic CPS

A vulnerability can be defined as a weakness or flaw in the system which an exploit can take advantage of to
perform malicious activity. The vulnerabilities of a CPS can vary depending on the application. To characterize the
vulnerabilities that exist in a CPS, a taxonomy of vulnerabilities was developed as shown in Figure 1. Although it is not
a complete taxonomy listing all vulnerabilities in a CPS, it can be generalized to apply to most systems. The taxonomy
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does not differentiate between deliberately and non-deliberately created vulnerabilities, as it demonstrates where a
vulnerability is created in a general manner. Who created the vulnerability and for what purpose can be considered
irrelevant for the purposes of this work.

Manual Overrida tafety Switch
“-r F 5 —J"I—" : —,r"—i- Actuators
safety Pilot Processor
Y
SEn50rs — Autopilot (Main Processor)
1 |
MU Firmware
L | Control Navigation
' Ges ' algorithms algorithms
w
B ’ Communications, S
Baro | Sensor /0 and Data d 2 E GLS
: >._"||r Processing Storage i), a L5 {Operataor)
Commands 24u ? !
LR} _'J

Power System

Figure: 1 manual diagram of Cyber-Attacks in UAV Networks

2.2 Network Attacks

UASs typically use wireless communications links for command, control, and communications (C3). The C3
link allows a GCS operator to send navigational commands to change the vehicles flight path, altitude, airspeed, and
etc. as well as receiving system status and health information from the vehicle. The data communications link, if
applicable, allows the real-time transmission of data gathered by the vehicle (e.g. video) to be sent to the operator or
other entities. Usually, the data communications link does not affect the operation of the vehicle meaning that it is not
safety-critical, although interrupting it may effectively cause a Mission Envelope Failure. Small, low-cost, COTS UASs
were not historically designed with the consideration that the wireless communication channel would be a vulnerability
since they were considered to be used as a hobby. It has become evident, however, that the vulnerabilities in UAS
communication links can be exploited. With UASs becoming more popular, the use of new, low cost, small,
lightweight, and fast encryption capabilities will reduce the probability of wireless security problems.

111. PROPOSED METHOD

3.1 Detected cyber-attack
e GPS Spoofing
Interest in detecting GPS spoofing has increased in the past decade, leading to the development of techniques
applied to GPS signal characteristics, including the position solution, Doppler shift, and SNR. A method is developed
in that uses a reference receiver to compare the cross-correlation of the C/A and P(Y) codes. By isolating the P(Y)
code, a large correlation can be observed in a non-spoofed signal.
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Figure: 2 set of cyber attacks

e In Proposed System, a set of detection and response techniques are proposed to monitor the UAV
behaviors and categorize them into the appropriate list (normal, abnormal, suspect, and malicious)
according to the detected cyber-attack.

o | focus on the most lethal cyber-attacks can target an UAV network, namely, false information
dissemination, GPS spoofing, jamming, and black hole and gray hole attacks.

e Extensive simulations confirm that the proposed scheme performs well in terms of attack detection
even with a large number of UAVs and attackers since it exhibits a high detection rate, a low number
of false positives, and prompt detection with a low communication overhead.
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Figure: 3 display of Security Monitor

Attack detection even with a large number of UAVs and attackers. It exhibits a high detection rate, a low number of
false positives, and prompt detection with a low communication overhead.
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IV. RESULT AND DICUSSION

Which satisfies the requirement of delay-sensitive applications. Such efficiency is attributed to community of
trusted UDAs: all the UAVS, in the hierarchical scheme, have the ability to run an intrusion detection agent (UDA) and
monitor their neighbors. However, when the UAV is suspected to be malicious, it cannot play the role of UDA.
Therefore, only a community of trusted UDASs carry out the intrusion monitoring and detection, thus reducing the time.
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Figure: 4 detecting malicious UAVS.
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Global Positioning System has slowly evolved to the point where it is the most widely used positioning system
in the world. Aircrafts, Ships, Missiles, Cars and UAVs rely on the positioning provided by this system to make
their next move. In a world where GPS is vital and in fact the most revolutionary positioning method

V. CONCLUSION

UAV that directs its weapon against a friendly resource, jamming, bad- and good-mouthing. In this detection
framework, the authors proposed a set of rules related to the attacks to model a normal UAV behavior. According to
their simulation results, their detection system exhibits a low false negative. However, the false positive is higher (equal
to 7%).In this paper, we have taken the challenge of securing an UAV network by proposing a hierarchical intrusion
detection and response scheme, which orchestrates the intrusion detection, decision, and categorization mechanisms
cooperatively between UAVs and ground stations to detect and eliminate security threats that may disrupt the network.
To model a normal UAV behavior, a set of detection rules related to each cyber-attack is proposed. Furthermore, at the
ground station level, SVM-based anomaly detection is used to verify the attack detected by UAV agents; node
assessment and UAV’s categorization (normal, abnormal, suspect, and malicious) are developed. | have analyzed the
performance of our scheme using NS-3, and showed that it exhibits a high-level of security with a high detection rate
(more than 93%) and low false positive rate (less than 3%), and facilitates prompt detection with a low communications
overhead, as compared to current state of the art. Our future direction is to embed our scheme in a fleet of a dozen of
Parrot drones.
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