
 
 

 

 

Volume  9, Issue 5, May  2021  



International Journal of Innovative Research in Computer and Communication Engineering 

                      | e-ISSN: 2320-9801, p-ISSN: 2320-9798| www.ijircce.com | |Impact Factor: 7.488 | 

  || Volume 9, Issue 5, May 2021 || 

    | DOI: 10.15680/IJIRCCE.2021.0905230 | 

IJIRCCE©2021                                                      |     An ISO 9001:2008 Certified Journal   |                                                    5831 

 

 

 Secured Image Sharing and Privacy 

Preserving in Social Network 
 Neha K. Chede, Prof. S. V. Dhopte 

PG Student, Dept. of I.T., PRMIT&R Badnera, Sant Gadge Baba Amravati University, Maharashtra, India 

                  Professor, Dept. of I.T., PRMIT&R Badnera, Sant Gadge Baba Amravati University, Maharashtra, India 

 

ABSTRACT: Since the development of social media technologies and its extensive use in the modern age, sharing of 

photos has become a common and popular way to the users to maintain connections with friends, families and groups. 

There are many social networking applications that provide the facility of uploading and sharing of photos. However, 

there are several privacy concerns related to the use of social networks particularly in sharing of photos and controlling 

who has rights to access them. There are chances that users may unintentionally expose the photos to the users or 

groups who are not authorized access them. Many social networks generally offer privacy protection schemes with 

response to the users demand but they are very primary in nature, complex to use, and provide a very limited degree of 

control over uploaded data. Furthermore, the users of the applications need an appropriate understanding to identify 

their privacy preferences in photo sharing services. The proposed project work aims to develop a group-based scheme 

to preserve the privacy in sharing the photos. The pictures shared in one group of users are made inaccessible to the 

other groups. Moreover, the application also aims at generating secret keys while uploading, sharing and viewing the 

photos. The owner of the secret key and belonging to a particular group is able to access the photos and not the photos 

of the other groups, thereby preserving the privacy of the photos for that specific group. Similarly, while storing the 

photos on the server space they are encrypted using standard encryption algorithms. 

 

 

KEYWORDS: Social Network, privacy preserving, photo sharing, secret key, encryption, AES 

 

I.INTRODUCTION 

 

Online social media [1] has enabled people to interact with each other by uploading and sharing digital images. 

Sharing of the photos in the social networking applications has now become an essential aspect of our daily life. The 

social networking applications thrive on the contents generated by the users [2], [3]. All the images uploaded by the 

users are stored on the server storage devices. Some of the popular online social networking services for photo 

uploading and sharing are Instagram, Flicker, Pinterest, Photobucket. These applications are totally dedicated to 

uploading and sharing digital images. Such uploaded images may usually involve the user’s sensitive information, 

which means the sharing of such contents may compromise the publisher’s privacy. It has been a long active topic of 

study and research, to preserve the privacy of the data shared to the users of social media [4], [5]. 

A better aspect for a user is to hide or encrypt the sensitive information, without causing much damage to insensitive 

part of the image. Using various image processing techniques like image blurring, image segmentation, edge detection 

the images can be transformed into encrypted form so that manipulation of such images is not possible by the 

unauthorized intruders. In addition to processing images and making them difficult to decipher, they can be accessed by 

the authorized users by submitted a secret key. The users who possess the secret key are able to view or download the 

images. Most of the online social networking applications provide a privacy setting function to their users [6] but these 

settings do not suffice to the exact privacy needs of the users. A user can specify, usually based on his relationships 

with others, like his friends, relatives, and groups created by the users, which users are allowed to access the photo he 

shares. It should be noted that the photo shared by a user may relate to other users. If the sharing of such photos is fully 

controlled by one user, then the privacy of other related users may be compromised. 

 

II.RELATED WORK 

 

The author proposed a service provider assisted method to help the publisher to tune the threshold. Simulation results 

demonstrate that incorporating trust values into the photo anonymization process can help to reduce user’s privacy loss, 

and adaptively setting the threshold is necessary for the publisher to balance between privacy preserving and photo 

sharing. [4]. A mechanism has been designed to make users aware of the posting activity and make them actively take 
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part in the photo posting and decision-making paradigm for which a facial recognition (FR) system is recommended 

which can recognize everyone present in the photo.[5] The Author designed and implemented a privacy-preserving 

image-centric social discovery system to expand user’s friends with common interests effectively and securely. This 

system is deployed under modern architecture, which leverages cloud as image storage back end.[6] In this, author  

provide a method for secure and privacy friendly picture sharing through social networks, that allows users to encrypt 

sensitive regions in pictures particularly, faces in a reversible, non-intrusive way, leaving the rest of the picture 

unaltered. This way, any image can be freely published and distributed on any social network, and viewed by as many 

users as the platform allows, while the protected parts are only accessible with the corresponding key.[7] 

 

III.PROPOSED WORK 

 

                To develop a web based social network application where users can sign up and login, search for their 

friends, send and accept friend requests, create user groups, upload photos into the photo galleries and share the photos 

with the friends and the groups. While uploading each photo the system generates a secret key which is sent to the users 

before sharing the photo. The user needs to submit the secret key to access or view the image likewise the uploaded 

images are processed to hide the sensitive part of image using image processing techniques and the complete image file 

is encrypted and then stored on the server. If an authorized user tries to access the file a log would be created and stored 

into a log table.                               

 

IV.PROPOSED DESIGN 

 

                                                      
 

                                                                  FIGURE 1:- ARCHITECTURE OF APPLICATION 

 

IV. SYSTEM ANALYSIS 

 

 Systems analysis is the process of studying the procedures in order to identify the goals and purposes of the 

project. The analysis also depicts systems and procedures to achieve each activity in the project efficiently and 

effectively. The proposed project work is a Photo Sharing Social Networking Application with an emphasis on Privacy 

Preserving to its used while accessing the shared images. The system consists of various modules as described below. 

 

4.1 User Authentication Module 

 This module of the application makes a user register or signup into the system using a new registration form. 

After the registration is successful, the user credentials are stored in the database table and a secret key is generated for 

the user which is a 4-digit number. The user needs to remember the key or keep it safe at some location. This key used 

in various activities in the application like uploading the images and viewing the images by the user. The login module 

is used to login into the system using user’s credentials like emailed and password. 

 

4.2 User Home 

 The user home is group module having several sub-modules which is made available after the successful login 

of the user to the application. The sub modules are as follows. 

 

4.2.1 User Profile 

 The user can update the profile details through this module. The profile details are stored in a separate 

database table for each user. These details can be used to search a friend. Through this module user can also upload the 
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profile image which is then displayed as an icon on every page. The profile image plays a very important role in 

searching and identifying the friends. 

 

 4.2.2 Friends Management Module 

 This module helps a user to search a friend in the system. The searching can be done through a search box 

which input the name of the friends to search. The search box can also be used to enter a regular expression or context 

sensitive search parameters. This module displays all searched friends with their profile images. The user can also send 

a friend request using this module and assign the fiend to particular user group.  

 

4.2.3 File Upload Module 

 The user can update the profile details through this module. The profile details are stored in a separate 

database table for each user. These details can be used to search a friend. Through this module user can also upload the 

profile image which is then displayed as an icon on every page. The profile image plays a very important role in 

searching and identifying the friends. 

 

4.2.3.1 Image gallery module 

 This module shows all images uploaded by the user in the form of thumbnails. The images also show the 

properties with respect to their sharing in a particular group and the sharing reports when one image is shared in 

multiple groups. 

  

4.2.3.2 Image view module 

 All the shared images are displayed on the user’s home screen with an option to view them. At the time of 

viewing the image systems asks the secret key to the user and upon entering the secret key the shared image is 

displayed on the page. User can now like the image by pressing like option or comment on the image, and view the 

comments posted by other users of the group. 

 

V. CONCLUSION AND FUTURE WORK 

 

          Digital image sharing is the most common feature of almost all social networking applications. The current 

project is an implementation of a web application developed in Java/JSP to demonstrate the uploading of digital images 

in various user groups. The images are encrypted and then stored on the server. The encrypted image can be decrypted 

by the authorized user who possesses the secret key which is used to decrypt the image and then displayed to the user. 

It is concluded that preserving privacy in sharing digital images to the users of a social media application is a very 

crucial aspect. Breach in the privacy by a malicious intruder may lead to serious consequences.  

The current project work aims at preserving the privacy while sharing the image by hiding the sensitive area of the 

image and then encrypting the image before storing on the server. Although there are various methods of image 

processing like cropping the parts of image, distorting the human faces in the image, encrypting part or whole image, 

there are many aspects that can be taken into account for further development of more and more secured system. Data 

mining of the large number of images stored on popular social web site is one such, face recognition using deep 

learning and building artificial neural network like CNN can be another area for future development.  Another issue 

that can be addressed in the future study is to secure the images while they are being uploaded to the server using some 

cryptography algorithms. So that the applications would be developed with multi-layer security.  
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