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ABSTRACT: Secure authentication is essential for a banking applications running on mobile devices.Financial 
institutions are increasingly able to leverage mobile devices to empower customers to better secure online transactions, 
and to defeat malicious fraud attacks that attempt to highjack customer accounts. “The security risks of mobile devices 
are investigated focusing upon the current security challenges that mobile devices experience. Consequently, the need 
for more protection on mobile handsets is discussed. Current authentication approaches available on mobile devices are 
explored with in- depth analysis to identify the weaknesses and vulnerabilities of these approaches. This research 
presents an enhanced authentication approach for mobile devices, provides transparent (non-intrusive) and continuous 
identify verification of the user. Finally, additional techniques were discussed which aim to increase user convenience 
and stronger authentication.” 
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I. INTRODUCTION 
 
There are over 1.2 billion smartphone users worldwide.1 Individuals adopt smartphones not only to surf the Internet 

but to download and use entertainment, information, social sites, shopping, travel and banking apps [1] — among other 
things. This has led to numerous opportunities for organizations to roll out mobile applications that not only engage and 
drive loyalty but also garner additional revenue. Organizations are substantially increasing spend on mobile application 
development to help employees/customers increase their productivity while delivering a more intuitive user experience. 
[2] 

Moreover, an increasing number of individuals are using mobile applications compared with traditional 
desktop/Web-based applications. A research report from ComScore shows that apps account for a majority of 
consumers’ mobile minutes, and 80% of their media time is spent on app usage compared with only 20% on Web 
browsers. [3] Recently published data from MQA Research shows that consumer interest in mobile banking and 
payments services in the U.S. has increased significantly in the past two years. Roughly 75% of those surveyed say 
they would consider using mobile banking services if offered, compared with only 49% who expressed their 
willingness to try mobile banking services in a similar survey conducted in 2006. [4] 

Globally, banks offer a variety of mobile banking services; and those banks that do not currently provide m-banking 
services claim they plan to do so in the near future to remain relevant, according to a recent survey conducted by the 
Aite Group. [5] And according to a study from the University of Hamburg, Germany, m-banking mobile applications 
are growing exponentially; roughly 69% of banks already offer such services. [6] 

However, there is a downside to this market momentum. The MQA survey revealed that security remains a major 
concern in adopting m-banking. Approximately 72% of respondents said they worry about the security of accessing 
financial data on a mobile device. Nevertheless, 79% of respondents said they would sign up for account balance alerts 
by mobile. Our research on consumer segments reinforces the importance of security features for choosing banks that 
offer mobile banking. 
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II. RELATED WORK 
 
The aim of this research is to review different methods of authentication in mobile banking. Finally, an advanced  

authentication system that increase security required for mobile devices and the model with 2 layers of security have 
been presented. By being able to authenticate a user without their knowledge, the system can be automatically 
monitored and maintained without the user’s explicit interaction until such time that the system detects an imposter 
accessing the mobile devices.  

Below is a list of some of the common authentication methods:  
1. A PIN (personal identification number) code: it used for unlocking the smartcard  
2. An ID / password: it used for opening a session on a computer or for authenticating on the Internet  
3. An RFID card: for accessing a building  
4. A fingerprint: to unlock a door  
5. A one- time password token  
6. A USB token  
7. A facial recognition system with a webcam: it used for opening a session on the Internet  
 
The authentication process is based on a combination of one or more authentication factors. The four important 

factors to authenticate humans are:  
1. Something which user knows like a password, a passphrase, a PIN code and etc.   
2. Something which is user owns such as a USB token, a smartcard, a software token, and etc.  
3. Something which qualify the user such as a fingerprint, DNA fragment, voice pattern, hand geometry and etc.  
4. Something which can user do like a signature, a gesture and etc.  
5.  

Nowadays approaches are still focused upon PIN/passwords or fingerprint authentication which requires users to 
provide a correct PIN or fingerprint before accessing to the mobile device.  

 
In addition, when user chose to not using authentication at the first time or once the identity of the user has been 

verified at login time, the mobile system is generally made available to the user since they leave the system. This can 
be lead to high risk environment which imposter targets a post authenticated session and result in financial, private and 
sensitive information loss to the user.  

 
The aim of this research is to find an advanced authentication system that increase security for mobile banking 

system. As shown in Figure 1, the number of people using mobile is not the same in all over the world hence, the 
penetration is not too. Europe has the highest mobile penetration rate, followed by North America and Latin America 
where penetration rates exceed 100%. By our estimation, till the end of 2016, the number of mobile subscriptions will 
exceed the number of world populations with the global mobile penetration at 110% [7]. By this facts, we guess that in 
a few years every person will have at least one mobile phone. 

 
A. Authentication mechanisms:  

 Personal Identification Number (PIN) Authentication  

Preventing PIN authentication will be deployed for an unauthorized person accessing a mobile and the Subscriber 
Identification Module. Generally speaking, a mobile PIN code contains between four to eight digits. A user is required 
to enter the correct PIN code before accessing the mobile device and most of the time the user will not be required to 
re-enter the PIN until the next reboots. However, a PIN can be set to be requested again after a certain period of time 
for additional layers of authentication. For preventing unauthorized persons accessing the SIM card, a PIN code is 
needed at “switch on” or when a SIM card is inserted into a mobile phone. The mobile device would not start and the 
SIM card would not authenticate with the cellular network without a correct PIN. In the case of entering SIM PIN code 
incorrectly for three times; the SIM card will be blocked; hence, a user cannot access the mobile network. For 
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unblocking key to unlock from network operators, the user has to ask for Personal Unblocking Key.  

 Password Authentication  

Password authentication has protected mobile devices from unauthorized user access. A user have to enter the correct 
password before accessing the mobile device. Passwords can contain a string of letters, special characters and numbers, 
which can provide a large number of set of passwords in comparison to PIN. The length of a password is dependent on 
the security policy of the particular application. Nevertheless, it could be difficult to type long password on small 
keypads.  

 Recognition-based passwords Authentication  

The length of a pattern is approximately between four and nine. However, there is limitation in this method which is a 
dot cannot be used more than one time. As a result, this technique provides less number of password patterns than 
traditional PIN and password. Although these techniques are available on mobile handsets, in practice, may users do 
not utilize a PIN or password to protect their devices [8]. The lack of use of PIN or password authentication has been 
stated that because users do not confident with the protection of it considered it is inconvenient [9]. As well as, many 
users the  

one who utilize authentication do not use it properly. According to the survey [10], it is reported that majority of 
respondents use the default password that is given after initially purchasing the handset. More than one in ten 
respondents uses the same PIN across multiple devices and accounts, over half of users shared the same passwords with 
others and 15% save password information on their phone. These make the PIN/password based authentication 
technique inadequate as a protection for mobile devices [11]. Furthermore, two other authentication techniques are 
available, which are token and biometrics. Token based approach is considered which the user would need to carry 
them around with the mobile. Another issue is that if the authentication process requires the token to be placed into the 
device then it is highly probable that many users would leave it in mobile device. This can be illustrated by the use of a 
SIM card on current mobile devices. When the users do not want to use the mobile, users could remove it. However, 
removing the SIM card would be inconvenient. By utilizing contactless technology, it is possible to develop tokens that 
can be integrated within the item that users would always expect to have with them such as rings. Although this 
technique can increase user convenience over the secret-knowledge approach  

 
Fig 1. Mobile Penetration levels in different years 
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as no interaction is required. However, this approach requires the user to remember the token. The last approach to 
authentication is biometrics. This technique authenticates a user based on unique characteristics of the user such as 
fingerprint, hand and face. The biometric method does not require users to remember anything just being themselves.  

“With the evolution of mobile devices and network technology, some mobile devices come equipped with fingerprint-
reader or face recognition technology which can provide more secure authentication mechanism. However, although 
fingerprint and face recognition increased the level of security, these techniques remain point-of-entry- authenticate and 
intrusive to the user.”  

As described above it is clear that the point-of-entry authentication approach has been developed to determine 
permission over access to the device itself and provides no further protection during the usage session. However, in 
reality, the need for security will vary depending upon what the user is doing and different services and data should 
require different levels of security. Since each service carries a certain risk of misuse, this must be a factor in deciding 
the appropriate level of security.  

“If the level of security is appropriately assigned to each service so that each service or function can require a certain 
level of authentication in order to grant access to the specific service.” In this way, more critical operations could be 
assigned a greater protection and leave less risky operations to a low level of trust. As a result, an advanced 
authentication approach which is capable of continuously monitoring and authenticating a user based upon the users’ 
legitimacy is desperately needed. This can be best achieved by using non- intrusive or transparent technique; so that 
users would not be aware that authentication is taking place, avoiding the user having to stop operation in order to re-
enter a PIN for instance. 

B. Biometric  

Biometrics is quickly becoming a large part of our everyday lives. Every time we get a new passport, a photo is taken, a 
signature is used to sign off on important documents, or a fingerprint is scanned to unlock smartphone devices. The use 
of biometric technology is growing exponentially for the purpose of user authentication in industries such as 
government, retail, and now financial services. 

With the growing number of data breaches, banks are being pressured to get away from personal identification 
information and towards a more impenetrable system. A survey conducted by the Bureau of Financial Institutions 
found that 75 banks and credit unions’ losses due to data security breaches reached a total of over $2.1 million US. This 
is a significant loss that financial institutions must address in order to reduce fraud rates and protect users worldwide. 

For many years, law enforcement agencies and governments have been using biometric technology for accurate 
identification, which has proven to be extremely successful in tracking data. Biometric password management increases 
authentication accuracy by ensuring that the right person has access to the right information. 
  
Biometric technology however, does not work 100% of the time. Some iris scanners won’t work with colored contacts, 
and eyeprint ID doesn’t work if you can’t hold your mobile device still enough for the scanner. 

Apple’s Magic Toolbar is a good example of how little time and effort it takes to authenticate a user due to the fact that 
all you have to do is touch the ID pad. 
  
 Is It Secure and Safe? 
  
A main concern banks have is the threat of hackers stealing their customers’ biometric data. Biometric authentication 
protects user credentials from being stolen as each physical trait is unique to each person and cannot be shared, 
duplicated, or easily forged. 
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 The banks themselves are not keeping caches of actual fingerprints or eye patterns. Rather, they are creating and 
storing templates, or complex numerical sequences, based on a scan of a person’s fingerprint or eyeball. It is possible 
that hackers could use the biometric template to penetrate the system. As a result, some organizations are implementing 
extra safeguards. For example, some voice authentication systems prompts the user to prove it is a living customer and 
not a recording. Many eye scans require users to blink or move their eyes to prevent a hacker from using a photo to 
gain access. In addition to these safeguards, banks also need to consider multi-factor authentication for an added layer 
of security. 
MFA can be a combination of something the user knows and something the user is such as a set physiological traits that 
may include fingerprint, iris pattern, or voice recognition, that make it almost impossible to hack. 
  
Each human biometric characteristic is unique such as fingerprints, finger vein patterns, palm vein patterns, iris 
patterns, etc. Therefore, all of these modalities are hard to forge, copy, or spoof. Moreover, biometric technology is 
now more advanced with multi-factor biometric devices that are capable of capturing both fingerprint and finger vein 
images in one single scan. The use of biometrics as an alternative to passwords or in combination with passwords as 
two factor authentication is now considered the most secure form of security to prevent data breaches due weak 
passwords. 
 
A biometric-based system consists of the following five main components: data collection, feature extraction, storage, 
classification and decision. Descriptions of each component are explained below:  
• Capture component 
• Feature Extraction component  
• Storage component 
• Classification component  
• Decision component  
• Enrolment process  
• Authentication or verification process  
The design objectives of a source authentication scheme should include the following:  
Robustness of the fingerprinting method: It is what distinguishes one user from another which can be a particular 
pattern of frames. It used must be robust to efforts of a user to remove this distinguishing information.  
Collusion problem: when a group members work together to use the set of differently watermarked streams to create a 
copy of the content. This content cannot be determined to contain the fingerprint of any of those receivers collusion is 
happened [12].  
Asymmetric fingerprinting: Asymmetric fingerprinting allows the sender to identify the receiver of a recovered copy of 
data without knowing the fingerprinted data. Hereupon, the sender is not qualified of distributing the data.  
 
C. Biometric system performance  

 False Match Rate (FMR): an empirical estimate of the probability (the percentage of times) at which the 
system incorrectly declares that a biometric sample belongs to the claimed identity when the sample actually 
belongs to a different subject (impostor).  

 False Non-Match Rate (FNMR): an empirical estimate of the probability at which the system incorrectly 
rejects a claimed identity when the sample actually belongs to the subject (genuine user).  

 Equal Error Rate (EER): The rate at which FMR is equal to FNMR.  
 False Acceptance Rate (FAR) and False Rejection Rate (FRR): FAR and FMR are often used interchangeably 

in the literature, so as FNMR and FRR. However, their subtle difference is that FAR and FRR are system-level 
errors which include samples failed to be acquired or compared.  
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 False Rejection Rate (FRR) False rejection rate has been Represented the percentage of times. This error rate 
is defined as follows:  

 

 True Acceptance Rate (TAR): It is defined as 1-FRR.  
 Weighted Error Rate (WER): It is defined as the weighted sum between FNMR  

(FRR) and FMR (FAR). 

D. Biometric requirements  
1. Totality   
2. Uniqueness   
3. Perpetuation   
4. Collectability   
5. Acceptability   
6. Performance   
7. Circumvention  

 
Biometrics offer the most secure and appropriate approach compared to techniques such as knowledge based and 

token based as it does not rely upon users remembering anything. The physiological based biometric approaches 
provide stronger protection as they are very unique between users and difficult to rehabilitate. The behavioural based 
biometric techniques join to offer more phenomenal and continuous protection as they can be performed during user 
normal interaction with a device. These days, for the purposes of identification and authentication, many biometric 
techniques such as fingerprint recognition and face recognition have been implemented.  

III. PROPOSED METHOD 
 

In this paper, different biometric techniques were investigated: behavioural profiling, keystroke dynamics and linguistic 
profiling. After examine the performance of each single biometric, the final experiment has been shown these findings 
through the fusion of the three individual techniques. For single modal biometric technique, the general biometric 
authentication system is illustrated in Fig.2.  

 
Fig2: Proposed Biometric system 

Channel Manager is middle-ware software. It integrates Mobile Banking to core banking solution has been selected in 
our method. Channel Manager provides an API in form of web services to handle transactions or queries expected from 
Mobile Banking [13].  

Requests only from known entities like mobile Banking and some other applications has been accepted from channel 
manager. For each entity which wish to perform an operation, it must get registered with Channel Manager 
Application. For each entity provide a separate shared secret key. Entity will be responsible to preserve this key 
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securely, and use it to generate a checksum for every request sent out and verify checksum by Channel Manager 
Application for every request received [13]. In Channel manager there is two security layers:  

1. Authentication  

2. Authorization  

As Authentication each entity which wishes to perform an operation is registered with Channel Manager. Each Entity is 
known as Vendor. Request will be rejected if any of attributes not permitted, or request specific mandatory attributes 
are not present, or attribute specific values does not pass through basic validation checks here, Password of the Service 
is in Encrypted format  

IV. CONCLUSION AND FUTURE WORK 
 

To conclude, the research has been shown all the objectives initially set out in, with a series of experimental studies 
undertaken for the development of a multi-modal biometric technique. The full achievements are shown below:  

A full investigation of the impact of mobile phone in Mobile- Banking. A comprehensive review of biometric 
authentication techniques.  

A deep study into authenticating users based on individual and multi-level biometric technics. Finally, our proposed 
method has been discussed. Our method has been selected two parts of Authentication and Authorization. For 
Authentication, channel manager has been selected which is a middleware software. In addition, our method will 
authorize the Message format with Check sum, which is encrypted with 'SHA-256' format.  
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