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ABSTRACT: Cloud computing is well-known for delivering information technology services based on internet.
Currently, organizations are concerned in affecting their huge records and computation into cloud to collect their major
revenue. As cloud storage space is striking a choice for user in trust their data online, it comes with the safety threats
and the challenge of defensive their data from not permitted access. Many safety measures controls have been optional
by overriding bodies, industry standards etc. as strategy to be implement by cloud storage providers (CSPs) but the
complete set of controls cannot be fully implemented due to several challenges such as decreasing ease of use, less user
expediency, need of a strong infrastructure etc. Therefore, we anticipate the need to apply security based on category of
data determined by users. Data categorization provides one of the most basic ways for organizations to determine and
assign relative values to the data they possess. The process of data categorization allows organizations to categorize
their stored data by compassion and business impact in order to determine the risks associated with the data. The
proposed security system acclimates well for cloud environment and is also customizable and more reliant to meet the
required level of security of data with different sensitivity that changes with business needs and commercial conditions
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I. INTRODUCTION

The cloud storage provides the facility for user requiring mainly highly scalable storage on demand and accessible
globally. CSPs have been implementing controls to secure access to sensitive data in the cloud such as two-factor
authentication, encryption etc [5]. making access to the data more difficult for attackers.
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Encryption is an effective and widely known as the primary solution to protect data but it is not fool-proof.
Additionally, to encrypt the whole data on cloud in order to protect against unauthorized accessed will need a robust
infrastructure and is greatly expensive to be enforced [3]. Therefore, it has not been consider as the best option for
CSPs. Then again, an increase in security measures affects the usability of the data and therefore causing the system to
be shunned by users. It is known that not all data stored in cloud storage is private or confidential. Some of the data is
less important and therefore need basic protection. Most CSPs are unenthusiastic to reduce the efficiency of accessing
into cloud storages because users expect an equally efficient access into a secured data as the plain text ones. We
foresee the effort of protection based on an acknowledged security level of data determined by the users. Security levels
for data protection can be applied as an option to protect data in cloud storage [9]. There are various ways of protecting
a data such as categorizing it into several security groups having different level of protection mechanism. For an
example, in the military services, several categorizations are for each category, different level of protection is applied.
Imagine top secret assets are protected in-depth with multilayer of shields before the asset can be accessed [13].

Il. ROLES AND RESPONSIBILITY IN CLOUD COMPUTING

Authorization requires an essential understanding of the roles and responsibilities of organizations, cloud providers, and
customers. Cloud providers must have operational practices in place to prevent unauthorized access to customer data;
it’s also important to note that any compliance requirements a customer organization has must also be supported by the
provider [6]. Although cloud providers can help manage risks, customers need to ensure that data categorization
management and enforcement is properly implemented to provide the appropriate level of data management services.
Data categorization responsibilities will vary based on which cloud service model is in place, as shown in the following
figure. The three primary cloud service models are infrastructure as a service (laaS), platform as a service (PaaS), and
software as a service (SaaS). Implementation of data categorization mechanisms will also vary based on the reliance
on and expectations of the cloud provider [17].
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Fig 1.2 Cloud Computing Layer Responsibilities

Although customers are responsible for classifying their data, cloud providers should make written commitments to
customers about how they will secure and maintain the privacy of the customer data stored within their cloud. These
commitments should include information about privacy and security practices, data use limitations, and regulatory
compliance. In addition, cloud providers should make certifications and audit reports that demonstrate compliance with
standards such as the International Organization for Standardization (ISO) and controls such as the American Institute
of CPAs Service Organization Controls (SOC1 and SOC2) available so customers can verify the effectiveness of their
cloud provider’s practices [13]. Having this information will help customers understand whether the cloud provider
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supports the data protection requirements mandated by their data categorization . Customers should not migrate data to
a cloud provider that cannot address their data protection needs.

I11. RELATED WORK

Previous researches on cloud storage have emphasis on a wide range of technical approaches over the fore mentioned
concerns. Access security measures are generally considered in three steps: Authentication, Authorization and
Encryption.

Some security measure includes effort to secure access based on hardening
passwords [9]-[11]. Generating strong passwords and protecting them from getting stolen guarantees a password
security. Researchers have established that strong passwords are necessarily long, random and hard to crack but often
difficult to remember. Bang et al. suggests that security is not just a technical issue but also a behavioural issue
involving users, mostly untrained ones [12]. An authorization process ensures that a person has the right to assess a
certain re-sources and limits of the access unknowing of other user information. Users may have access but have a
specific role or authority to do something within their scope. A paper suggested an authorization model suitable for
cloud services that support hierarchical role-based access control (RBAC), path-based object hierarchies and federation
[13] in multi-tenancy environment. These features provide a convenient authorization service for cloud, especially
those using path-based patterns such as REST APIs. Although authorization usually supports high scalability, it is
believed to improve scalability and this would hopefully enable more fine grained control on the authorization
information. A comprehensive approach using encryption ranging from data-in-transit to data-at-rest have been
researched widely. Mostly developed a cryptographic cloud storage system; symmetric [14], [15] and asymmetric [16]-
[19]. It is a standard approach to apply encryption techniques into sensitive data to secure it. Encryption has always
been seen as the ultimate security measure but it also comes with a set of difficulties. Traditional encryption is done by
transferring the data files locally and decrypting it. A cryptographic cloud storage system called CS2 was amongst early
research done on applying symmetric encryption techniques that ensures confidentiality, integrity and verifiability
without being resource hungry [14].

Security Threats

Cloud storage is a service that comprises of benefits and also challenges. It inherent vulnerabilities, but these have
never discourage users from taking advantage of its functionality and flexibilities. Cloud users are data owners that
have concerns whether their data are secured and protected in the cloud. With the adoption of a cloud model, users lose
control over data security. In fact, in most known cloud storage, users are sharing the resources with other users.
Security threats are a possible vulnerability that may breach security and cause harm to a user or organization. These
threats are potential in causing adverse impact. A threat may be happening from inside or outside of an organization or
either intentional or accidental. In previous researches, it is shown many security threats are happening in the cloud.
We will review security threats happening in cloud storage in this section [2]-[6].

DATA CATEGORIZATION IN DETERMINING SECURITY LEVELS OF PROTECTION

The cloud is a multi-tenant environment, where resources are shared. Threats can happen from anywhere; inside the
shared environment or from outside of it. However, placing sensitive data in shared cloud storage is apparently risky.
Accidental or due to a malicious hacker attack, data privacy, loss or leakage and unavailable for access would be a
major security violation involving confidentiality, integrity and availability.

It is known that not all data stored in cloud storage are private and confidential. Some are
less important and therefore need basic protection. Most CSPs are unwilling to reduce the efficiency of accessing into
cloud storages because users expect an equally efficient access into a secured data as the plain text ones. We are
emphasizing on protection based on an acknowledged security categorization of data determined by the users.
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Fig. 1.3 Protection Levels

There are various ways of protecting a data such as categorizing it into several security groups having different level of
protection mechanism as shown in figure above. Security categorization is known as the process of managing and
organising security protection into levels and categories for its most effective and efficient application. A well-planned
security categorization system makes data protection easier to implement. This can be of particular importance for risk
management, legal discovery, and compliance. Assigning a security level of protection to different data categorization
in cloud storage will give different level of sensitivity to classified information.

SECURITY PROTECTION LEVELS IN CLOUD STORAGE

Security Levels Authentication Authorization Encryption

Protected Single Factor Administrator SSL-

Sensitive Multi-Factor Administrator SSL-
Secure  Data  Access | (\ES 296
Sharing

Top Multi-Factor Super Admin SSL-

Secret
Secure Data  Access Salted MD5
Sharing

Table 1.1 Security Protection Levels

In this framework, we propose three levels of security categorization s: protected, sensitive and top secret. In table
above, the security protection levels in cloud storage is briefly shown. These security protections for protected and
sensitive levels are based on existing control and measure by some known cloud storage providers.

i. Protected (Single Factor Authentication)

Protected level involves security protection for data that is for public or free distribution. Usually this includes data and
that are not critical to user needs. This categorization can also include data that has deliberately been shared to the
public for use, such as marketing material. This level of protection is provided by most cloud storage provider in the
market.

Single factor authentication usually involves single layer of security access such as password protected.

a. Authorization
A user is usually Administrators for their own data on cloud storage with privileges to create, edit and delete it.
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b. Encrypted at Rest and In Transit
A normal encryption method in a cloud storage involve protecting data in transit using Secure Sockets Layer
(SSL)/Transport Layer Security (TLS) for data transfer to create a secure tunnel protected by 128/256-bit SSL security.

ii. Sensitive (Multi Factor Authentication)

Sensitive level involves security protection for data that is classified as being of medium sensitivity including data that
would not have a severe impact on the user if lost or destroyed. Generally, this categorization includes data for non-
public view. This categorization may include corporate data as most data that are accessed frequently or in daily use
can be classified as sensitive. Multi-factor authentication such as two-step
verification or re-entering password. Some CSP has introduced password protection as the first layer of authentication
and another security codes sent to the registered mobile number or using a mobile app as the second authentication.

a. Authorization
A user is usually Administrators for their own data on cloud storage with privileges to create, edit and delete it.

b. Encrypted at Rest and in Transit

A normal encryption method in a cloud storage involve protecting data in transit using Secure Sockets Layer
(SSL)/Transport Layer Security (TLS) for data transfer to create a secure tunnel protected by 128/256-bit or higher
Advanced Encryption Standard (AES) encryption. Once it reaches the cloud storage, it is protected using 128-bit AES
encryption at rest.

iii. Top Secret (Salted MD5)

Top secret level involves security protection for data that is classified as confidential or restricted including data that
can be catastrophic to one or more user if com-promised or lost such as personal data, including personally identifiable
information such as Social Security or national identification numbers (passport numbers etc.) that will encrypted with
high digest algorithm SALTED MD5.

b. Authorization
In a top secret level, a user is a Super Admin with privileges to create, edit and delete data and but with highest level of
access.

c. Encrypted at rest, in process, and in transit

A top secret encryption method in a cloud storage involve protecting data in transit using Secure Sockets Layer
(SSL)/Transport Layer Security (TLS) for data transfer to create a secure tunnel protected by 128/256-bit or higher
Advanced Encryption Standard (AES) encryption. Once it reaches the cloud storage, it is protected using 128/256-bit
AES encryption at rest. The data in process (in-use) is protected using 128/256-bit AES encryption or SHA.

IV.CONCLUSION AND FUTURE WORK

The cloud is a mutual environment, where users are sharing the resources to store their data online. Security threats are
happening widely in the cloud. The threats includes, password cracking, inconsistent use of encryption, malware,
hardware failure, DDoS, and Man in the middle attack. CSPs have introduced obligatory security measure and controls
in undertaking these threats. Although there are many security controls built-in to protect data stored in cloud storage
but a reliable framework that have security categorization s for data stored in cloud storage has less been explored yet.
Some solutions like total encryption is known as one of the appealing solution but it is barely implemented due to the
need of a robust and costly infrastructure. Therefore, we propose a cloud storage security framework whereby the
measure and controls are done based on security categorization s. The suggested security categorization of protection
levels: protected, sensitive and top secret are worth noting as a recommended security categorization s guide. It is also
expected to help reduce and mitigate risk with the suggested technical security solutions.
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