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ABSTRACT: Reliable message transmission by multi-hoping in wireless network is developing research field. It is
very complicated if nodes travel with high speed. A wireless Network can be categorized in three ways Mobile Ad-hoc
Network (MANET), Vehicular Ad-hoc network (VANET) and Static Ad-hoc Network (SANET), in this VANET
needed enough research. VANET is having a positive technique to achieve better safety and management in road traffic
that provides several ranges of valuable facilities. The security and safety of messages is the significant need for
vehicular network. Privacy and Security of the messages are the two concerns encouraging strong vehicular network
designs. This paper shows routing protocols, and the network attacks that can be reduce the working performance of
VANET. This paper also explains comparative performance of routing protocol in existence of Sybil attack.
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I. INTRODUCTION

Vehicular Ad-hoc Networks (VANETS)[I] is a type of Ad-hoc Networks [1][2] that needed sufficient research and
development. The interaction between Vehicle Node to Vehicle Node in VANET is very stimulating because of its fast
mobility and frequent system partition. The interactions in VANETS present tougher challenges as compared to other
common Ad-hoc networks. Infrastructure free situations and sophisticated active system configuration cause
continuous network system partition. Moreover, VANETSs are frequently organized by the restriction of roadways
where houses, plants and other several obstacles influence the communication medium. There are some organizations
that are working on Intelligent Transportation Systems (ITS) development [3]. It is essential to make a VANETS
communication system that permits suitable, steady, reasonable circulation of data for better comfort. The convergence
of computing, transportation and communication technologies services and wireless that our transportations highways
and streets can be utilized for both communication and transportation activities [4]. Vehicular ad hoc network utilizes
wireless communication networks that do not need any static infrastructure. Vehicles itself is a communication node
and relays information building dynamic vehicular networks with nearer vehicles. Because of huge no. of Vehicle
nodes moving on the road and the traffic monitoring and traffic safety is a big problem that's why several
communication applications included in VANETS. These applications consists traffic monitoring, traffic safety and
unpiloted vehicle applications. These applications depends real-time communication.

In VANETS, highly dynamic vehicle nodes operate without any static server can generate a collision on wireless
medium in the communication of vehicle nodes. On the disputation medium, packet losses and delays take place
frequently. Thus, it is essential to develop a set of efficient method to communicate sensitive information in real time.
In last some years lot of work has been performed on the development of various vehicular networks protocols with
reference to real time based communication for the VANET's. In VANETS, there are two kind of communications: (1)
vehicle to vehicle (V2V) and (2) vehicle to infrastructure (V2I). Vehicles have On Board Units (OBUSs), which contains
processors, Omni directional antennas, GPS unit, and sensors for V2V communications. Vehicles also perform V2I
interactions with roadside infrastructures, which are located within a fixed distance of one another based on the
communication range of the roadside devices, also called Road Side Units (RSUs). RSUs interacts one another through
wireless medium or wired links. They can also be mobile. The V2l communications can be further explored to offer
applications i.e. Internet since RSUs can be linked to a network. The V2V communications can be utilized to forward
emergency and real-time information i.e. an accident or road traffic information so that other vehicles can take other
routes to prevent traffic congestions.
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Figure 1: Vehicular Ad hoc Networks (VANETS)
1. ROUTING PROTOCOLS IN VANET
Protocols have set of rules or agreement between two connecting devices in this way the Routing have some rules to

categories the work or route distributions. Topology based and geographic routing are the two classes of the Routing
protocols (fig. 2).
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Figure 2: Routing Protocols in V ANET

Topology-based routing is based on the information of connections that present in the network to execute data packet
forwarding. Geographic routing is based on the information of neighbour nodes location to achieve packet forwarding.
When connection information changes in a regular interval, topology-based routing undergoes from routing route
breaks.

Proactive (table-driven) [9, 10]: In this kind of routing routes are static for all communicating nodes.

Fisheye State Routing [2, 3] manages the topology map or guideline for each node and broadcasts the connection
updates for only its neighbour nodes rather than entire network. Furthermore, the updated state of connection
information may be broadcast in different frequencies for various node entries. That depends on the distance between
their hops and the position of current node. The Nodes Entries that are additional away are broadcast with inferior
incidence instead of ones that are earlier.

Reactive (On Demand)[9,11]: In this routing built a route only when it is needed for a node to interact with another
node. Routes are not static for routing.
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Figure 3. AODV route finding

AODV - Ad-hoc On-demand distance vector [11] in this routing each nodes saves the node address distribution to the
route request query (RREQ) in their routing strategy (3a). When the process stored its prior hop these phenomenon is
called backward learning. And when the process reached to the target then a reply packet (RREP) is then forwarded by
the complete route that is stored by the backward learning to the source (3b). At every stage the nodes travels through
the path, the record managed by the node would store its prior hop, which made the forward route from the source. The
query flooding and create the response is a full duplex path. After path building, nodes can manage the path as long as
the source utilizing it. When connection failure takes place because of any reason the node will be informed to the
source and will in rotate fired a different response query process to determine a new route.

Hybrid: Hybrid routing is the combination of the characteristics of reactive and proactive protocols.

111. WORKING OF VEHICULAR NETWORKS

Vehicular Networks consists several nodes, around dimensions of vehicles surpassing more than thousands of million
across the world. Today, these vehicles nodes will command an authority to maintain it that is known as local server,
every vehicle nodes can get in contact with other vehicle nodes having a dedicated short range radio signals
communication [12] with 5.9 GHz frequency in the range of 1 KM. This statement can be a Random communication
which the place that the communicated or associated nodes can progress freely, in this procedure there is no
requirement of wires needed, this kind of network communication based on ad-hoc network. The router Road Side Unit
(RSU) links the vehicle to vehicle (V2V) on the highway and links with other network devices automatically. Every
vehicle has On board Unit (OBU)[13], which links the automobile with Road Side Unit through Dedicated short range
radio signals communication, along with apparatus is Tamper Proof Apparatus [13],
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Figure 4: Architecture of VANET
V. EXPERIMENTATION AND RESULTS

This section presents the Sybil attack behaviour within VANET for AODV routing protocol. AODV routing protocol
has been selected because it performs better as compared to other routing protocols in all scenarios with availability of
attack. All the work related to simulation is performed in OPNET simulator version 14.5 [17]. Initially no. of nodes is
50, and the simulation time is 180 sec. Total 50 nodes were positioned for simulation in the terrain of 1500m X 1500m.
All nodes move arbitrarily in the terrain, which is essential for examining vehicle movement. The speed of every node
changed from 10mps to 50mps. AODV protocol is utilized for packets routing. Sybil attack was implemented for
examining the scenario in existence of attack.

A. Analysis of Sybil attack in VANET

This section gives the effect of the Sybil attacks in AODV protocol.

A. Variation in Pause Time

(a). Throughput for AODV with and without Sybil attack in variation of Pause Time.
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Flgure 5: Pause time Vs Throughput

The above fig 5 illustrates that the AODV performance with and without Sybil attacks when there is no variation in
node speed and pause time changes. Routing protocol throughput under Sybil attack is poor when the participating
nodes increases from 10 to 50 against the routing protocol which does not witness the Sybil attack.

B. Variation in Node Speed

() Throughput for AODV with and without Sybil attack in variation of Node Speed.
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Node Speed Vs Throughput

4160
4150
4140
4130
4120
4110
4100
4090
4080

Throughput

10 20 30 40 50
I—t—ﬁ«UDVW-llmttnck 4141 4115 4110 4135 4142
|—m—AODVWithout Attack | 4152 | 4130 | 4140 4138 4145

Figure 6: Node speed Vs Throughput

Fig 6 presents that the AODV performance with and sswithout Sybil attack when the pause time is constant and the
node speed changes. Then the AODV performance is lesser when it witnesses the Sybil attacks. The throughput of the
Sybil affected AODV is continuously poor when the participated nodes in the network is increased from 10 to 50.

VI. CONCLUSION

Vehicular network is a complicated network in which all nodes are mobile and move arbitrarily. The packet
transmission is a problem in this network, because the node location is not fixed. Every transmission builds a new route
for packet transmission. If attack takes place in this scenario then it spoils all communication. Several Network attack
as well as Sybil attack generates major loss in packet transmission in any network. This paper is concentrated to the
impact of Sybil attacks on the VANETs communication. There is several routing protocol for communication. After
analysis and review it is concluded that AODV routing protocol may perform better in VANET in existence of attack.
The vehicular network with AODV routing protocol in existence of attack is examined with support of OPNET
simulator. The results are satisfactory. But still enhancement in routing protocol for vehicular network is needed. In
future we will implement enhanced version of AODV with characteristic of anti-Sybil attack.
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