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ABSTRACT: As we know today our data is not safe, it becomes easy to hack anyone data. On the other side in
network security many technologies are developed to make data secure but still hackers are easily get successes in their
job. So, again by using such technologies of cryptography in network security we will try to make “Strong data
protection”. So that data can be encrypt easily but will be difficult to decrypt it. In this paper, at first we are going to
take review of such technical schemes. These schemes are none other than Rivest-Shamir-Adleman (RSA), Data
Encryption Standard (DES) and Advanced Encryption Standard (AES). Here we create one frame, that frame is called
as “Master frame” then split it into four mini frames. After these we merge above three schemes one after the other but
the sequences are different in each frame. We are encapsulate here encrypted data of each scheme, and then send back
to main frame which should be decrypted one. Whatever sizes of data are given by main frame the same size of data
will return by each frame.
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I. INTRODUCTION

Up-till now we have study various concept of cryptography which mean the process of hiding the original message.
The main aim of this paper is to introduce the new concept of security in cryptography. It will expose all such related
terms of cryptography. We proceed to revise three such schemes which is mentioned above like Rivest-Shamir-
Adelman (RSA), Data Encryption Standard (DES) and Advanced Encryption Standard (AES). Making of these three
techniques by combining them will used to offer “Strong data protection*. Combination of these make one frame that
frame is said to be security of trace or “ Master-frame* .A master — frame is breaking down into four mini frames.
Each frame we accumulate above three schemes and encrypted it. After that we provide security to this master frame by
using encryption type, number & key.

Il. REVIEW OF SURVEY

A. The Rivest —Shamir —Adleman (RSA) Algorithm:

There are number of methods/algorithms have proposed for public key system, some of them are most promising. The
Diffie and Hellman introduced a new concept in cryptography which met the requirements for public key cryptographic
systems. Such algorithm is called as “Rivet-Shamir-Adleman “(RSA) algorithm. This RSA algorithm is also called as
asymmetric key cryptographic algorithm. The RSA algorithm is a multiplication of two large prime numbers.

And the steps for calculations are below:-

. Step 1: Take two big prime numbers i.e. Rand S.

. Step 2: Multiply R and S, store it in Q.

. Step 3: Choose public key called as encryption key consider as F so it should not be factor of (R-1) and (S-1).
. Step 4: choose private key called as decryption key consider as A then the below equation is correct:
(A*F)mod (R-1)*(S-1)=1

) Step 5: Find encrypted text ET by original text OT as:

ET=0OT*"Fmod Q

. Step 6: Give encrypted text to receiver

. Step 7: Then find OT as original text by encrypted text ET as:
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OT=ET"Dmod Q

B. Data Encryption Standard (DES) :

DES is used to encrypt data in terms of blocks each of size 64 bits. Here original text of 64 bits as input which produces
64 bits encrypted text. The key and algorithm are used for encoding and decoding. There are two types of DES means
double DES and triple DES.

Also there are two attributes of cryptography: One is substitution which is called as confusion and other is
transposition which is called as diffusion. It consists of 16 steps which is said to be “round”. Every round works in
steps of above two techniques. These techniques are the primary ways of which original text are encoded to form
encrypted text. Here in first technique that is substitution, here only characters of original text are changed by other

characters, symbols or numbers. And in second technique that is transposition, it is different from first one.
Transposition performs permutation over original text after changing characters or alphabets.

Fig 1. Original text is converted into Encrypted text each of 64 bits

I

Now let us discuss such steps of DES.

Stepl: Original text of 64 bits is handed over to Initial Permutation (IP) function. First permutation is performing on
original text.

Step2: Then Initial Permutation (IP) is produces two blocks, First is Left Original Text (LOT) and Right Original Text
(ROT).

Step 3: LOT and ROT having its own key follows 16 rounds of encryption processes.

Step4: Again above two blocks LOT and ROT are combined then last permutation (LP) is performed.

Step5: At the end, encrypted texts of 64 bits are formed.

Step | (64bits) O;iainal text
Step 11

& [ Initial Permutation (1P) ]
Step 111 ¥ v

LOT ROT
Step IV v v
Rounds 16 Rounds 16
Step V v v
[ | ast Permiitation (1 P) ]
v

Step VI (64bits) Encrvoted text

Fig 2. DES steps in wide ranging level
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We can explain details of one round DES. So it can be discussed step by step.
1. Key transposition: In DES, 64 bit key input is transfer to produces 64 bit key by using 56 bit key this key is available
in every round. In each round different 48 bit key is obtained.

2. Expansion permutation: After first permutation, it was divided into two blocks LOT and ROT. Now this expansion
ROT is expanded means its increases from 32 bits to 48 bits.

3. S-Box substitution: From XOR operation, S-box accepts input of 48 bit having its key and ROT which gives 32 bit
of output by using only substitution process.

4. P-Box permutation: There are 32 bits of output in S-box and this are permuting only by using P-box. Here each bit is
replaced by another bit.

5. XOR and Swap: Until now we have seen all tasks are performed in ROT but not in LOT. So here we XOR-ed LOT
with P-box permutation. Result of this XORing produces latest ROT so that old ROT becomes new one.

C. Advanced Encryption Standard (AES):

AES is not a constitution of feistel. Half block of data is used to alter another half block of data then halve are swap.
Using substitution and permutation as an alternative, whole block of data as particular matrix in each round processes.
The key is expanded here as an input. There are four different stages which are used. Here all the operations are done in
four by four matrixes

1. Substitution of bytes: The S-box technique is used, which is same as of DES.The original text is passes to S-box and

generates new text
I:> '_:>

Fig 3. Bytes Substitution
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2. Rows shifted: In all process there were four rows and four columns. At these step first rows was remain as it is and
changes were done from second rows onwards. The very first byte that is T was shifted on right side and in same way
other bytes were also follows it.

— [

Fig 4. Shifting of Rows

W C|-|o
o<
O X</
N> | wn

O|X|m|©
o> -0
N|C|<|™

or<lwn

3. Columns mixed

4. Key addition: In the last step that is key addition, here two boxes which were same were getting Xoring and the same
third box was established.
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Fig 5. Add keys
11l. METHODOLOGY

Here we try to merge above three schemes like RSA, DES and AES in one file that file is the main file. What happen
today hackers may easily know how to encrypt the data but we will make difficult for them to access data. This process
will increase randomization. We have divided this main file into four sub parts called as mini frames. We label them as
part 1, part 11, part 111, and part IV. In each part we have taken these three schemes and try to adjust them one after the
other, Means here schemes are same but sequences are different. Suppose in first part the sequence is RSA — DES -
AES then the second part we adjust it into DES — AES — RSA, in third part it is AES — DES — RSA and in last one
fourth part it is RSA — AES — DES. Here first we send the whole data to all parts then data are arranged in above
manner. After sending the data we encrypt each scheme one by one by using proper key. Whatever the size of data we
kept in main file, the same size of data we have to send it again. Suppose if main file is of 100kb then each sub part of
that file should be of size 25kb. So after encryption of three schemes in one part the data should be of 25 Kh. same
things are happen to remaining parts of files.

1. AES 1. DES

2. DES 2. RSA

3. RSA 3. AES

1. AES 1. RSA

2. RSA 2. DES

3. DES 3. AES
Fig 6. Main File

Now point to be noted we generate one master frame inside these main file. Master frame contains all key information
which is used for encryption of each scheme. This frame having all keys with respect to their scheme and its separators.
Here this separator is used to separate the particular key information which is very must.

At last we used one transmitter. It is used to keep all input files which should be encrypted. In above figure we shown
main file that having four sub parts, three common schemes like AES-DES-RSA are used but sequences are changed
because it increases randomization. At each sequence we used one key to encrypt it. If there are four parts and in each
part having three sequences means there are total twelve numbers of sequences. So the transmitter should have data
from encrypted data one to encrypted data twelve, we can named it as el to e12. Also separators for each encrypted
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data are must to separate among all. These separators are look like underscore and number. We can explain it by using
figure below.

Encrypted data - el

Encrypted data — e2

Encrypted data — e3

Encrypnted data — e4

—_—A———A A A

Encrypted data — 5

Encrypted data — €6

Encrypted data — e7

Encrypted data — 8

Encrypted data — €9

Encrypted data - €10

Encrypted data - e11

_E—\f—\f—\f—\f—\
Y Y Y X Y X

— A A___A_A__A_A___J

Encrypted data - e12

Fig 7. Transmitter
IV. CONCLUSION

This paper has described temporarily about how cryptography works. In spite of the mathematical theory behind an
algorithm, the best algorithms are those that are familiar and well-documented. A permutation of algorithms is used to
provide “A Strong data protection. “

The RSA algorithm is the most fashionable & verified asymmetric key cryptographic algorithm. The second one was
to be called as the Advanced Encryption Standard (AES).And the third one is RC6,which is highly opposed to reverent
and linear cryptanalytic attacks, which are currently the two most selective diagnostic attacks on block ciphers. Finally,
all these three schemes are stored in one frame called

“Master Frame “which will be secured by using frame numbers, encrypted type & key.

In this way it will make our master frame secure.

For higher accessibility storage machine is capable for used.

At last we can say that security of frame or a file is known as main file.
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