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ABSTRACT:OSN is an online service that facilitating the building of social relations among people.OSNs attracted by
thousands of million people.OSN users extending their social circles by friend recommendations.During this
recommendation process they establish multihop trust chain relationship followed by 1 hop trust relationship.But
different privacy issues are raised in the recommendation process.This is happen when some OSN users will disclose
their identities and their friends information to the public.For providing a privacy,a new technique called trust based
privacy preserving friend recommendation using KNN classification(FRKC) where OSN users can find their matched
friends by applying their attributes using multi hop trust chain.
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I. INTRODUCTION

Social network is a platform to build social network or relations among people,where people can share similar
interests,backgrounds,activities etc. OSN’s helps people with an easy way of communication with others and can extend
their friends circle.Social network is a set of people connected by a set of social relationship like friendship,coworking
or information exchange.Different social networking sites are exist like facebook,twitter etc. shows how people are
connected with one another and their communications.Friend recommendations are done based on the previous existing
relationship.By satisfying various social demands OSN users can extend their social circles.But current approaches
cannot achieve a good results.In the new technique trust relationships are formed by shared social attributes.For finding
a particular user,new technique use the existing trust based friendships during friend recommendations.Traditional
recommendations approaches commonly uses yes or no answers for recommend a friend.But it shows the lower
possibility for finding matched friends.So that this type of schemes fail to extend friendship more than two hops
commonly.By using multihop chain for recommendation will increase the possibility of reaching more FOFs.New
scheme consider the privacy preservation and leakage related to identity and social attributes.

Il. RELATED WORK

Different works point out the different security breaches on the OSNs.B.Zhou.et al. consider privacy preservation in
social network data[3].In this technique ,they identify neighbourhood attacks and also they consider attack to the
identities,attributes and relationships of OSN users[18][19][3].C Zhan.et al. article[1] gives a starting point for
developing effective secure and privacy preserving OSNs.Also their work can motivate OSN developers to create
OSNs without compromising user’s security and privacy. access control mechanisms are existed in OSNs like facebook
[4].1t shows that how a model can express access control policies having rich and natural social significance.

An article by Carninati.et al. propose a different access control mechanism for information sharing sites[5].That
considers different information’s in the policy design.A game theory model for privacy management was also done
[5][6].This is for content sharing and can provide privacy for social profiles and attributes.

Different surveys describes[8][9][10] trust and reputation for online service provision and mobile adhoc
network.These service are based on current trends.Along with that Sherchan et al. describes trust management in social
networks[11].A peer to peer architecture for hectrogenious social network was proposed by Lin et al.
[12].Establishment of friend ships chains in social network are discussed in [13][14][15].Game theory related models
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are used for privacy management in content sharing[6],[7].Which is similar to the new schemes of providing privacy in
social attributes and profiles. This game theory related models [14] also provide automatic access policy generation for
users.Based on the existing friend relationships Mislove et al. in [20] discuss the inference of user profiles.

In the new scheme the concept of propagative trust is same as in [19].Along with that new technique discussed in
[24],where the scheme analyze similarity based on user’s interests and attributes.In [25] paper uses the same idea but
data mining approaches are used for input to CF algorithm to gather uses information.Using homomorphic encryption a
secure friend discovery scheme is discussed in [21].Also private matching schemes are discussed in [22],[23] papers.

I1l. PROPOSED SYSTEM

Main design goal of the scheme is to help OSN users securely establish trust relationships with strangers via multi-
hop recommendation process. By using the existing 1-hop trust relationships, the new scheme enables OSN users to
extend their social circles along with maintaining their identity privacy.

IV. ARCHITECTURE
A. Architecture
The architecture consist of central authority that stores social coordinates of users. It also provides public /private
key pairs in the system.System maintaining a trust level of users.It is a numeric value.Lowest trust level is defined
as 0 and highest trust level is defined as 1.Considering the example shown below,imagin Alice is looking for an
eye specialist on medial OSN.Then one of their close friend Bob,who worked in a hospital recently,recommends to
Alice his best friend Jude for further information.Then Alice not known Jude directly,helps her recommend an eye
specialist Mary,who is an acquaintance of Jude.That is Alice and Jude are strangers before the multihop
recommendation process,then form a trust relationship using 1 hop friends.
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B. Friendship establishment
Assuming that each OSN user’s have a certain number of trusted friends which does not reveal any secret
information.So that users can route their packet to destination via their trusted friends.Friendship establishment
leads to sharing of key between trusted users. Which help secure communication by sending messages.Based on the
message similarity,establishment process is carried out.Entire communication details held is secure.The result is
given to the server side for recommendation.All information passing to the server is in encrypted form.So that
server cannot identify the personal details and information about each user.Homomorphic encryption [16] is used
for this secure communication.

C. Friend Recommendation
Friend recommendation can be done using KNN classification[17].Which helps to maintain a trust relationship
between OSN users during recommendation process .For the working of KNN,two data set are used.One is training
data and other is test data.The algorithm tries to find that the test data belonging to which of the training
data.Instead of feature here the system considers words similarity.Checksum calculations are done using a hashing
function.At the server side checksum values are used for friend recommendation process. Based on the matching
results of social coordinates and established trust relationships, recommenders determine their recommendation
decision on whether continue to query their friends or not.

V. RESULTS

To evaluate the performance of the new scheme,facebook dataset is consider.By comparing the time and accuracy
gives the performance of the new scheme.In fig.1shows along x axis the message dataset size and along the y axis the
time required to perform the friend recommendation are plotted.Below figure shows that the time required for the new
methods is very much smaller than the old method.
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Figure:1

In fig.2 shows that, along x axis message dataset size and in y axis accuracy of friend recommendation in percentage.
The below fig. shows that as message size increases accuracy is increased in both method.But new method accuracy is
more than old method.
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V1. CONCLUSION AND FUTURE WORK

The new technique produce a privacy-preserving trust-based friend recommendation scheme for online social
networks,which enable two strangers establish trust relationships based on the existing 1-hop friendships. Giving
reliability to the system is considered for future enhancement.
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