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ABSTRACT: Cloud computing enables the users to remotely store their data in a server and  provide services on-
demand. Cloud storage is the best way to handle our information securely. Data security and privacy are  the critical 
issues.  There are many encryption technologies used to share data securely. One of the best ways  is CP-ABE is to 
solve challenging problem of secure data sharing scheme in cloud computing. Only authorized users are able to encrypt 
and decrypt data. Each user has the set of attributes. The layered access structure are integrated into single access 
structure .The hierarchical files are encrypted with integrated access structure. Ciphertext time cost of encryption is 
saved. Final Implementation gives that linearly increasing the encryption and decryption time as number of attributes 
are increased. In this paper an efficient file hierarchy attribute based encryption scheme is proposed. 
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I. INTRODUCTION 
 

Cloud Computing offers new ways to provide useful services on demand at a much cheaper make-up. The technology 
is ever developing and there are many cases of ongoing research to further improve this technology which inevitably 
will change the way businesses operate forever and provide many new opportunities for organizations alike [1]. 
    Online data sharing has become a new “pet”, such as Facebook, MySpace, and Badoo. Meanwhile, cloud computing 
[1]–[5] is one of the most promising application platforms to solve the explosive expanding of data sharing. In cloud 
computing, to protect data from leaking, users need to encrypt their data before being shared. In the cloud computing 
environment, the Cloud Storage Providers (CSPs) o�er paid storage space on its infrastructure to store customers’ data. 
    Here let us take the personal health record (PHR) for example [6]. To securely share the PHR information in cloud 
computing, a patient divides his PHR information M into two parts: personal information m1 that may contain the 
patient’s name, social security number, telephone number, home address, etc. The medical record m2 which does not 
contain sensitive personal information, such as medical test results, treatment protocols, and operation notes. Then the 
patient adopts CP-ABE scheme to encrypt the information m1 and m2 by different access policies based on the actual 
need. For example, an attending physician needs to access both the patient’s name and his medical record in order to 
make a diagnosis, and medical researcher only needs to access some medical test results for academic purpose in the 
related area, where a doctor must be a medical researcher, and the converse is not necessarily true.  
    The main purpose of attribute based encryption  is to protect data from leaking, users need to encrypt their data 
before shared. An e�cient algorithm is developed to encrypt and decrypt file. This algorithm extracts encryption time 
and decryption time. The scope of this project is to encrypt and decrypt the file and observe the respective time .This 
project can work as a base for future improvements in the field of attribute based encryption in cloud computing.  
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II. RELATED WORK 
 
In [7] Sahai and Waters proposed fuzzy Identity-Based Encryption (IBE) in 2005, which was the prototype of ABE. 

Latterly, a variant of ABE named CP-ABE [8], [9], [10], [11] was proposed. In these schemes, a ciphertext is 
associated with an access policy and the user secret key is associated with a set of attributes. A secret key holder can 
decrypt the ciphertext if the attributes associated with his secret key satisfy the access policy associated with the 
ciphertext. In [12] author proposed the first notion of hierarchical encryption scheme, many hierarchical CP-ABE 
schemes have been proposed. For example in  [13] author proposed a hierarchical ABE scheme by combining the 
hierarchical IBE [12] and CP-ABE. In [14] author proposed hierarchical ABE scheme. Later, in [15] author gave a 
hierarchical ABE scheme, while the length of secret key is linear with the order of the attribute set. A ciphertext policy 
hierarchical ABE scheme with short ciphertext is also studied in [16]. In [17] author proposed an online/offline ABE 
scheme to improve the speed of key generation and encryption, where each computation work in the two processes is 
split into two phases: offline phase (a preparation phase) and online phase.  

III. BACKGROUND 
A. Definitions 

1. Access structure 
Let {P1,...,Pn} be a set of parties. A collection A � 2{P1,...,Pn} is monotone if �B,C: ifB ε A and B � C then 
C ε A. An access structure (respectively, monotone access structure) is a collection (respectively, monotone 
collection) A of nonempty subsets of {P1,...,Pn}, i.e., A � 2{P1,...,Pn}\{ϕ}. The sets in A are called the 
authorized sets, otherwise, the sets are called the unauthorized sets. 
 

2. Bilinear maps 
Let G0 and GT be two groups of prime order p. The generator of G0 is g. A bilinear mapping e : G0×G0 → GT 
satisfies the following properties: 
• Bilinearity: For any u,vε G0 and a,bεZp, it has e(ua,vb)=e(u,v)ab 
• Non-degeneracy: There exists u,vε G0 such that e(u,v)≠1. 
• Computability: For all u,vε G0, there is an efficient computation e(u,v) . 
 

3. DBDH Assumption 
A challenger chooses a group G0 of prime order p based on the security parameter of system. Let a,b,cεZp be 
randomly chosen and g be a generator of G0. With (g,ga,gb,gc), the adversary must distinguish a valid tuple 
e(g,g)abcε GT from a random element R ε GT. An algorithm B that  
outputs a guess μ ε{ 0,1} has advantage ε in solving DBDH in G0 if (1) was satisfied [31].  
[Pr[B(g,ga,gb,gc,T =e(g,g)abc)=0] −Pr[B(g,ga,gb,gc,T= R) =0 ]     ≥ε 
 

B. Description of the  Proposed Algorithm: 
The proposed algorithm is consists of four main steps. The FH-CP-ABE scheme consists of four operations: Setup, 
KeyGen, Encrypt and Decrypt. It is described as follows: 
 

Step 1:  (PK, MSK) ←Setup(1κ). The probabilistic operation takes a security parameter κ as input and outputs public             
key PK and master secret key MSK. 

Step 2: (SK)←KeyGen(PK, MSK, S). The operation inputs PK, MSK and a set of attributes S and creates a secret key 
SK. 
 
Step 3: (CT) ← Encrypt(PK,ck,A). The operation inputs PK, ck={ck1,...,ckk} and a hierarchical access tree A as shown 
in the Fig. 2. At last, it creates an integrated ciphertext of content keys CT. 
 
Step 4: (cki (i ε[ 1,k])) ← Decrypt(PK,CT, SK). The algorithm inputs PK, CT which includes an integrated access 
structure A, SK described by a set of attributes S. If the S matches part of A, some content keys cki (i ε[ 1,k]) can be 
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decrypted. If it matches the whole A, all the content keys can be decrypted. Then, the corresponding files mi (i ε[ 1,k]) 
will be decrypted with the content keys by the symmetric decryption algorithm.      

IV. PSEUDO CODE 
 

Let e : G0 × G0 → GT be a bilinear map, and G0 be bilinear group of prime order p with generator g. For any k εZp 

and an attribute set S ={ S1, S2,...,SmεZp}, the Lagrange coefficient ΔK,S = Πlεs,l≠k(x − l)/(k − l). Two hash functions 

H1:{0,1}*→and H2 :{0,1}*→GT are used in the proposed scheme. An universe of attribute set is defined as  A~ ={ 

a1,...,an}. 

1. Setup(1k). The authority runs the operation which inputs a security parameter κ and chooses random numbers 

α,βεZp. It outputs PK and MSK as the formulas (2) and (3), respectively.  

PK ={G0,g,h = gβ,e(g,g)α}                                                           (2)  

MSK ={ gα,β}                                                                             (3)  

 

2. KeyGen(PK, MSK, S). The authority executes the algorithm which inputs a set of attributes  S(S �˜A) and 

creates a secret key SK about the set as the formula (4), 

Where r εZp and rjεZp are randomly chosen for each user and each attribute j ε S.  

SK =      D =gα ·hr, 

�j εS :Dj = gr ·H1(j)rj, D'
j =hrj(4) 

 

3. Assume that a data owner shares k files, i.e., M = {m1,...,mk}, with k access levels. Then, the corresponding 

content keys ck={ ck1,...,ckk} are encrypted as the following Encrypt operation. Encrypt(PK,ck,T). The public 

key PK, content keys ck={ck1,...,ckk}, and a hierarchical access tree T are taken as input. The algorithm 

outputs an integrated ciphertext CT. 

 Data owner sets level nodes (xi, yi)(i =1,2,...,k) in T, and selects k random numbers s1,...,sk in Zp. 

Then, it computes ˜ Ci and C'I for all i =1,2,...,k as the formula (5).  

Ci~ =ckie(g,g)αsi, C'i =gsi(5) 

Then, data owner computes C(x,y) and C'(x,y) for all nodes (x, y) in the set of Y as the formulas (6) 

                             And (7)    

              C(x,y) = hq
(x,y)(0)                                                                           (6) 

              C'(x,y) = H1(att(x, y))q
(x,y)(0)                                                        (7) 

 In T, letX be the set of transport nodes, and TN−CT(x, y) be the threshold gate set of transport node 

(x, y)’s children, where TN− CT(x, y) = {child1,...child j,...}. Then, data owner computes ˆ C(x,y),j 

for each node (x, y) in the set of X and all j =1,2,...as the formula (8). 
^C(x,y),j =    e(g,g)α.q(x,y)(0)+qchildj(0) 

H2(e(g,g)αq(x,y)(0))                     (8) 
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 Data owner outputs the integrated ciphertext CT as the formula (9).  

CT ={ T, Ci~ ,Ci', C(x,y),C'(x,y) ,C^ (x,y),j}                     (9) 

 

4. Decrypt(PK,CT, SK).A user needs the public key PK and SK described by S to decrypt CT. 

 If (x, y) is a leaf node, we let i = att(x, y) and define DecryptNode(CT, SK,(x, y)) as below. If i /ε S, 

DecryptNode(CT, SK,(x, y)) = null. Otherwise, the operation DecryptNode(CT, SK, (x, y)) is 

obtained by the formula (10). 

DecryptNode(CT, SK,(x, y)) = e(Di,C(x,y))/ e(D'i,C'(x,y))  

                                                             =  e(gr H1(i)ri,hq(x,y)(0))/ e(hri, H1(att(x, y)q(x,y)(0))) 

                                                             = e(g,g)rβq(x,y)(0)                                (10)  

 If (x, y) is a non-leaf node, DecryptNode (CT, SK,(x, y)) is defined as below. For all nodes z that are 

children of (x, y), it runs DecryptNode(CT, SK,z) and stores theoutput as Fz. Let S(x,y) be 

anarbitrary k(x,y) − sized child nodes set z, and then Fz = null. If the set does not exist, Fz = null. 

Otherwise, F(x,y) is computed as the formula (11), 

where S'(x,y) ={index(z):z ε S(x,y)}, i =index(z). 

 

 
           = e(g,g)r.βq(x,y)(0)                                                                                                                 (11) 

 

Then, the procedures of decryption algorithm are described as follows: 

• If the attribute set S satisfies part or the whole T, that is, S satisfies part or the whole level      nodes, e(g,g)rβsi (i ε[ 

1,k]) can be obtained by the recursive operation of the formula (12).  

               Ai = DecryptNode(CT, SK,(xi, yi)) 

 = e(g,g)rβq(xi,yi)(0) 

 = e(g,g)rβsi(i ε[ 1,k])                                                              (12)  

• Next, e(g,g)αsi can be computed by the formula (13). 

Fi = e(C'i, D) / Ai 

=  e(gsi ,gα ·gβr) / e(g,g)rβsi 
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= e(g,g)αsi (i ε[ 1,k])                                                                 (13) 

• Based on the hierarchical nodes, if S includes the lower authorization nodes, we can recursively       calculate all of 

the authorization’s level nodes with the values of transport nodes ˆ C(x,y),j  

(j =1,2,...) by using the formula (14). Therefore, F(i+1),j,...,Fk,jare obtained sequentially. That is, the values e(g,g)αsi, 

e(g,g)αsi+1,...,e(g,g)αsk are got. 

 
• Then, the corresponding content keys{cki,...,ckk} are decrypted by executing the formula (15) repeatedly. 

 
• At last, the authorized files {mi,...,mk} are decrypted with {cki,...,ckk}, using symmetric decryption algorithm. 

V. SIMULATION RESULTS 
 

To validate theoretical analysis presented in previous subsection, we implement FH-CP-ABE scheme based on the 
cpabe toolkit and the Java Pairing-Based Cryptography library (JPBC)[18] . The implementation uses a 160-bit elliptic 
curve group based on the super singular curve y2 = x3+xover a 512-bit finite field. Meanwhile, to compare experimental 
results of the encryption and decryption, we also simulate the typical CP-ABEsystem. In addition, thefollowing 
experiments are conducted by using Java on the system with Intel Core processor at 2.79 GHz and 1.96GB RAM 
running Windows XP SP 3. And all of the results are averages of 10 trials. In the simulation, the FH-CP-ABE scheme’s 
implementation adopts the improved encryption algorithm in encryption operation. In a CP-ABE scheme[14], the 
complexity of access policy associated with ciphertext impacts two aspects. The one is the time cost of encryption and 
decryption. The other is the storage cost of ciphertext. To illustrated this, we assume that a patient sets his PHR’s 
access policy with k access levels in the form of {(a1,a2,...,ai,i of i) AND ai+1 ...AND aN}(i.e., the worst situation over 
the policy), where each ai(i ε[ 1, N]) denotes an attribute. Meanwhile, the patient generates k policies based the above 
form for using in CP-ABE scheme. For example, assume that the patient shares three files, i.e., M = {m1,m2,m3}, with 
three access levels, the access policy is designed as {(a1,a2,...,ai,i of i) AND ai+1 AND ai+2} in FH-CP-ABE scheme. 
Accordingly, he should construct three access policies for CP-ABE scheme, where the policies are {(a1,a2,...,ai,i of i) 
AND ai+1 AND ai+2}, {(a1,a2,...,ai,i of i) AND ai+1}, and{a1,a2,... , ai,i of i}. The policies only contain AND gate to 
ensure that all the ciphertext components are computed in decryption algorithm.    
When this project is implemented in netbeans it shows encryption time and decryption time for existing and proposed 
scheme. The following snapshot shows the encryption time and decryption time for existing scheme and proposed 
scheme. 
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A. Snapshots 
1. Encryption and decryption time for AES. 

 
 

Fig1: Pseudo code for encryption and decryption time for AES 
 
Above figure shows the encryption and decryption time for existing scheme. In this program advanced 
Encryption Standards algorithm is used, which is 128-bit. After run this program , input.txt file encrypted and it 
requires encryption time in millisecond. It decrypted in millisecond. It will take any type of file for example 
PNG, PDF, etc. 
 
 
 
 
 
 
 
 
 
 
 

http://www.ijircce.com


 

                   ISSN(Online):  2320-9801 
           ISSN (Print) :  2320-9798                                                                                                                         

International Journal of Innovative Research in Computer 
and Communication Engineering 

(A High Impact Factor, Monthly, Peer Reviewed Journal) 

Website: www.ijircce.com 
Vol. 6, Issue 3, March 2018 

 

Copyright to IJIRCCE                                                            DOI: 10.15680/IJIRCCE.2018.0603100                                           2328                  

 

2. Encryption and decryption time for CP-ABE 
 

 
Fig2: Pseudo code for encryption and decryption time for CP-ABE 

 
Above figure shows the encryption and decryption time for proposed scheme. In this program Ciphertext-Policy 
Attribute Based  algorithm is used, which requires policy chain. After run this program, input.txt file encrypted and it 
requires encryption time in millisecond. It decrypted in millisecond. It will take any type of file for example PNG, 
PDF, etc.  

 
B. Graphs 

After  implementation of this project encryption and decryption time is calculated from that result the following 
graph of existing scheme is drawn   
X-axis: No. of bytes 
Y axis: Encryption time , Decryption time 
From encryption time and decryption time ,the graph is drawn and which is linearly increasing. 
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1. Graph for existing scheme 
 

 
Fig.3: Graph for encryption and decryption time for existing scheme 

 
2. Graph for proposed scheme 

 

 
 

Fig.4: Graph for encryption time and decryption time for proposed scheme 
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Above graphs proves, after implantation of this code , we can find that the proposed scheme improves the efficiencies 
of encryption and decryption greatly when two hierarchy files are shared. We can also find that the results are gradually 
increasing and approximately following a linear relationship with the number of attributes. When the number of files is 
fixed, the more the number of attributes is used, the more time cost of encryption and decryption in FH-CP-ABE 
scheme is saved. 

VI. CONCLUSION AND FUTURE WORK 
 
In this paper, the proposed scheme gives the encryption and decryption time which is linearly increasing as the number 
of attributes are increasing. Therefore, both ciphertext storage and time cost of encryption are saved. The proposed 
scheme has an advantage that users can decrypt all authorization files by computing secret key once. Thus, the time 
cost of decryption is also saved if the user needs to decrypt multiple files. CP-ABE an adjustment of Attribute Based 
Encryption (ABE) for the reasons for giving certifications towards the provenance the delicate information Our scheme 
also enables dynamic modification of access policies o supports efficient on-demand user/attribute revocation and 
break-glass access under emergency scenarios. From the survey we understand that some amount of work has been 
done in the field of cloud computing for several security issues. It can be applied to achieve scalable, flexible, security, 
privacy, data confidentiality and fine-grained access control of outsourced data in cloud computing. There is more 
scope for future research in the field of secure data sharing in the cloud. We proposed a scheme for efficient identity-
based user revocation in multi-authority CP-ABE. In the future, our work can be continued in several directions. 
Securely forwarding the revocation related computations to the CSP (or even to the user). The security of our 
construction is proved in the generic bilinear group model, although we believe it would be possible to achieve full 
security by adapting the dual system encryption methodology. This type of work would be interesting even if it resulted 
in a moderate loss of efficiency from our existing system.  
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