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ABSTRACT: Healthcare is one of the fields handling with most sensitive data of any individuals in the world. One 

particular trend observed in healthcare is the progressive shift of data and services to the cloud due to the availability of 

data and cost-effectiveness. Such centralization of data also brings threats to the information that has been stored in the 

cloud. In traditional electronic health records, medical-related information is usually separately controlled by different 

hospitals and thus it results in inconvenience in data sharing. Our solution for these sorts of problems is to use 

blockchain technology for secure storing of data. To provide secure access to the data i.e. access control, the data is 

encrypted before the outsourcing to the cloud through most secured encryption algorithms. 

 

KEYWORDS: blockchain; cloud computing; cryptography; centralization; data security; electronic health records; 

healthcare 

I. INTRODUCTION 

 

Cloud computing offers a chance for reducing the burden of managing large amounts of information and performing 

computations. Due to the increasing popularity of cloud computing, an oversized number of information Owners store 

their data within the cloud and it reduces cost in data management. 

 

In Cloud computing, data security is provided by following a layered approach that features data encryption, key 

management, strong access controls, and counter-intelligence. Healthcare is a data-intensive domain where an 

oversized amount of data is formed, analyzed, stored, and accessed daily. Cloud computing can play a vital role in 

improving the standard of look after patients. 

 

Facilitating data sharing, there's a desire EMRs to formalize their structure and also the design of HIS. Electronic 

Health Records (EHRs), are designed to permit patient anamnesis to maneuver with the patient or be made available to 

multiple healthcare providers. EHRs have a richer data structure than EMRs. There have also been initiatives to 

develop HIS and infrastructures that can scale and support future needs, as evidenced by the assorted national and 

international ongoing project to standardize the sharing of EHRs. Blockchain is employed to record transaction data, 

which is comparatively small in size and linear. 

II. METHODOLOGY 

 

Electronic Medical Records (EMRs) contain medical data associated with a given patient and stored by the healthcare 

provider. This provides the access and analysis of healthcare data.  Management of EMRs, early generations of Health 

Information Systems (HIS) is intended with the potential to create new EMR instances, store them, and retrieves stored 

EMRs of interest.  Health System will be a relatively simple solution, which might be schematically described as a 

graphical user interface or a web service. These are generally the front-end with a database at the back-end, during a 

centralized or distributed implementation. Patient mobility being increasingly the norm in today’s society, it became 

evident that multiple stand-alone EMR solution must facilitate the sharing of healthcare data among different providers, 

even across national borders, as needed.  

 

To overcome the safety problems that are occurred within the existing system and effectively store the info over the 

cloud we introduce this technique. Each electronic health record is encrypted with a unique key. Information user 

outsources the encrypted documents to the cloud. Information user gets the result, the proof, and public verification 

key; others can verify the freshness, authenticity, and completeness of the search result even without decrypting.  

 

Every Healthcare provider should have a unique cloud id. Then the Healthcare provider logins and loads the patient 

records. A 128 bit Key is generated for every record created using Advanced Encryption Standard (AES) algorithm. 
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Then using the key generated the patient record is encrypted and the upload request is performed. 

 

When the request is accepted then the block is created and the chain is built. Every block of data has some connectivity 

with the next block preceding one. Then the blockchain is uploaded to the cloud. If we want to download and view the 

record then Download request is performed. Then the request is verified whether it is a valid request by checking the 

requestor identities. Then the encrypted data along with key is sent. Using the key the data is decrypted and viewed 

securely. 

III. SYSTEM ARCHITECTURE 

 

The below block diagrams explains the architecture of the proposed system (Fig 3.1 Architecture Diagram and Fig 3.2 

Flow Diagram):  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 3.1 Architecture Diagram 
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Fig 3.2 Flow Diagram 
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IV.RESULT 

Our proposed system helps to store and maintain a large volume of patient records and easy to process and retrieve the 

records securely. It provides more accurate search results. By building a blockchain, it prevents data integrity attacks in 

SSE. It is suitable for large scale data and easily accessible by any healthcare provider. 

 

The signing cost per time is compared between the existing system and the proposed system in the fig.4.1 

 

 

 

 
 

Fig 4.1 signing cost vs time 

 

Both the systems are compared on the given parameter and the results are represented graphically in the following 

figure 4.2. 

 

 
 

Fig.4.2. communication cost vs size of elements 

V.CONCLUSION & FUTURE WORK 

Our application can be built as an android and iOS application so that health care providers can use the application 

easily wherever they are, using their mobile phones or any of their handhelds and it will be more than a user-friendly 

application. Building as a mobile app has a lot of benefits like faster download speed, Instant Online, and Offline 

access and Push Notifications and instant updates. It can be build using Edge Computing technology so we can bring 

computation and data storage closer to the location where it is needed, to improve response times and save bandwidth. 

The most important benefit of edge computing is its ability to increase network performance by reducing latency since 

it processes data locally or in the nearby edge data center. 
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