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ABSTRACT: Security is a basic requirement of an organization in the world to keep their information secure from 
their competitors. Secure data transmission is a critical issue for wireless sensor networks. Clustering is an effective and 
practical way to enhance the system performance of WSNs. A secure data transmission for cluster-based WSNs is 
studied, where the clusters are formed dynamically and periodically based on k-medoids style routing protocols, AES 
algorithm for data encryption and RSA for authentication. Used protocols consume smallest amount of energy and 
provide high throughput.  
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I. INTRODUCTION 
 
      A wireless sensor network is a network consisting of multiple wireless sensors, also called nodes, which cooperate 
in sensing some sort of physical or environmental conditions, such as temperature, sound, vibrations, light, movement 
etc. The individual sensor nodes are small and have limited energy, computational power and memory. These wireless 
sensor nodes are tiny devices with limited energy, memory, transmission range, and computational power. A base 
station is usually present in the network, which receives the sensor data from the sensors. Such a base station is usually 
a powerful computer with more computational power, energy and memory. In most circumstances, wireless sensor 
networks require some amount of security in order to maintain high survivability and integrity of the network. 
Several nodes may be tasked with sensing the same phenomenon these nodes may cooperate in a “cluster” where one 
node is tasked with compressing the sensor result from all the other nodes in the cluster and produce a “collective 
view” of the cluster on the situation, this is called data aggregation. 
       In wireless sensor network, collection of sensor nodes into a cluster is well-known as clustering. Every cluster 
contains a  
Leader called cluster head. A cluster head may be selected by the group of cluster. A cluster head collects the 
information from the nodes within cluster and send this information to the base station (destination).  Clustering can be 
used as an energy efficient communication protocol. The main aim of clustering is to minimize the total transmission 
power aggregated over the nodes in the selected path, and to balance the load between the nodes for extend the network 
lifetime. Cluster-based routing algorithms are growing to be an essential part of routing technology in wireless sensor 
networks on account of a form of advantages, such as larger scalability, less load,  smaller amount energy consumption. 
 

II. RELATED WORK 
 
       Barla et.al [3], proposed a technique for anonymous sharing of private data between N parties is developed. This 
technique is used to allocate these node ID numbers ranging from 1 to N and also apply encryption on private data. 
These assignments are anonymous in that the identities received are unknown to the other members of the group. 
Animosity between other members is verified in an information theoretic sense when private communication channels 
are used. This type of serial numbers assignment allows more complex data to be shared and has applications to other 
problems in privacy preserving data mining, animosity avoidance in communications and distributed database access. 
The prescribed computations are distributed without using a trusted third party central authority. Existing and new 
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techniques for assigning anonymous IDs are examined with respect to trade-offs between communication and 
computational requirements. 
Senthil Kumar et.al [1], a special sensor network, a wireless body area network (WBAN) provides an economical 
solution to real-time monitoring and reporting of patients physiological data wireless sensor networks are widely data 
applicable in monitoring and control of environment parameters. It is sometimes necessary to disseminate data through 
wireless links after they are deployed in order to adjust configuration parameters of sensors or distribute management 
commands and queries to sensor. 
 

III. PROPOSED SYSTEM 
 
        Figure1 shows the architecture of our proposed system.

 

Figure1: Shows the Architecture of our block diagram.

a) Network initialization:  
       In network initialization phase, the network owner creates its public and private keys, and then loads the public 
parameters on each node before the network deployment it consists of number nodes as packets by initializing each 
node. Figure2 shows the flow diagram of the proposed system. 
 
b) Cluster formation:  
Collection of sensor nodes into cluster is well-known as clustering. 
 
a) Enter Number of source and number of destination:  
With help of k-medoids style the labeling will be done for each cluster. 
b) Choose Source & Destination: 
Clusters are created by assigning each object to the cluster of the representative (medoids) that is closest to that object. 
c) Source Encrypts Data:   
The key has encrypted using algorithm RSA and AES 
a) Send key to destination for packet verification & encryption:  
The encrypted key sends from sources end destinations. Packets are transferred from source to destination via the 
cluster heads. At destination packets are verified. The packets which fail to get verified are discarded.Figure2 explains 
the flow diagram. 
A. K-medoids algorithm  
       The k-Means algorithm is sensitive to outliers since an object with an extremely large value may substantially distort 
the distribution of data. Instead of taking the mean value of the objects in a cluster as a reference point, a medoid can be 
used, which is the most centrally located object in a cluster. Thus, the partitioning method can still be performed based 
on the principle of minimizing the sum of the dissimilarities between each object and its corresponding reference point. 
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This forms the basis of the k-Medoids method. The basic strategy of medoids clustering algorithms is to find k clusters in 
n objects by first arbitrarily finding a representative object (the medoids) for each cluster. Each remaining object is 
clustered with the medoid to which it is the most similar. The k-Medoids method uses representative objects as reference 
points instead of taking the mean value of the objects in each cluster is the key point of this method. The algorithm takes 
the input parameter k, the number of clusters to be partitioned among a set of n objects. Using Euclidean distance as a 
dissimilarity measure, compute the distance between every pair of all objects as follows 

푑 = 	 (푋 − 푋 ) 	 								푖 = 1 … … …푛; 		푗 = 1 … … …푛																				(1) 

 
Figure1 shows the architecture of our proposed system 

 
B. RSA for key generation  
       Public key cryptography, also known as asymmetric cryptograph, uses two different but mathematically linked 
keys, one public and one private. The public key can be shared with everyone, whereas the private key must be kept 
secret. In RSA cryptography, both public and the private keys can encrypt a message. The opposite keys from one used 
to decrypt it. 
 

VI. RESULTS 
 
The menu is first created from where execution of program starts. The menu is as shown in figure 4. The Network 
Initialization is opted, and then network is initialized with 20 nodes with parameters initialized as in figure 5. 
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Figure4: Shows the main menu 

 

 
Figure 5. Network 

Initialization 

 
Figure 6: Cluster Formation 

 
Next module is cluster formation, when Cluster formation module is opted, the cluster formation is done as shown in 
figure 6. 

 
 

Figure7:  Selecting Number 
of Sources and Destinations 

 

 
Figure 8: Selecting Source 
and Destinations 

 

 
Figure 9: Data Encryption 

 
Figure 10: Packet Transfer 

 
      Packets are transferred from source to destination via the cluster heads. At destination packets are verified. The 
packets which fail to get verified are discarded 
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.Figure 11: Packet Verification Failure of Node1 

 
Figure 12: Packet Verification Failure of Node 2. 

 
VII. CONCLUSION 

 
       Cluster based routing schemes are very efficient in performance growth of WSNs. But some of the problems stated 
in wireless sensor networks are network lifetime, power consumption and security. In order to overcome these 
problems cluster network model is used.  The main objective of clustering for secure data dissemination is to increase 
the network lifetime and reducing power consumption of each node in the wireless sensor network .The cluster heads 
reduces the load by avoiding the redundant data. And also Clustering approach reduces the packet delay. It increases 
the scalability of the network by reducing the size of routing table. In this paper, we have used cluster formation 
protocol K-medoid .K-medoid protocol is more robust against the attackers. The performance of the Medoid protocol is 
better than the LEACH, HEED and K-means protocols. 
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