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ABSTRACT: As cloud computing has become prevalent data owners tend to outsource their sensitive information to
the cloud. The data have to be encrypted before outsourcing to protect the data privacy. Related works on searchable
encryption support either single keyword search or Boolean keyword search which focuses on exact keyword. It does
not support minor typos or format inconsistencies. Sorting of results is also rare. In this paper we propose secure fuzzy
multi keyword ranked search over encrypted cloud data. This scheme allows multiple keyword in the search request
and returns the documents in the order of their relevance to these keywords. A fuzzy keyword set is built from a
predefined set of words based on edit distance so that it can return the matching files or closest possible matching files.
Here coordinate matching is used based on secure inner product computation to measure similarity. The proposed
scheme is secure and privacy preserving while introducing low overhead on computation and communication.
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1. INTRODUCTION

In recent years cloud computing is gaining much popularity in IT industry. Cloud has virtually unlimited data
storage capabilities and elastic resource provisioning. Both individuals and enterprises are motivated to outsource their
data to the cloud storage server to reduce cost of management. To prevent unauthorized access in the cloud, sensitive
data should be encrypted by data owners before outsourcing to the commercial public cloud [11]; thus makes
traditional data utilization service based on plaintext keyword search unsuitable for cloud computing. Data encryption
will make effective data utilization a very challenging task as there are large numbers of outsourced data files.
Downloading all the data and decrypting locally is not practical, as it results in huge amount of bandwidth cost in cloud
scale systems. Data encryption also demands the protection of keyword privacy since keywords usually contain
important information related to the data files. Thus, exploring privacy preserving and effective search service over
encrypted cloud data is important.

In cloud computing, data owners share their outsourced data with a number of authorized users. Keyword-
based retrieval allows users to retrieve files they are interested in. Keyword-based retrieval is widely used in plaintext
search schemes, in which user can retrieve relevant files based on the keyword in the search request. However, it is a
difficult task in ciphertext scenario due to limited operations on encrypted data. The existing searchable encryption
techniques allows performing searches securely and effectively but is not suitable in cloud computing scenario as they
support only exact keyword search and does not support minor typos and format inconsistencies are not supported.
Sometimes users searching input might not exactly match those pre set keywords due to the possible typos,
representation inconsistencies and lack of exact knowledge about the data. Simple spell check mechanisms are used to
support fuzzy keyword search. However, this approach will not completely solve the problem and sometimes can be
ineffective as it requires additional interaction of user to determine the correct word from the candidates generated by
the spell check algorithm, which costs extra computation effort for the users. If a user types some other valid keywords
by mistake the spell check algorithm will not work because it cannot differentiate between two actual valid words. Due
to these new techniques that has searching flexibility which support both minor typos and format inconsistencies is
required. In this paper, we use edit distance to evaluate keywords similarity for the construction of fuzzy keyword sets
and a search scheme based on this set.
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Numerous searchable symmetric encryption schemes have been proposed to enable search on cipher text.
However, these traditional schemes enable users to securely retrieve the cipher text, but they support only Boolean
keyword search. Schemes presented in [10], [12], [13] show that they support top-k single keyword retrieval under
various scenarios. The files should be ranked in the order of relevance by user’s interest and only the files with the
highest relevance are sent back to users. Ranked search can eliminate unnecessary network traffic by returning only the
most relevant data. This ranking operation should not leak any keyword related information for privacy protection. To
improve the search result accuracy and to enhance the user searching experience, it is necessary for such ranking
system to support multiple keywords search, as single keyword search often yields coarse results. Data users may
provide a set of keywords to indicate their search interest in order to retrieve the most relevant data. Each keyword in
the search request helps to narrow down the search result further. “Coordinate matching” [14] is an efficient similarity
measure to refine the relevance of result, used in the plaintext information retrieval community widely. However, the
application of this measure in the encrypted cloud data search system remains a very challenging task because of
security and privacy reasons.

In this paper we define and solve the problem of secure fuzzy multi-keyword ranked search over encrypted
cloud data (FMRSE) while preserving strict system wise privacy in the cloud computing paradigm. Coordinate
matching specifically inner product similarity is used to quantify similarity of a document to search query. Each
document is associated with a binary vector as a sub index where each bit represents whether the corresponding
keyword is contained in the document. The search query is also associated with a binary vector where each bit
represents whether the corresponding keyword appears in this search request. Thus similarity can be measured exactly
by the inner product of the query vector with the data vector. Directly outsourcing the data vector or the query vector
will violate the index privacy or the search privacy. Thus both the data vector and query vector have to be encrypted
before outsourcing .Also, to meet the challenge of supporting minor types, format inconsistencies and multi keyword
semantic without privacy breaches we propose FMRSE using secure inner product computation, adapted from a secure
k-nearest neighbour (KNN) technique [15].

1. RELATED WORK
A. Searchable encryption

Existing searchable encryption schemes allow a user to securely search over encrypted data through keywords
without decrypting it. The first construction of searchable encryption was proposed by Song et al. [16], where every
word in the document is encrypted independently by a special two-layered encryption construction. Goh [8] proposed
to construct the indexes for the data files using Bloom filters. For more efficient search, Chang et al. [17] and Curtmola
et al. [18] both proposed a single encrypted hash table index to be built for the entire file collection. Traditional single
keyword searchable encryption schemes [6],[8],[16],[17],[18],[19] usually build an encrypted searchable index such
that its content is hidden to the server unless it is given appropriate trapdoors generated by secret key. The works [10],
[20] utilizes keyword frequency to rank results instead of returning undifferentiated results. Boneh et al. [6] present the
first searchable encryption construction, where anyone with public key can write to the data stored on server but only
authorized users with private key can search Public key solutions are usually computationally expensive. And the
keyword privacy could not be protected in the public key setting since server could encrypt any keyword with public
key and then use the received trapdoor to evaluate this cipher text. All these existing schemes support only exact
keyword search therefore not suitable for cloud computing.

B. Boolean keyword searchable encryption

Designs that have been proposed to support Boolean keyword search [21]-[26] are still not adequate to provide
users with acceptable result ranking functionality. Conjunctive keyword search returns “all-or-nothing,” i.e.it only
returns those documents where all the keywords specified by the search query appear. Disjunctive keyword search
returns only that document that contains a subset of the specific keywords. Predicate encryption schemes [24], [25],
[26] are recently proposed to support both conjunctive and disjunctive search. None of existing Boolean keyword
searchable encryption schemes support multiple keywords ranked search over encrypted cloud data while preserving
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privacy. Most of these schemes are built upon the expensive evaluation of pairing operations on elliptic curves. Such
inefficiency disadvantage also limits their practical performance when deployed in the cloud.

Fuzzy keyword set Encrypted index

I \ Cloud Server

Search request
—»
Files Encrypted files Ranked result
Trapdoor keys and decryption keys i «lr
Data owner Data users

Fig.1. System Architecture
C. Fuzzy keyword search

Kui [27] analyzed that users have various typing behaviors for keywords and are known as typos,
representation inconsistencies and typing habits. The importance of fuzzy search has gained attention in the context of
plain text searching in information retrieval community [28]-[30]. They addressed this problem in the traditional
information access paradigm for finding relevant information based on approximate string matching. This
construction suffers from the dictionary and statistics attacks and fails to achieve the search privacy. Wei [7] created k-
gram based fuzzy keyword set for W of encrypted files C and Jaccard coefficient to calculate keyword similarity. The
size of the k-gram based fuzzy keyword set depends on the Jaccard coefficient value. Jianfeng [31] discuss that the
keyword contains file sensitive information, so keyword privacy must be protected. He proposed this search using
symbol tree. The verification is done by users by checking the proof set and ID set created from index. Verifiable fuzzy
keyword search requires more space for storing the symbol tree fuzzy searchable index Peng [32] found that third party
could access files by knowing keyword search trapdoor. The process of creating fuzzy keyword index and exact
keyword index is too difficult if the database is very large.

1. PROBLEM FORMULATION
A. System model

As shown in Fig.1, a cloud computing system hosting data service is considered here in which three different
entities are present, data owner, data user and cloud server. The data can contain many sensitive information. As the
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cloud servers cannot be completely trusted to protect data, the files must be encrypted before outsourcing. The cloud
server will provide keyword retrieval service to authorized users. There is a predefined set of keywords W and a new
fuzzy keyword set F is built based on W. The data owner builds a searchable index | from F and then outsources the
encrypted index and the encrypted files onto the cloud server. The computing power on user side is limited i.e. the
operation on user side should be simplified .The data user at first generates a query and the keywords are kept
concealed for privacy reasons. To search the document collection for the given keywords, an authorized user acquires a
corresponding trapdoor T through search control mechanisms. Corresponding set of encrypted documents is returned
upon receiving T from data user after searching index I. By ranking the search result according to coordinate matching,
the document retrieval accuracy can be improved. An optional number k can be send along with the trapdoor T by the
user to reduce the communication cost, as it sends back only top-k documents that are most relevant to the query. The
data user can use the files after decrypting it.

B. Threat model

A semi trusted cloud server is considered in our model. The cloud server acts in an “honest” manner as it
follows the designated protocol specification but it is “curious” to analyze the data in its storage and search requests
from users so as to learn additional information. Care must be taken to conduct search in a secure manner, so that the
retrieval of data files reveals only little information as possible to the cloud server. In this paper ,the cloud server is
supposed to know only the encrypted data set and the searchable index both of which are outsourced from the data
owner and it is required that nothing should be leaked from the data set and index beyond the outcome and pattern of
search queries.

C. Design goals

In this paper, we address the problem of efficient fuzzy multi keyword ranked search over encrypted cloud
data. For effective utilization of outsourced cloud data, we have the following goals.1) to design a mechanism for
constructing fuzzy keyword sets which are storage efficient.2) to design a multi keyword search scheme based on the
constructed fuzzy keyword sets.3) to provide result similarity ranking for effective data retrieval.4) to meet privacy
requirements the cloud server is prevented from learning additional information from data set and index.5)to provide
low computation and communication overhead.

D. Preliminaries
e Fuzzy keyword set construction based on edit distance

In this paper we use the concept of edit distance [33] to measure keyword similarity. This technique will reduce the
need to mention all fuzzy keywords one by one and moreover the size of fuzzy keyword set is further reduced. The
number of operations required to transform one word w1 to another word w2 is the edit distance ed (w1, w2) between
two words. Mainly three basic operations are performed for transformation of one word to another. They are

1) Substitution - In a word one character is changed to another.

2) Deletion — From a word any one character is deleted.

3) Insertion — In a word any one character is inserted.

A keyword w; is given, then F denote the set of fuzzy keywords satisfying ed (w; w; ) < d for a certain integer d.

e Coordinate matching

“Coordinate matching” [14] is a similarity measure widely used in plain text Information Retrieval
community. To apply it in the encrypted cloud data is a very challenging task, due to security and privacy reasons. In
coordinate matching the relevance of a document to the query is determined by the number of query keywords
appearing in that document. In cloud computing users does not know the exact subset of the data set to be retrieved,
due to huge amount of outsourced data. Thus, it is more convenient for the users to specify a list of keywords that
indicates their interest .The users can retrieve the most relevant top-k documents with a rank order.
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e  Secure kNN computation

In the secure KNN scheme [15], to select k nearest database records, the Euclidean distance between a data
record and a query vector is used. If d is the number of fields of each record, then the secret key is composed of one
(d+1) bit vector as S and two (d+1)x(d+1)invertible matrices. At first, every data vector and query vector are extended
to (d+1) dimension vectors. Besides, the query vector is scaled by a random number. Then the (d+1) dimension query
and data vectors are split into two random vectors respectively based on the vector S. When i" bit of S is 0,then the bits
of split vectors are set as the same bit in the (d+1) dimension data vector whereas the bits in split query vector is set to
two random numbers, so that their sum is equal to that of i bit in the (d+1) dimension query vector. If the i"" bit of S is
1, the splitting process is same except that the process is switched between the data and query vector. The split data
vector pair is encrypted by multiplying them with the transpose of the matrices of the secret key whereas the split query
vector pair is encrypted by multiplying them with the inverse of matrices of the secret key .To select k nearest
neighbours the product of data vector pair and query vector pair is taken.

V. FMRSE FRAMEWORK

In our more design, first we construct storage efficient fuzzy keyword sets. Then an efficient privacy
preserving search scheme is proposed. Basically, secure KNN computation is used with more advanced design. The
dimension extending operation is preserved and in addition a new random number t is assigned to the extended
dimension in each query vector. The newly added randomness increases the difficulty for the cloud server to learn the
relationship among the received trapdoors. Also, a dummy keyword is inserted to each data vector and a random value
is assigned to it. Each individual vector is extended to (n+2) dimension instead of (n+1).The whole scheme to achieve
fuzzy ranked search with multiple keywords over encrypted data is as follows:

Build fuzzy keyword list : First create a wordlist W. Taking each word w; in the word list, create a set of words w;’
satisfying ed(w; w; ) < 1 and place that in fuzzy word set F. For example, the following is the listing variants after a
substitution operation on the first character of keyword CAST: {AAST, BAST, DAST, - - - YAST, ZAST}. Combine
the words in the wordlist W and fuzzy set F and create a new fuzzy word list N. Based on the new list N the following
operations are performed.

Setup :The data owner will generate an (n+2) bit vector randomly as V and two (n+2) x (n+2) invertible matrices
{M1,M2}.Now this will be the secret key S.

Build Index: The corresponding document and secret key is given as input to this module. The owner generates a
binary data vector B; for every document D;, where each binary bit in B; represents whether the corresponding keyword
in document D; is in the new fuzzy word list N. The plain text sub index B, will be generated by implementing
dimension extending and splitting procedures in B; It’s similar to secure kNN computation except that (n+1)" entry in
B, is set to a random number and (n+2)" entry is set to 1.By splitting B, as in secure kNN we get B, and B, . The sub
inde%< Xi is generated by multiplying the split vectors with the transpose of matrices M1 and M2. Thus X; = {M1'B,’
M2"B,}.

Trapdoor: Here n keywords is given as input in Wy .A binary vector Q is generated where each of binary bit represent
whether the keyword is present in the new fuzzy keyword set N.Q is extended to (n+2) dimension vector Q, .In Q, the
(n+1)" bit is set to 1 then its scaled by a random number r where r # 0, after which it’s extended to (n+2) dimension
with another random number. Again we apply the splitting operation as in secure KNN computation to get Q, ‘and Q..

Then trapdoor T is generated by multiplying the split vectors with the inverse of matrices M1 and M2. Thus trapdoor T

={Q,/ ML, Q/M2}.
Rank: With the trapdoor T, the cloud server will compute the similarity scores of each document D; as X;.T. Similarity

score will have a larger value if the query keywords are in a document. The documents will be ranked based on the
similarity score. Top-k documents will be returned to the user where k is specified by the client.
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V. SIMULATION RESULTS

An experimental evaluation of the proposed technique is performed on real world documents. The
experimental system is implemented by Java language with Intel Core i5 Processor, 2.30GHz, 4 GB RAM.

First we randomly select different number of documents and form different data sets. Then a query is given to
each data set and the execution time for score calculation is noted for each data set. Here, the number of query
keywords is kept constant as 2. The corresponding graph is illustrated in Fig.2. Next we can determine the effect of
query keywords on the execution time by keeping the number of documents in the data set constant. Here the number
of documents in the data set is kept as 5.Then the execution time for score calculation is determined for different
number of query keywords. Fig .3 illustrates the corresponding graph. From both the graph it is clear that the execution
time increases as number of documents in the data set and/or the number of keywords in the query increases.

W 300 2.5
= —a—a—a—N 2
€
< 200 15
o » -1 . .
g T 100 —&— Execution time
= - 0.5

(8)
s g 0 0 —— Query keywords
3 2 3 5 7 10
%
w No. of documents in the data set

Fig.2. Execution time graph for different number of documents in data set
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Fig.3. Execution time graph for different number of query keywords

VI. CONCLUSION

In this paper, we propose the method of secure fuzzy multi keyword ranked search over encrypted cloud data
for efficient utilization of remotely stored encrypted cloud data. An advanced technique is designed to construct fuzzy
keyword set based on similarity metric of edit distance. Based on the fuzzy keyword set an efficient privacy preserving
keyword search scheme is proposed. The efficient similarity measure of “inner product computation” is used to capture
the relevance of outsourced documents to the query keywords. Top-k documents are returned to the user based on
similarity score, where k is specified by the user. The proposed solution is secure and impose low overhead on
computation and communication.
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