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ABSTRACT: The packet classification is the process of classifying packets into “flows” in an internet router. The 
packet classification is done with respect to the predefined rules. Many schemes are proposed for the packet 
classification. Some schemes are packet classification by using signature tree, packet classification by using BCAM, 
Packet classification by using TCAM[2] etc. The rules are defined by using the contents are present in the source part 
of the packet. In this paper we proposed the packet classification, data routing, and anomaly detection. The first step is 
in this paper is the packet monitoring and packet classification. It is based on the predefined rules. The second step is 
the data routing in this broadcast the all active nodes. The final step is the anomaly detection; it is the process for find 
out the bouncing packets. The message transfer protocol defined the proposed protocol standard on multicast routing. 
The socket communication is used for the message transfer protocol. The sockets are the network socket and it is an 
endpoint of a connection across a computer network. 
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I. INTRODUCTION 
 

 The use of internet is spread all of world. Most of network application requires the best packet classification 
mechanism. According to the rule based packet classification, it returned the best matched rules. The objective of this 
paper is “Packet classification based anomaly detection in message transfer protocol”. The rule based packet 
classification is used for this paper. For this purpose we define the predefined rules. The main fields of the rule set are 
IP address, port number, protocol type etc. The anomaly detection is proposed by data routing. In the data routing the 
main operation is broadcasting the data. Many types of algorithms are used for data routing .Such as static routing, 
dynamic routing, flood search routing, deflection routing. In this paper we used the ALERT routing algorithm for data 
routing. 
The main contribution of this paper is show as follows 

1) It model packet classification based on the predefined rules. 
2) It model data routing for broadcasting the data. 
3) It models an anomaly detection mechanism. 

II. RELATED WORK 
 

Many schemes have been proposed to address the problem for best match packet classification. Such as decision tree 
based scheme [3][4],signature tree based scheme[1][5],TCAM based scheme[2]. 
The decision tree based scheme is one of the best match packet classification schemes. Decision tree based packet 
classification algorithms focus on two aspects. The first aspect is how to select the cut dimension and the second aspect 
is how to decide the cut-point for dividing the address space into subspaces. There are two main methods for pick up 
the cut dimension: select a single cut dimension at a time and select multiple cut dimensions at a time. When choosing 
a single cut dimension, the height of decision tree is usually higher than that by choosing multiple cut dimensions. But 
the node structure size is smaller because of choosing the multiple dimensions needs to keep more information. 
The signature tree based scheme is another method for the best match packet classification. Signature tree is the data 
structure for store strings in the encoded classifier. In the signature tree the hash table contents can be splits in to certain 
amount of packets. All receiving node can split the content into specified number of packet. At the receiver side the 
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contents will be received in encrypted formats, so that the authorized receiver only can able to decrypt the data by using 
AES algorithm. 
TCAM [9] is the ternary content-addressable memory [6]. It is used for high speed packet classification. The power 
consumption of this is very high [7]. This is the main disadvantage of the TCAM 

III.  PROPOSED SYSTEM 
 

The main objective of this paper is packet classification based anomaly detection in message transfer protocol. The rule 
based packet classification [8] is used in this paper. After this packet classification take the IP address of the sender and 
receiver. According to that IP address we monitor the data .then we get the matched packets. The Alert data routing 
algorithm is used for the routing the nodes. The main operation on the data routing is broadcasting the data. 
 
 
 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
  

  
                                               

 

 

Fig 3.1.Block diagram 

 
A. Packet Classification 
The server should do two operations. One is packet classification and other is routing [10]. In packet classification, first 
define the rule set then monitoring the all packets. After monitoring retrieve the matched packets. 
  
B. Routing 
The alert routing algorithm is used for the data routing. First monitor the status of the system that is check whether the 
system is active or inactive. Then select the all active systems. Graphically represent the all active system then 
broadcast the packets. When the broadcasting is completed, and then checks the count of send packets, received packets 
and the packet loss. Finally we get the anomaly by bouncing the packets. 
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Anomalies are handled based on the category in which the anomaly belongs to. If the vampire is from the network, then 
that should be prevented from entering in to the node and from forwarding to another node. We cannot delete that 
packet because the packet is created by some other node in the network .If any vampire is found inside the node that 
should be deleted immediately and should prevent from forwarding. For avoiding the entry of anomalies from the 
network to any packet, all the packets should satisfy no backtracking property. The alert algorithm is explained below  

IV. PSEUDO CODE 

 FUNCTION SECURE_FORWARD_PACKET (P)  
1. s ← extract_source_address(p);  
2. a ← extract_attestation(p);  
3. if (not verify_source_sig(p)) or  

(empty(a) and not is_neighbor(s)) or  
(notsaowf_verify(a))  

4. then return ;  
5. for each node in a do  
6. prevnode ← node;  
7. if (not are_neighbors (node, prevnode)) or 
  (not making_progress(prevnode, node)) 
8. then return ;  
9. c ← closest_next_node(s);  
10. p′ ← saowf_append(p);  
11. if is_neighbor(c)then forward(p′, c);  
12. else forward (p′,next_hop_to_non_neighbor(c)); 

V. SIMULATION RESULTS 

The following tests will illustrate how the routing algorithm affects the routing of traffic. These tests will show the 
effectiveness of the algorithm against the system running without optimization. Since it is possible to switch nodes on 
and off, a number of test comparisons will be done to show how optimization can improve the routing of a network 
when paths are no longer valid and new routes have to be chosen. 

 
          

Fig 5.1Data routing 
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Fig 5.2 Graphical representation of routing 

 
These tests have been run with the following parameters: 

 Simulation speed -1,000 tick p/s 
 Total calls to make – 100 
 Maximum concurrent calls – 60  
 Node capacity – 40 
 Call duration - 170 (the length (in ticks) of a call) 
 Reduce I/O - bypasses the network visualization to increase simulation speed 
 Return on connection - returns the node immediately to source after connection 

From this simulation, it is clear that even by the first 100 calls completed; optimization has reduced the average number 
of hops by approximately 1.5 nodes. This is made more apparent by the end of the simulation where the best paths are 
made more biased as a choice, and are re-enforced as the optimal route, resulting in improving network performance by 
almost 3.5 hops. To view the algorithm from a different perspective, the following graph depicts the system running 
with the algorithm off and then activated on the 2,000th call. This can be identified by a label, and follows with a 
decline of average hops by almost 2 
 
 

 
Fig 5.3 Performance analysis 
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VI. CONCLUSION AND FUTURE WORK 
 

 In this paper, we model the multimatch packet classification and the data routing. The data routing is done by the Alert 
algorithm. The anomalies are calculated by bouncing the packets. By using the routing protocol the anomaly detection 
is makes fast. 
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