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ABSTRACT: Phishing is like a weapon used to grab information like usernames, passwords & even personal data,
by disguising oneself as a trustworthy entity in transmission (email spoofing, instant messaging, fraud websites,
etc.). Phisher makes sure that the web site should have an equivalent look & feel of the legitimate website so that the
user will easily get trapped by the attacker and may get the knowledge he requires. Phishing may be a part of social
engineering which is employed by the attacker to trap the users. A phishing website may be a spoofed website which
is an exact copy of the legitimate webpage. And actually, it's just a front from where the phishers can acquire the
passwords or 1Ds of the user or the opposite confidential data. Then this information is employed by the attacker to
use the accounts of the user or attack financially. So during this paper, we are getting to have an analyzed study of
various sorts of phishing detection techniques supported visual similarity.

KEYWORDS : Phishing, History of phishing, Visual similarity approaches.

l. INTRODUCTION

Phishing is like a weapon used to grab information like usernames, passwords & even personal data, by disguising
oneself as a trustworthy entity in transmission (email spoofing, instant messaging, fraud websites, etc.). Phisher
makes sure that the web site should have an equivalent look & feel of the legitimate website so that the user will
easily get trapped by the attacker and may get the knowledge he requires. Phishing may be a part of social
engineering which is employed by the attacker to trap the users. Phishing was first introduced in the 1980s. Then
also till today phishing is considered to be one of the most serious threats. After having such an advanced
technological world still, the phishers find out the vulnerabilities of the solution to make the attack successful.
Phish is not only spelled like the word Fish but its concept is also similar to a fishing method like a baited hook is
thrown in the form of fake site and it is expected you to get trapped.Phishing attempts are of various methods like
email, SMS, websites, etc. Their mainly two types of phish webpages one is fake sites and another is scammed one.
A fake website is made in such a way that the user will not be able to understand that it is a fake duplicate of the
legitimate website in appearance. To recognize such websites some technologies are introduced based on visual
similarity to detect the phished site. In this paper following content will be explored:

» History of phishing.

» How phishing works.

»  Visual similarity approaches.

» Conclusion.

ILHISTORY OF PHISHING

Phishing scams are a kind of fraudulent attempt that mostly many of the users easily get trapped. It was firstly
introduced in the year 1980s in a paper in detail and also the presentation was delivered in 1987 to International
Users Group, Interex. And in the 1990s there was a very well scammed took placed at AOL known as “Early AOL
Phishing”.
In which AOHell was designed to program and was associated with Warez through which the accounts of
AOL users were hacked. And to get the sensitive information of the user they used to send the message to
the user like “ verify your account” or " confirm billing information".
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Once the user enters the password, the attacker can access their account for his / her malicious activities.
And AOHell was programmed in early 1995.
In 2001 a payment system has affected the e-gold in June that was followed by “post 9/11” just after the attack on
the world trade center on September 11. In Jan 2009, an attack was done which has followed into an unauthorized
wire transfer of US$ 1.9 Million by Experi-metal’s online banking. In Aug 2015, the Fancy bear has spoofed
Electronic Frontier Foundation. In 2018, a company has developed the EOS.IO blockchain which was attacked by
the sssphishing group to intercept the user's cryptocurrency wallet key.
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Fig 1: This is an analyzed status of the phishing attack done on HTTPS which is versusHTTP. It is reported
by APWG.

1. HOW PHISHING WORKS

A phished email is sent to the victim with malicious attachments. One victim has open the mail it seems trustworthy
to the victim and then he/she trust that mail assuming that it belongs to the bank or any authorized department. And
then the user sends the sensitive data in reply. And he/she is thinking that the information is sent to bank
authorization and it is safe. But in reality, the information is sent to the attacker. Then the attacker uses the
information for his malicious activities like hacking the account and misusing it, even the user is financially robbed.
Even fake websites are developed in such a way that the victim is not able to understand that is legitimate or fake.
Thinking that it legitimates the victim to enter the ID and the password of any like Facebook, Instagram, etc. And
that account is used by the attacker for their malicious activities.
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Fig 2: Structure of phishing attack.

Like emails, SMS, URL are phished the same way websites are also phished.A user can easily become a victim of
the phishing attack by looking at the high visual resemblance of the phishing website with the targeted legitimate
site, like page layouts, images, text content, font size, and font color. For example, the fake and the legitimate
PayPal webpages, both pages have the same visual appearance but its URLSs are different.

https://www.paypal.com/login
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Fig3 : (a) is the legitimate PayPal webpage., (b) is the phishing PayPal webpage.

It is not always necessary that the people carefully notice on URL and SSL (Secure Socket Layer) certificate of
internet sites. If an attacker doesn't copy the visual appearance of the targeted website well, then chances of
inputting credentials by Internet users are very less.

An attacker can misguide the victim in the following ways :

1)Visual appearance: the fake website is a carbon copy of the legitimate website. With the help of the HTML source
code of the genuine website the attacker generates the fake website.

2)Address Bar: with the help of script or image the attacker also covers the address or URL and make sure that the
victim should believe that they are inputting their details on the safe website.

3)Embedded objects: attacker takes the help of embedded object like images or script to hide the textual content and
the HTML coding to prevent the detection approaches.

4)Favicon similarity: favicon images are the signature image or symbol of the particular website. The attackercan
copy the favicon image of that particular website.To increase the resemblance of the website.

A Taxonomy is presented for different types of detection techniques based on Visual similarity :

Name of the = Description How it works Conclusion
technique
PhishZoo detection = This approach is the The profile maker makes the profile = This approach gives

technique

IJIRCCE©2020

combination of whitelisting
approach to identify the new
targeted phishing website
with a blacklisting &
heuristic approach to alert
the user. This method can
also be combined with other
whitelists, blacklist, and
heuristic approaches to get a

of a real website and stores it. The
stored profile contains data like
SSL,URL, images, HTML contents
& scripts. After that when the
browser loads a website its contents
are extracted. The SSL &URL are
used to detect the whitelisted sites, if
SSL & URL matches with the stored
profile then it is a real site, if not then
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almost accurate result
against sites that looks
most  likely to the
legitimate one. It gives
96% accurate results &
it can also detect the
zero-hour phishing
attack.
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method

Utilization of
website logo
approach

The phishing

detection technique
is based on visual
similarity  without

victim
information.
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more accurate result. It
mainly works on text, SSL
comprehension, and images.

The main motive of the
approach is to detect
phishing pages based on the

elemental feature of the
phishing pages, that

is, the similarity in-page
visual layouts. To

effectively attract victims,
attackers usually try their
best to form a phishing

page look similar to the
target page.
This  approach  mainly

consists of two steps namely
logo extraction and identity
verification. With the help
of machine learning, it
extracts the logo and utilizes
google image search.

This approach is based on
image  processing.  And
doesn't require a dataset of
the legitimate website.

he other content( images, HTML
content, scripts ) are compared with
the stored profile, if the content
doesn't matches then it is not a
phishing site and if matches it will
give a warning to the user that it can
be a phishing site.

Phase 1: In this phase extraction of
the CSS structure of the suspected
website is done. Then a normalized
model is  prepared for the
comparison-unit of the suspected
webpage.

Phase 2: After obtaining the
normalized model, they match the 2
comparison-unit, to compute the
similarity of the suspected webpage
and victim webpage.

Phase 3: If the similarity of the
suspected page and victim page is
beyond the pre-set threshold then
both the pages are considered to be
the same. And if they get more
evidence like URLs of the two pages
to have a different domain then the
suspectedwebpage is concluded as a
phishing webpage.

Stepl- Logo Extraction: In this
process, the site is detected and the
logo image from all downloaded
image resources of the website is
extracted. Then to identify the real
logo image they use machine
learning techniques.

Step2-ldentity Verification: Then the
extracted logo image in this process
takes on by the google image search
to get the portrayed identity.

Firstly URL is inserted as an input in
the system to acquire the domain
name of the URL and take the
images mentioned in the web
browser. Then with the help of
imgSeek, the system searches for the
image dataset with the image
displayed in the web pages. If similar
images are found from the image
dataset then the threshold value of
the image dataset, domain name, and
name in the dataset of the image is
compared.If the domain name
corresponds to a name within the
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It has CSS
comparison.

based

So it is concluded that a
logo extraction process
can improve the
accuracy of the overall
phishing detection.

This  mechanism is
based on the visual
similarity of phishing
sites that are the
duplicate of the same
victim site. And
surprisingly it can be
concluded as 224
distinct web  page
layouts duplicated

by 2,262 phishing sites
and gain a detection
rate of over 80% by
keeping the false-
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The approach, called
GoldPhish, uses a browser
plug-in to detect and report
phishing sites. We do this by
using optical

Character recognition
(OCR) to read the text from
an image of the page, for
example, the company logo,
grabbing

the top-ranked domains
from an inquiry engine and
comparing

image database, we will consider the
location of the inputURL to be the
location registered within the image
database.The  proposed  system
outputs an equivalent result as a
registered site. And if there are no
similarimages ~ whose  similarity
exceeds the threshold valuein the
image database, the proposed system
returns the result as unknown.

This model is divided into three steps
1) To take the screenshot of
the webpage that is active

on the user's web browser.

2) Then with the help of an
optical character recognition
technique to convert the
screenshot into computer-
readable language.

3) Then in this step, the
converted text is inserted as
input in the search engine to
get the result.

positive rate uptol7.5
%.

After  testing the
conclusion can  be
stated as on 100
legitimate sites and 100
phishing sites, the
accuracy reported is
100% of legitimate sites
and 98% of phishing
sites.

them with the current web
site.

IV.CONCLUSION

Phishing is a malicious cybercrime, through which victims' confidential data are gathered with the help of the victim
only, by misguiding the victim that the victim is using trustworthy legitimate websites. In this paper, we studied
what is phishing, its history, how it works, and five different types of phishing detection technigques based on visual
similarity approaches. Here we conclude that to avoid phishing detection techniques, attackers usually insert images,
Flash, ActiveX, and Java Applet in situ of HTML text. with the help of Visual similarity-based detection
approaches, it is very easy and convenient to detect such embedded objects used in the phishing webpage.

Visual similarity-based techniques use a signature to spot phishing webpages. The signature is formed by taking
common features from the whole website rather than one webpage. Therefore, one signature is sufficient to detect
various targeted webpages of 1 website or different versions of an online site.
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