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ABSTRACT: MANETSs are Mobile ad hoc networks which comprises of mobile nodes and the host node relies on
each other in order to maintain the connectivity of the network. The MANETS are more prone to security attacks that
can ruin the confidentiality of the information.  The various attacks such as unauthorized access to data by
unauthenticated users, wormhole attack, and spoofing, eavesdropping, denial of service are the most common attacks
that can take place in MANETS to break the security of sensitive information. There is wide variety of secure routing
techniques in the market but all of those techniques did not consider all the relevant parameters for establishing a
security for data plane in network. This study develops a secure routing protocol by using fuzzy logics, delay factor,
packet delivery ratio, indirect trust and direct trust with OLSR routing protocol. The results section shows the output
graph of the proposed work.
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. INTRODUCTION

Ad hoc networks are wireless network which did not follow any physical topology and poses a feature of multi-hop
data packets[1]. MANETSs are a type of ad hoc networks that comprises of large number of mobile nodes which are
interconnected through wireless medium and do not have any centralized device or server. MANETSs are the
advantageous network as compare to other networks as it comprises of low infrastructure maintenance cost, less
complex to implement[2], fault tolerance etc. The MANETS are widely used wireless network but there are some issues
that have adverse effects on reliability of the network. These issues are lacking of centralized structure due to which
each and every hub in the network act as a router [3]. In MANETS each node is responsible for delivery of data packets
to destination node [4].MANETSs also suffers from security issues. The node’s mobility and wireless property of
MANET makes it more prone to come in contact with malicious nodes that can affect the confidentiality of the nodes
[5]. There are lots of routing protocols are available in the market that claims to achieve high security level in wireless
networks[6]. But after having a review to the previous research work that had been conducted in this field it is
concluded that these protocols were proved beneficiary only when more than one protocols were used collaboratively
[7].

Trust based routing is one of the techniques that is used to provide security to the data in the MANETS [8]. This study
is mainly conducted to implement a secure routing approach i.e. OLSR (Optimized Link State Routing) by using direct
trust, Indirect trust, packet delivery ratio, and delay which act as membership function to fuzzy logics and then relay
node or next hop will be selected on the basis of overall rating of nodes that is generated by fuzzy logics as an output to
attain high level security of data planes in ad hoc network[9].
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Direct Trust:

Direct trust refers to the term or values which is evaluated for a node to another node. It is based on the process of
communication with other node [10]. On the basis of this concept the actions of the network are categorized into two
forms i.e. Positive events and Negative Events. Positive events refer to the events or actions such as route error, route
request, route reply or data flow. Whereas the events like flooding, deletion of routes, packet dropping falls into the
category of negative events. Direct trust is evaluated by using the following equation:
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Indirect Trust or Recommended Trust:

In this form of trust the node which provides reference corresponding to the particular node is known as recommender
node [11]. The node, against which the reference is added in known as recommended node. In this the route data
packets are responsible to obtain the recommendations. Following equation is used for calculating indirect trust value in
trust models:
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Packet Delivery Ratio:

PDR is a parameter that is calculated to rate the overall performance of wireless ad hoc network. PDR depicts the
amount or ratio of the data packets that are delivered to the destination node [12].

Delay: Delay or average delay is a parameter that is used to measure the delay that takes place while delivering data
packets from source to destination node [13].

Fuzzy Logics: Fuzzy Interference system is a logical mechanism that is based on multi valued logics. These multiple
values are in the form of membership functions that are input to the fuzzy logic system [14]. Then these membership
functions are fuzzified by using defined set of rules and generate a single output. It is one of the prominent techniques
that is widely used in every field to enhance the overall performance of the systems.

111. PROBLEM FORMULATION

Ad hoc networks are wireless sensor networks in which the nodes are distributed spatially and are specialized to sense
the surrounding data such as temperature, sound, pressure etc. Then this sensed data transmitted to the sink node by
creating route by utilizing various adjacent nodes. The more modern networks are bi-directional, also
enabling control of sensor activity. Due to the characteristics such as openness and dynamic topology, ad-hoc networks
suffer from various attacks in the data plane. Even worse, some attacks can subvert or bypass the frequently used
identity-based security mechanisms. To secure the data plane of ad-hoc networks, trust management system was
proposed. In the tradition approach fuzzy logic is used to calculate path trust basis on average delay (AD) and PDR
(Packet Delivery ratio).

IV. PRESENT WORK
Ad hoc networks are a kind of wireless network that poses various features like self organization, and also follows the

temporary network structure. It comprises of large number of sensor nodes. But it has various disadvantages such as
security issues as MANETSs are more vulnerable to security attacks. Many researches were done were based on the
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security of the system but as discussed in above section the number of parameters that was considered was quite less
and insufficient for achieving the high security. So there is a need to propose a new algorithm that is that will consider
sufficient and reliable list of parameters for high security purpose. So a new approach is to be proposed that will
increase the number of parameters along with the fuzzy system. The parameters that will be used in proposed works are
as follows:

Packet Delivery Ratio
Average Delay
Direct Trust

Indirect Trust

el

PDR refers to the ratio or amount of packets that are delivered to the destination node. Average Delay refers to the
amount of delay that has been occurred while data transmission from source node to destination node. Direct trust
refers to the evaluation of trust value from a node to another node directly. For example, to calculate the trust value
between nodel and node2. Indirect Trust refers to calculating the trust value from a node to another node via
intermediate node. For example, to evaluate the trust value between nodel and node3 via node2.

The step wise processing or methodology of proposed work is given below.

1. Initialization of network by defining number of nodes in network, area covered by the network, location of the

nodes that are going to deploy in the network. All these parameters are mandatory to create a network.

Next step is to deploy the nodes in the network as per values are given in previous step.

In this step the quality parameters such as PDR, DT, IT and delay will be evaluated.

4. Fuzzy logic system s initialized after declaring QoS parameters and these parameters are considered as an
input to the fuzzy logics.

5. After initializing the fuzzy logics the next step is to define the set of rules in fuzzy that will help to generate
the final output on the basis of received input parameters.

6. Now select source and destination node so that data transmission can done from source node to sink node in
the network.

7. Elect the nodes for routing within the coverage area on the basis of evaluated parameters.

8. Now perform Deffuzification and after this step the overall rating of the nodes which relies within coverage
area will be generated.

9. Now select the relay node from elected nodes on the basis of highest value of overall rating of the nodes.

10. Last step is to evaluate the results in the form of PDR, Delay and then perform the comparison of results with
traditional mechanisms to prove the proficiency of proposed work.

w
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1. RESULTS AND EXPERIMENTS

This section represents the results of the proposed work in the form of graphs that are received after implementing the
new work. The results proves the proficiency of proposed work over conventional work in the form of various
performance parameters such as packet delivery ratio, delay etc. The figure below shows the fuzzy interference system
of proposed work. Here we can see three membership functions as direct rust, packet delivery ratio, average delay and
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indirect trust are input to the fuzzy logics which is comprises of total 81 set of rules and regulations and finally
generates a overall rating as an output of the system.

D¢

Direct Trust (3)

: :: : QOSRoute

PDR (3)

(mamdani)

Average Delay (3) OverallRate (5)

AV

Indirect Trust (3)

System QOSRoute: 4 inputs, 1 outputs, 81 rules

Figure2 proposed Fuzzy Interference Systems

Figure from 3 to 7 shows the graph of membership functions of direct trust in figure 3, packet delivery ration in figure
4, average delay in figure 5, indirect trust in figure 6.
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Figure 3 Membership function of Direct trust
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The y axis in this graphs calibrates the data ranges from 0 to 1 in each and every membership function but the value of
X axis varies as in figure 3 the value of x axis lies between -1 and 1, in figure 4 the value o0f x axis corresponding to
PDR is between 0 to 100, the value of x axis in graph of average delay is calibrated from -1 to 1 and the value of x axis

in indirect trust ranges from -40 to 100.
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Figure 6 Membership function of Indirect Trust

The given figure 7 represent the overall rating of the nodes in the form of graph membership function. In this graph x
axis ranges from 0 to 120 and y axis ranges from 0 to 1. The membership function has five stages as very low, low,
medium, high and very high. This graph is generated after getting the output from fuzzy system on the basis of given

inputs and defines set of rules and regulations.
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Figure 7 Membership function of overall rating of the nodes.

The graph given in figure 8, shows the values of overall rating, packet delivery ratio and direct trust value that is
evaluated after implementing the proposed work. Here the y axis represents the values of overall rating that ranges from
25 to 60, y axis depicts the PDR that starts from 0 and end at 100 and z axis shows the value of direct 6trust which is

calibrated from -1 to 1.

i3 Diect Trust

Figure 8 3D graph of overall rating, PDR and Direct Trust value of the proposed work.

The figure 9 represents the proposed network which comprises of nodes and it also depicts the source and destination
nodes by highlighting them with red color. It also represents the elected path from source to destination node by
adjoining the selected nodes for route creation. The nodes of the network are shown in round shape and the nodes that

are used for route creation is shown by square marked with blue color.
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Figure 9 proposed network with created route from source to destinations

The graph below depicts the comparison of proposed work with existing work in the form of PDR. The proposed
technique is named as DPDIT-OLSR i.e. Delay, PDR, Direct Trust and Indirect Trust-OLSR technique. The
comparison is done between FGT-OLSR, MDI-OLSR and proposed work. From the graph below it is observed that the
PDR of proposed work is higher as compare to rest f the techniques whereas the PDR of FGT-OLSR is quite closer to
the PDR of proposed work.

Graph For PDR
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Figure 10 Comparison on the basis of packet delivery ratio

The figure 11 represents the comparison on the basis of end to end delay. The graph depicts that the value of end to end
delay in case of proposed work starts from 0 and end at 0.01. The end to end delay is evaluated on the basis of attack
counts in the network. The x axis comprised of attack counts and this values lies between 1 and 6. The value of end to
end delay is notified to increasing with the increment in attack counts. The graph depict the difference that the delay of
proposed work is lower as compare to other techniques which proves that the proposed work is better than other two
methods because the end to end delay of an ideal network is always low.
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Figure 11 Comparison on the basis of end to end delay of data packet transmissions.

The figure 12 below compares the FGT-OLSR, MDI-OLSR and DPDIT-OLSR on the basis of control message
overhead. Control message overhead is a term that is used to measure the amount of messages that is generated by an
node per second. The control overhead in case of proposed work is evaluated to 0.86 whereas in case of FGT-OLSR it
is measured to 0.8 and in case of MDI-OLSR it is notified at 0.82. Hence it is concluded that the control message
overhead of proposed work is higher as compare to other two techniques.

Control message overhead
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Figure 12 Comparison on the basis of control message overheads

11. CONCLUSION

On the basis of above defined section it is concluded at last that this study developed a novel trust based mechanism for
providing high level security to the data plane in ad hoc network. The proposed is a collaboration of fuzzy logics,
OLSR, PDR, Direct Rust, Indirect Trust and delay which works on the basis of logics, rules and regulations to derive
an efficient decision at last. The proposed work is named as DPDIT-OLSR and the result section shows that it
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outnumbers the FGT-OLSR and MDI-OLSR with respect to PDR, Delay and control message overheads. For further
improvements, other routing protocols can be considered for implementations.
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