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ABSTRACT: Distributed database security has become an important issue. This paper provides method for providing
security to shared databases in distributed environment. Such approach is applied for protecting numerical data in
relational databases. Advancement in information technology is playing an increasing role in the use of information
systems comprising relational databases. These databases are used effectively in collaborative environments for
information extraction; consequently, they are vulnerable to security threats concerning ownership rights and data
tampering. Watermarking is advocated to enforce ownership rights over shared relational data and for providing a
means for tackling data tampering. The system provides security to the shared databases in distributed environment by
recoverable watermarking where different users share their data in various proportions. It also preserves and maintains
data quality.
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l. INTRODUCTION

Security of relational database is great concern in today’s world because of sharing of data over internet. Data
providers create services and make them available to users for searching and accessing purposes. Given that these
services may attract more attacks. So it is desire to protect the data and hence providers need some technology that
identify the threats and pirated copies unauthorized access to their databases. The increasing use of relational database
creates a need for watermarking database. In today's internet based application environment, ownership rights
protection on relational database is decisive issue because unauthorized changes to data may have serious consequences
and result in significant losses for the organization. Hence right protection through watermarking becomes an important
research topic [1].Following is existing system:

e Robust and Reversible Watermarking (RRW): Genetic algorithm (optimization algorithm) is employed in the
robust and reversible watermarking technique (RRW) to achieve an optimal solution that is feasible for the
problem at hand and does not violate the defined constraints. An optimal watermark value is created through the
GA and inserted into the selected feature of the relational database in such a way that the data quality remains
intact. Mutual Information, a well-known information theory (concept), statistically measures the amount of
information that one feature contains about the other features in a database. In RRW, mutual information is used to
select a suitable (candidate) feature from the database for watermarking. In RRW, the knowledge of mutual
information for every candidate feature is also employed to compute the watermark information. Thus, it is ensured
that the data quality will not be affected.The RRW is based on recoverable watermarking numerical data of
centralized relational databases[8]. Therefore implemented system provides database security in distributed
environment providing recoverable watermarking.

The system provides the ownership protection by performing recoverable watermarking on numerical data in relational

databases for distributed environment.The goal is how to embed watermark to numerical data known only by the data

owner in order to prove the ownership of the data without lossless of its quality.
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Il. RELATED WORK

In the digital world of today, data is excessively being generated due to the increasing use of the Internet and Cloud
Computing. Data is stored in different digital formats such as images, audio, video, natural language texts and relational data.
Relational data in particular is shared extensively by the owners with research communities and in virtual data storage
locations in the Cloud. The purpose is to work in a collaborative environment and make data openly available so that it is
useful for knowledge extraction and decision making.Following are the techniques to ensure security in terms of ownership
protection.

e  Watermarking techniques have historically been used to ensure security in terms of ownership protection and tamper
proofing for a wide variety of data formats. This includes images, audio, video, natural language processing software,
relational databases [2] and more.
Reversible watermarking techniques can ensure data recovery along with ownership protection.
Fingerprinting (transactional watermarks), data hashing, serial codes are some other techniques used for ownership
protection [3].

Following are some systems:

e The first irreversible watermarking technique for relational databases was proposed by Agrawal et al. [2]. Similarly, the
first reversible watermarking scheme for relational databases was proposed by Zhang et al. [4]. In this technique,
histogram expansion is used for reversible watermarking of relational database. Zhang et al. proposed a method of
distribution of error between two evenly distributed variables and selected some initial nonzero digits of errors to form
histograms. Histogram expansion technique is used to reversibly watermark the selected nonzero initial digits of errors.
This technique keeps track of overhead information to authenticate data quality. However, this technique is not robust
against heavy attacks.

e Difference Expansion Watermarking techniques (DEW), exploit methods of arithmetic operations on numeric features
and perform transformations [5]. The watermark information is normally embedded in the LSB of features of relational
databases to minimize distortions.

e  Another reversible watermarking technique proposed is based on difference expansion and support vector regression
(SVR) prediction to protect the database from being tampered. The intention behind the design of these techniques is to
provide ownership proof. Such techniques are vulnerable to modification attacks as any change in the expanded value
will fail to detect watermark information and the original data[6].

e Genetic Algorithm based on Difference Expansion watermarking (GADEW) technique is used in a proposed robust and
reversible solution for relational databases [7]. GADEW improves upon the drawbacks mentioned above by minimizing
distortions in the data, increasing watermark capacity and lowering false positive rate. To this end, a genetic algorithm is
employed to increase watermark capacity and minimize introduced distortion. However, watermark capacity decreases
with the increase in watermarked tuples. GADEW used the distortion measures to control distortions in the resultant
data.

I11. SYSTEM ARCHITECTURE

Below figurel, depicts system architecture of recoverable watermarking for distributed databases (RWDD). System uses relational
database. Here users share their data in various proportions. It provides security to shared databases in distributed environment. This
is done by recoverable watermarking shared databases. The RWDD system consists of four servers. These servers are connected to
each other via LAN and connected to respective client directly. Here database is relational database. Database design starts from
global schema and processed by designing fragmentation and allocating fragments to different servers. Data is distributed by
fragmenting the data and storing at different servers. Here horizontal fragmentation is done. Each Replica is located at different
servers. Each server add watermark to numerical data in relational database. Only authorized client can access watermarked data.
Here read authorization is provided to client and log is maintained for read only access. When authorized client send request to
server, server checks validity of client. For this server maintains client table and checks user identification number and password
match. If match found then client is valid otherwise refused. The protocol communication between client and server is inter process
communication call that is remote procedure call. Procedure call can be local or remote. Server gives reply with watermarked data
when procedure call is local. For remote procedure call server forward client request to all servers and once it receives reply send
result of requested procedure to client.Server is the owner of data. Fragmented data is stored at different servers. Then each server
embeds watermark on numerical data of original relational database. This is done by selecting one numeric attribute. Here two
different watermarked data are created of original data. First watermarked data is created by selecting one numeric attribute and
second is created by selecting another numeric attribute. Both watermarked data is saved with different name. When client send data
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request for first time, server responds with first watermarked data created. For second request, server responds with second
watermarked data. Watermarked data is only known by server as it is the owner of data. Server also extracts the watermark by
detecting the watermark. This is recoverable watermarking. It also preservers and maintains data quality by recoverable

watermarking.
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Figure 1: RWDD System Architecture
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IV. IMPLEMENTATION METHOD

A. Description of the Implementation Method:

Following are the functional modules of the system:

1. Server Modules:

Server is the owner of data. First it creates the relational database which is to be watermarked to ensure ownership
protection. Then data is distributed over servers. Here horizontal fragmentation is done. Then server performs two
tasks: first embeds watermark in relational database by selecting one attribute of numeric data and server extracts
watermark by detecting watermark embedded. This is recoverable watermarking. This also preserves and maintains
quality of data. Server also performs authentication and authorization of client when it receives data request from
client. For this server maintains different database for client. This database contains client details and log file. Client
authentication is performed by user id and password. Server allows only read authorization to client for requested data.
i Adding Watermark:

This module adds watermark to data. After creating and fragmenting database server adds watermark to data. First it
selects one numeric data attribute which is to be watermarked. Numeric data column is taken from user input. Its
parameters are calculated such as min, max, sum, mean and variance of original data. These are parameters before
adding watermark.Watermarked string is generated through genetic algorithm and watermark length and beta is taken
from user. Beta is watermarking strength, low values of beta preserves data quality. Watermark length, beta, database
name, table name and watermarked table name, primary key column and data column are user inputs. After adding
watermark again parameters such as min, max, sum, mean and variance of watermarked column is calculated to ensure
watermark is embedded.

il Extract Watermark:

This is next module after adding watermark. This module extracts watermark. Watermark extraction is performed by
detecting watermark. This is called recoverable watermarking. It also preservers and maintains quality of data. It
depends on length of watermark.

2. Client Modules:

Client contains three functional modules registration of client, login of client and data request. New client registers on
server. Already registered client logged in directly. After logging client send request to server for data. For this
database name, table name and primary key column is taken as input from client. Then client send request to server and
receives reply from server. This replied data is watermarked but client is unaware about this watermarked data.

V. IMPLEMENTATION TECHNIQUE

The implementation technique to embed watermark can be summarized in following steps:
1) Get the database name, table name, watermark table name, primary key column and numeric data column
2) Genetic Algorithm for generating watermark string
i Set population size, crossover percentage, mutation rate, elite percentage, database name, table name,
primary key column, data column
il Calculate min, max, sum, mean and variance of selected data column from original data
iil. Initialize population.
iv. Calculate fitness
\2 Sort population

Vi. Select elite chromosomes
vii. Create new chromosomes using crossover
viii. Mutate chromosome

iX. Goto step (iv) if end condition is not met

X. Generate watermark string from best chromosome
3) Add watermark string to selected data column
Following are steps of the proposed technique to extract watermark:

1) Get watermark length, database name, table name, watermarked table name, primary key column and data column.
2) Calculate difference of values in data column of original data and watermarked data
3) Add support vote for each watermark bit
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4) Build watermark string by counting votes for each bit

Following are the steps of data request from client to server:

1) If new client then register else login

2) Get database name, table name and primary key column.

3) Send request to server

4) Receives reply from server in the form of watermarked data.

VI. RESULTS

System first adds watermark to original data. It can also extract watermark. This preserves data quality. Below figure
2, figure 3, figure 4, figure 5depicts adding watermark to original relational database. Figure 6, figure 7, figure 8and
figure 9depict watermark extraction. Figure 10 shows output of watermark extraction. Client registration is shown in
figure 11. Figure 12 depicts client login. Client send data request to server is shown in figure 13 and figure 14.
2] - =R

Enter Followil To Add

Watermark Length: N
Beta: [o1 2

Database Name: | diabetese_sample -
Table Name: | diabetes1 v

Watermarked Table Name: | diabetes1_wm1l ~

PKColumn Name: | pid -

DataColumn Name: | baseline_HbALC -

| ADD WATERMARK | | RESET | | GANGEL |
Go to: L i J t View Data I

Column1 | columnz | columna | cotumns. | coumns. | cotumna | cotumn7 | columna | cotumna |cowmnio  |columntt | Cowmnt2 | Coumn13 | Coumnts |
pid pname sex age baseline_fpg baseline_ppg baseline_HbA... end_fpg end_ppg end_HbALC diagnosis anti_diabetic_.. medical_history other_medica.
ki pname sex o 0 0 01 0 0 0.0 diagnosis anti-diabetic medical history other medicat.. |

Javed RafikS.. M a7 148 120 9.0 112 140 741 Obesity & T2DM  Metformin No No
3 Baban Sharma M 40 178 255 82 108 180 75 TOMAPN  Ne No Other
4 Nilima Rajes. F 64 121 190 76 98 156 6.5 T2DM &HT & fixed dose co. hypertension,. antihypertensi.
5 Sushil Ram S. M 52 184 290 10.0 128 190 7.5 No SU,Metformin, dyslipidemia statin
6 Suresh Ragh. M 62 150 270 87 112 154 72 T2DM & HT & SU & Metformin hypertension,. antihypertensi.
7 Natasha Indr.. F 53 128 242 7.800000000... 102 188 62 T2DMA&PN& . SUMefformin,... hypertension,.. antinypertensi
8 Javed Patel ) 73 130 246 8.8 116 170 7.9 T2DM & PN & SU,Metformin, Hypertension,. antihypertensi.
9 Namra Amee. F 60 217 260 82 114 158 T3 T2DM & HT SU,Metformin hypertension,. antihypertensi.
10 Dinesh Nitin M 57 188 198 7.899999999. 108 141 65 T2DM & HT SU,Metformin hypertension,. antihypertensi.
11 Keshaw kum... M 60 203 284 85 140 190 7.9 T2DM&HT & .. SUMetformin,.. hypertension,.. antiypertensi
12 Anil Pranav S.. ) 38 203 317 9.7 114 180 8.4 T2DM & PN SU,Metformin
13 Mrunal Amit G. F 45 170 198 7.199999999, 76 116 6.1 T2DM & PN Metformin AGI's Mo Others
14 Imran Abbas M 47 204 298 97 170 204 87 T2DM & HT & SU,Metformin, hypertension,. antihypertensi.
15 Sumit Anil Sw.. M ES 200 340 105 178 210 87 T2DWMA&RN . SUMstformin... No No
15 Hemant Chet.. 1 52 138 183 7.100000000... 102 143 61 T2DMA&HT& ., fixeddose co.. hypertension antihypertensi
17 Amir Abbas M. M 23 326 312 95 128 170 78 T2DM & PN fixed dose co. Mo No
18 Mahesh vaib. M 58 156 275 8.700000000 120 190 74 T2DM & HT & SU,metformin. hypertension,. antihypertensi.
19 Virat Ramesh. M 50 158 222 8.0 120 152 6.8 T2DM & PN & fixed dose co. hvpertension. antihvoertensi.

Figure 2:Screenshot of Adding Watermark to Relational Database
B - o8

Enter Following Parameters To Add Watermark....
Watermark Length: |10 -

Beta: (o1 =

Database Name: | diabetese_sample v

Table Name: | diabetes1 -

Watermarked Table Name: | diabetes1_wm2 v
PKColumn Name: |pid -

DataColumn Name: | end_HbALC -

| ADDWATERMARK | | RESET | | CANCEL |
Go to: | Extraction | | view Watermarked Data |

Column1 | column2 | columna | comna | cotumns | cotumns | column7. | columne | columng | cowmnto | coumn11 |cowmniz  |coumn1z  |coumnts |
pid pname sex age baseline_fpg  Dbaseline_ppg  baseline_HbA.. end_fpg end_ppg end HBALG  diagnosis anti_diabetic_.. medical_history other_medica
1 pname sex 0 0 0 0 0 0 ~ diagnosis anti-giabetic . medical history  other medicat
2 Javed RafkS.. M a7 148 190 8.9 112 140 7199999999 Obesity &T2DM Metiormin No No
3 Baban Sharma M 40 178 256 8.1 106 180 76 T20M & PN No No Other
4 Nilima Rajes.. F 64 121 190 75 o8 156 66 T2DM &HT & .. fixed dose co.. hypertension... antihypertensi
5 SushilRam 8. M 52 184 290 104 128 190 No SU Metiormin,... dyslipidemia  statin
6 SureshRagh.. M 62 150 270 86 112 154 7.100000000.. T2DM&HT &.. SU& Metformin hypertension,.. antiypertensi
7 Natashalndr.. F 53 128 242 79 102 168 6.100000000.. T2DM&PN& .. SUMetiormin,.. hypertension,.. antihypertensi
2 Javed Patel " 73 130 246 8.9 116 170 80 T2DM & PN & SU,Metformin,.. Hypertension,.. antihypertensi
9 Namra Amee... F 60 217 280 81 114 158 7.0 T2DM & HT SUMetformin  hypertension,.. antihypertensi
10 Dinesh Nitin... | 57 168 198 78 108 141 6.4 T2DM & HT SUMefformin  hypertension,.. antihypertensi
11 Keshaw kum.. M 60 203 284 86 140 190 7.800000000.. T2DM&HT & .. SUMetformin,.. hypertension,.. antihypertensi
12 AnilPranavs.. M a8 203 217 96 114 180 85 T2DM & PN SUMefformin  hypertension,.. antihypertensi
13 Mrunal AmitG... F 45 170 198 71 7 116 6100908090 T2DM &PN Wetiormin AGTe  No Others
14 imran Abbas .. M 47 204 208 96 170 204 86 T20M&HT & .. SU,Metiormin... hypertension... antihypertensi
15 SumitAnil Sw.. M a0 200 240 104 178 210 8799999090 T2DM&PN SU Metformin.... Mo o
16 Hemant Chet.. | 52 138 183 72 102 143 6.0 T20M &HT & . fixed dose co.. hypertension antiypertensi
17 Amir Abbas M. M 23 226 212 96 128 170 7800008090 T2DM & PN fixed dose'co.. Mo o
18 mMahesh Vaib.. M 58 156 275 8.8 120 190 7300000000 T2DM &HT & .. SUmelformin .. hypertension,.. antinypertensi
19 ViratRamesh.. M 50 158 222 79 120 152 6 T2DM & PN & fixed dose co.

Figure 3: Screenshot of Adding Watermark to Relational Database
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Enter Foll i To Add fe
Watermark Length: 10 B2
Deta: 0.1 -
Database Name: dabetese_sample | w
Table Name: dmbetes2 |~
Watermarked Table Name: [dabetesz_wmi  |v)
PKColumn Nam pd s
DataColumn Name: baselne_HbALC =]

| ADD WATERMARK | | RESET | | CANCEL |

Goto: [ | [ view watermarked Data |
Column1 | Columnz | Column3 | Columna | Columns | Columns | Columa7 | Columne | Columna |Column10 | Column11 | Column12 | Coumni3 | Columnis
pid pname sex age baseline_fpg baseline_ppg baseline_HbA.. end_fpg end_ppg end_HBALC diagnosis anti_diabetic_.. medical_history other_medica... |
9001 Javed RafikS.. M 1056 291 2257 774164, 1900 1879 5705273820 Obesity &T2DM Metformin No No
9002 Baban Sharma 1 1057 291 2257 11420911137.. 1908 1880 5708834113 T2DM & PN o No Other
9003 Nilima Rajes.. F 1057 201 2057 1123048109 1908 1880 5708394397 T2DM&HT&.. fxeddoseco.. hypertension,.. antinyperiensi
9004 Sushil Ram S... 1 1057 291 2258 114518508 1908 1880 5700954581 Mo SU,Metformin, .. dyslipidemia  statin
9005 Chandrakant.. 1 1057 291 2258 1143322052 1910 1880 5711514965 T2DM&mido.. SUMetformin  No No
9005 Javed RafikS_. M 1057 291 2258 1143450024 1910 1880 5713075249 Obesity T2DM Mefformin No No
9007 Keshaw kum. M 1057 -201 -2259 -114 5595096 1910 1881 -6.714635533 T2DM&HT & SU Metformin,... hypertension, antihypertensi
9008 Anil Pranavs.. 1 1057 291 2250 1143732088 1910 1881 5716195817 T2DM&PN  SUMetiormin  hyperiension,.. antinyperiensi
9009 Mrunal Amit G. F 1057 -201 -2259 -114.286094 1910 1881 -6.717756101 T2DM&PN Metformin AGI's Mo Others
9010 imran Abbas .. 1057 291 2250 1145008912 1911 1881 5719316385 T2DM&HT&.. SUMetformin,.. hyperension,.. anfinypertensi
92011 Sumit Anil Sw. M 1058 -291 -2260 -114.4143884 1911 1881 -6.720876669 T2DM&PN SU Metformin,... Mo No
9012 Hemant Chet.. 1 1058 291 2260 1146280855, 1911 1882 5722436053 T2DM&MTG&.. freddoseco.. hyperiension  anfinypertensi
9013 Chandrakant .. 1 1058 291 2260 144417828 1011 1882 5723997237 T2DM&mido. SUMetformin  No No
9014 Javed RafikS.. M 1058 292 2261 1146554798, 1911 1882 5725557521  Obesity &.T2DM Metformin No No
9015 Baban Sharma M 1058 292 2261 1144601771, 1912 1882 6727117805 T2DMEPN . No Ne Other
9015 Nilima Rajes.. F 1058 202 2261 1124828743 1912 1882 5728678089 T2DMA&NTG.. fixeddoseco.. hyperiension,. antiyperiensi
9017 SushilRam S.. 1 1058 292 2261 1146985714, 1912 1883 6720238373 Mo SU,Wetforrmin, . dysiipidemia ' stain
9018 Chandrakant .. 1 1058 292 2262 1145102887, 1912 1883 5731798657 T2DM&mido.. SU.Metformin No
9019 Javed RafikS.. M 1058 292 2262 1145230850 1912 1883 -5.733358041 _ Obesity & T2DM_Metformin No No

Figure 4: Screenshot of Adding Watermark to Relational Database

Enter Fe i To Add o
Watermark Length: 10
Betz 0.1 -
Database Name: diabetese_sample -
Table Name: diabetes2 |~
Watermarked Table Name: |dabetes2 wm2  |»
PKColumn Name: pd v
DataColumn Name: end HbALC =

| ADD WATERMARK | | RESET | | CANCEL |

]

Ender Failawing Paramelers To Extract Walermark

Wiatarmark Lengih:

Daznate Hasw:

Tabis Nama:

FiCakmn Name:
DaaCatumn Hama

| s

Figure 6: Screenshot of Watermark Extraction
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Go to: | Extraction | [ View watermarked Data |
Column1 | Column2 | Column3 | columnd4. | Columns Columné Column?. Columng Columng Column10 | Column11 Celumn12 Column13 Column14
pid pname sex age baseline_fog  baseline_ppg  baseline_HbA. end_ipg end_ppa end_HOALC  diagnesis anti_diabetic_.. medical_history other_medica
2001 JavedRafikS.. M 1056 291 2257 1143774165 1909 1879 -6.805273829  Obesity & T2DM Metformin No No
2002 Baban Sharma W 1057 291 2257 1143911137 1909 1880 6806834113 T2DM&PN  No No Other
2003 Nilima Rajes . F 1057 201 2257 -114.4048109 1909 1880 -5.508394397.. T2DM&HT & . freddoseco.. hypertension,.. anfinypedensi
2004 SushilRam .. W 1057 291 2258 114418508 1909 1880 -6.509954681.. No SUMetformin.... dyslipidemia
2005 Chandrakant . W 1057 291 2258 1144322052 1910 1880 6611514965 T2DM & mido.. SUMetformin  No No
2006 Javed RafkS.. M 1057 291 2258 1144450024 1910 1880 -6.613075249  Obesity & T2DM Metformin No o
2007 Keshaw kum... 1057 291 2259 1144595995 1910 1881 6614635533 T2DM&HT&.. SUMefformin,.. hypertension,.. anfinypertensi
2008 Anil Pranavs.. W 1057 291 2259 1144732068 1910 1881 6.616195817 T2DM&PN  SUMetiormin  hypertension,. antinypertensi
2009 Mrunal Amit G... F 1057 291 2250 114486094 1910 1881 6617756101 T2DM&PN  MefiorminAGls No Others
2010 Imran Abbas . W 1057 291 2259 1145006912 1911 1881 6.619316385 T2DM&HT& . SUMetformin,.. hypertension,.. anfinyperensi
2011 Sumit Anil Sw.. W 1058 291 2260 1145143884 1911 1881 5820876660 T2DM&PN  SUMefformin,.. No No
2012 Hemant Chet .. 1058 291 2260 1145280856 1911 1882 -5.622436953 T2DM&HT& . freddoseco. hypertension  anfinypedensi
2013 Chandrakant . W 1058 291 2260 1145417828 1911 1882 6623997237 T2DM&mido.. SUMetiormin N No
2014 JavedRafikS.. M 1058 202 2261 1145554799 1911 1882 -6.825557520... Obesity & T2DM Mefformin No Ho
2015 Baban Sharma W 1058 202 2261 1145691771 1912 1882 6.827117804.. T2DM&PN /\ No o
2015 Nilima Rajes. F 1058 202 2261 1145828743 1912 1882 -5.528678089 T2DM &HT & .. fireddose co.. hyperiension, . anfinypertensi
2017 SushilRam S.. W 1058 202 2261 1145065715 1912 1883 6630238373 No SU Metformin, .. dysiipidemia | Statin
2018 Chandrakant .. W 1058 202 2262 1146102887 1912 1883 6631798657 T2DM &mido.. SUMetformin Ho
2019 JavedRafikS.. M 1058 202 2262 1146239850 1912 1883 6633358941  Obesity & T2DM Mefformin No No

Entor Following Paramefers To Extract Watermari....

Wistermark Langth: 0 N ]

Datsbiss Nusa:

Table Nama:

Wistarsaried Tatle Hame:

PriCobumn Mama:

Ostelplunn Name

Figure 7: Screenshot of Watermark Extraction
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" Enter Following Paramoters To Extract Watornark. _, Eriter g 3 To Extract ¥ 2
Watsmash Lengis: |0 - Wateemisek Langth 10 -
arabany MLIme: | dabetese_sampie rJ Tatabase Mame dabetese sume ﬂ'
Tabls tamme e o Tobia Hame ateres: =l
Watermarksd Table Name: | OSDCEd wmi = Watermarked Table Mame; Sdbstestwm: e
PHColumn Mame | i P Column Hime e =
Do Hame e HDALE: ) DaraCotumn Hame el HDALE .
| EXTRACT WATERMARNK | RESET | CANCEL | EXTRACT WATERMARK I RESET CAMCEL
Figure 8: Screenshot of Watermark Extraction Figure 9: Screenshot of Watermark Extraction
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Dwtmoeney bl 87 | e ] z1 L3

7 Figure 10: Screenshot of Output of Watermark Extraction

Liper Wame: [t ]
Pt == User Name #ymy
Confirm Passwerd: - Password [ eremae
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Figure 11: Screenshot of Client Registration Figure 12: Screenshot of Client Login
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Figure 13: Screenshot of Client Data Request
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Figure 14: Screenshot of Client Data Request

V1. CONCLUSION AND FUTURE WORK

The system provides security to the shared databases in distributed environment by recoverable watermarking
numerical data where different users share their data in various proportions. It performs recoverable watermarking.
First, it embeds watermark in numeric data of relational database. During extraction process system detects watermark
hence it is recoverable watermarking. System also preserves and maintains data quality by recoverable
watermarking.Also system maintains ownership protection by performing recoverable watermarking on numerical data
in relational database for distributed environment.Future concern is to perform recoverable watermarking for

distributed databases for non-numeric data.
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