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ABSTRACT: Fake news has recently leveraged the power and scale of online social media to effectively spread
misinformation which not only erodes the trust of people on traditional presses and journalisms, but also manipulates
the opinions and sentiments of the public. Detecting fake news is a daunting challenge due to subtle difference between
real and fake news. As a first step of fighting with fake news, this paper characterizes hundreds of popular fake and real
news measured by shares, reactions, and comments on Facebook from two perspectives: domain reputations and
content understanding. Our domain reputation analysis reveals that the Web sites of the fake and real news publishers
exhibit diverse registration behaviors, registration timing, domain rankings, and domain popularity. In addition, fake
news tends to disappear from the Web after a certain amount of time. The content characterizations on the fake and real
news corpus suggest that simply applying term frequency-inverse document frequency (tf-idf)and Latent Dirichlet
Allocation(LDA)topic modeling is in efficient in detecting fake news, while exploring document similarity with the
term and word vectors is a very promising direction for predicting fake and real news. To the best of our knowledge,
this is the first effort to systematically study domain reputations and content characteristics of fake and real news,
which will provide key insights for effectively detecting fake news on social media.
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I. INTRODUCTION

The last decade has witnessed the rapid growth and success of online social networks, which has disrupted traditional
media by fundamentally changing how, who, when, and where on the distribution of the latest news stories. Unlike
traditional newspapers or magazines, anyone can spread any information at any time on many open and always-on
social mediaplat forms with out real-world authentications and circulation and spreading’s of fake news, social spams,
and misinformation Driven by the political or financial incentives, the creators of fake news generate and submit these
wellcrafted news stories on online social media, and subsequently recruit social bots or paid spammers to push the
news to a certain popularity. The recommendation and ranking algorithms on social media, if failed to immediately
detect such fake news, likely surface such news to many other innocent users who are interested in the similar topics
and content of the news, thus leading to a viral spreading process on social media. These rising social spams, click
baits, and fake news, mixed with real news and credible content, create challenges and difficulties for regular Internet
users to distinguish credible and fake content. Towards effectively detecting, characterizing, and modeling Internet fake
news on online social media, this paper proposes a new framework which systematically characterizes the Web sites
and reputations of the publishers of the fake and real news articles, analyzes the similarity and dissimilarity of the fake
and real news on the most important terms of the news articles via term frequency-inverse document frequency (tf-idf)
and Latent Dirichlet Allocation (LDA) topic modeling, as well as explores document similarity analysis via Jaccard
similarity measures between fake, real, and hybrid news articles. The contributions of this paper can be summarized as
Follows:

We systematically characterize the Web sites and reputations of the publishers of the fake and real news articles on
their registration patterns, Web site ages, domain rankings, domain popularity, and the probabilities of news
disappearance from the Internet. We analyze the similarity and dissimilarity of the fake and real news on the most
important terms of the news articles via tf-idf and LDA topic modeling.We explore document similarity between fake,
realor hybrid news articles via Jaccard similarity to distinguish, classify, and predict fake and real news.

Il. LITERATURE SURVEY

A fake news detection system aims to assist users in detecting and filtering out varieties of potentially deceptive
news. The prediction of the chances that a particular news item is intentionally deceptive is based on the analysis of
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previously seen truthful and deceptive news. A scarcity of deceptive news, available as corpora for predictive
modeling, is a major stumbling block in this field of natural language processing (NLP) and deception detection. This
paper discusses three types of fake news, each in contrast to genuine serious reporting, and weighs their pros and cons
as a corpus for text analytics and predictive modeling. Filtering, vetting, and verifying online information continues to
be essential in library and information science (LIS), as the lines between traditional news and online information are
blurring.

The problem of fake news has gained a lot of attention as it is claimed to have had a significant impact on 2016 US
Presidential Elections. Fake news is not a new problem and its spread in social networks is well-studied. Often an
underlying assumption in fake news discussion is that it is written to look like real news, fooling the reader who does
not check for reliability of the sources or the arguments in its content. Through a unique study of three data sets and
features that capture the style and the language of articles, we show that this assumption is not true. Fake news in most
cases is more similar to satire than to real news, leading us to conclude that persuasion in fake news is achieved through
heuristics rather than the strength of arguments. We show overall title structure and the use of proper nouns in titles are
very significant in differentiating fake from real. This leads us to conclude that fake news is targeted for audiences who
are not likely to read beyond titles and is aimed at creating mental associations between entities and claims.

We introduce the novel task of determining whether a newswire article is “true” or satirical. We experiment with
SVMs, feature scaling, and a number of lexical and semantic feature types, and achieve promising results over the task.
Automatic fake news detection is a challenging problem in deception detection, and it has tremendous real-world
political and social impacts. However, statistical approaches to combating fake news has been dramatically limited by
the lack of labeled benchmark datasets. In this paper, we present liar: a new, publicly available dataset for fake news
detection. We collected a decade-long, 12.8K manually labeled short statements in various contexts from
PolitiFact.com, which provides detailed analysis report and links to source documents for each case. This dataset can be
used for fact-checking research as well. Notably, this new dataset is an order of magnitude larger than previously
largest public fake news datasets of similar type. Empirically, we investigate automatic fake news detection based on
surface-level linguistic patterns. We have designed a novel, hybrid convolutional neural network to integrate meta-data
with text. We show that this hybrid approach can improve a text-only deep learning model.

IJIRCCE©2021 |  An1SO 9001:2008 Certified Journal | 7101


http://www.ijircce.com/

International Journal of Innovative Research in Computer and Communication Engineering
Eﬁ@ | e-1SSN: 2320-9801, p-ISSN: 2320-9798| www.ijircce.com | [Impact Factor: 7.542 |
2T
|| Volume 9, Issue 6, June 2021 ||

| DOI: 10.15680/1JIRCCE.2021.0906185 |

I11. PROPOSED ALGORITHM
TFID ALGOEITHM:

TFID ALGORITHM
Input: Chat History ch, URL

Output: result r. (Ranked Statement)
Let,
D is data extract from URL,

words=getWords(chat); //Using Split("\s+")

Term Frequency TF:
for each statement s 2D

for each word, w ? ch

a=Number of times w appearsin as;
B= Total number of tems in s;

end for

end for

Inverse Document Frequency IDF:

for each word, w ? ch

TotalNo. of Statements
idf = log(

No. of Statements w presnet

end for

retum tf*idf
End;

Fig.1. TFID Algorithm

IV.SYSTEM ANALYSIS

aterfall approach was first SDLC Model to be used widely in Software Engineering to ensure success of the project.
In "The Waterfall" approach, the whole process of software development is divided into separate phases. In this
Waterfall model, typically, the outcome of one phase acts as the input for the next phase sequentially.

The following illustration is a representation of the different phases of the Waterfall Model

» Requirement Gathering and analysis — All possible requirements of the system to be developed are captured in this
phase and documented in a requirement specification document.

* System Design — The requirement specifications from first phase are studied in this phase and the system design is
prepared. This system design helps in specifying hardware and system requirements and helps in defining the overall
system architecture.

* Implementation — With inputs from the system design, the system is first developed in small programs called units,
which are integrated in the next phase. Each unit is developed and tested for its functionality, which is referred to as
Unit Testing.
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* Integration and Testing — All the units developed in the implementation phase are integrated into a system after
testing of each unit. Post integration the entire system is tested for any faults and failures.

* Deployment of system — Once the functional and non-functional testing is done; the product is deployed in the
customer environment or released into the market.

* Maintenance — There are some issues which come up in the client environment. To fix those issues, patches are
released. Also to enhance the product some better versions are released. Maintenance is done to deliver these changes
in the customer environment.

L Implementation H
Testing }—‘L
Deployment of Systemh

[ Maintenance ’

|

Fig.2. System Analysis

V. CONCLUSION AND FUTURE WORK

As fake news and disinformation continue to grow in online social media, it becomes imperative to gain in depth
understanding on the characteristics of fake and real news articles for better detecting and filtering fake news. Towards
effectively combating fake news, this paper characterizes hundreds of very popular fake and real news from a variety of
perspectives including the domains and reputations of the news publishers, as well as the important terms of each news
and their word embeddings. Our analysis shows that the fake and real news exhibit substantial differences on the
reputations and domain characteristics of the news publishers. On the other hands, the difference on the topics and
word embeddings shows little or subtle difference between fake and real news.
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