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ABSTRACT: Data as a Service (DaaS) builds on service-oriented tools to allow fast contact to data resources on the 

Web. However, this typical raises several new privacy concern that customary privacy models do not handle. In 

addition, DaaS configuration may reveal privacy-penetrating information. In a formal privacy model in order to extend 

DaaS reports with privacy capabilities. The privacy model allows a service to express a privacy policy and a set of 

privacy requirements.In this a privacy-preserving DaaS arrangement approach permit to confirm the compatibility 

between privacy requirements and policies in DaaS configuration. Also negotiation device that makes it imaginable to 

dynamically reconcile the privacy capabilities of services when incompatibilities arise in a composition. We validate 

the applicability of our offer through a prototype presentation and a set of research 
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I. INTRODUCTION 

 

Web services technology is attractive progressively popular because of its potential in many areas. It is a new kind of 

components that can be raised over the Internet. This offerings a capable resolution for addressing platform 

interoperability problems faced by system integrators. The give of this new component type also enables service 

composition using standing Web services, sponsoring constituent re-use which have a dream for the software 

engineering industry. Because of its potential for service composition, agent enquiry community has also discovered it 

for composing agent‟s behaviors. Recent years have witnessed a growing interest in using Web services as a reliable 

medium for data reproducing and sharing amongst organizations and individuals . Modern originalities are moving near 

a service-oriented architecture for data sharing on the Web by putting their databases behind web services, thereby 

providing a well-known, interoperable method of cooperating with their data.  

 

Further, more, data not stored in traditional stores also is being completed presented via Web services. We call this 

type of Web services as Data-Providing Web services, where services correspond to calls over the data sources' 

schemas. WEB services have just emerged as a popular medium for data publishing and allocation on the Web. Modern 

originalities across all spectra are moving towards a service-oriented architecture by setting their databases behind Web 

services, thereby as long as a well-known, platform self-determining and interoperable method of cooperating with 

their data.  

 

This new type of services is known as DaaS (Data-as-a-Service) services [33] where services relate to calls over the 

data bases. DaaS sits between services-grounded claims (i.e., SOA-based business process) then an enterprise‟s 

heterogeneous data sources. They protect applications developers from having to straight interact with the various data 

sources that give access to business objects, thus agreeing them to focus on the business logic only. While individual 

services may offer stimulating information/functionality alone, in most cases, user‟s queries require the combination of 

several Web services through service composition. In unkindness of the enormous body of investigation devoted to 

service composition over the last years , service composition remains a inspiring task in particular regarding privacy. 

Web services technology is now over two years old. Although it has a lot of potential, but the agreement rate has been 

very slow. 
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II. RELATED WORK 

 

Two factors intensify the problem of confidentiality in DaaS. First, DaaS services assemble and supply a large 

amount of private information about users. Second, DaaS services are capable of share this information with other 

entities. Moreover, the emergence of analysis tools makes it easier to analyse and synthesize huge volumes of 

information, hence increasing the risk of privacy damage [2]. The extensible Mark up Language (XML) [4] is a 

requirement offering a option for flexible storage of tree-based data. Due to their elasticity, the XML documents 

expanded in recent years much popularity. They are currently used for data communication, data packing, or in incident 

of a Web Service for function appeal calls. Since XML documents often contain confidential and reliable data, the 

W3C consortium has established standards that describe the XML syntax for applying cryptographic primitives to 

arbitrary XML data. The resulting standards have become XML Encryption [6] and XML Signature [7]. Using XML 

Encryption to XML data ensures its confidentiality. In parallel, XML Signature guarantees data integrity and 

authenticity. Both can be functional to arbitrary data in the document. While planning the Web Service every effort 

should be made that all the information necessary by the said web service should be delivered at one place under single 

umbrella that is all the functionality be defined under the functions defined in once class and less number of inner 

classes, unspecified inner classes, abstract classes and nesting of classes should be used. A Web service should be 

accessible to one and all and it should be designed in such a manner that it strictly conforms to the Web Content 

Accessibility Guidelines 1.0 and the standards for defined for Web Accessibility Initiative [3]. The first issue is the 

need for custom SOAP serializes in Java. We found that the internal object structure for STMS queries and responses 

could be expressed in a simpler and more efficient manner by using custom written serializes that simply plug in to the 

Apache SOAP package. This also contributed us a actual acceptable particle of switch over the plan of the messages, 

which made it easier to build a .NET client. The second issue that aided interoperability is the fact that the .NET client 

was written from scratch; we were free to build the object hierarchy in C# around the format of the SOAP 

communications, thus agreeing us to custom the constructed in SOAP serialization with the aid of code attributes. 

 

III. PROPOSED ALGORITHM 

 

In this segment, we present the concept of compatibility between privacy policies and requirements. Then, we 

express the conception of privacy subsumption and existing our cost model-based privacy matching mechanism. 

 

                                       
                                                                                       Algorithm 1. Privacy Compability Matching. 
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In this web service we are producing web service on IIS using WCF which is integral web server of windows 

operating system .this service will produce by main branch people and deployed on web server. server will provide 

authority to the client by using domain name or with the help of IP address to that this service will not reachable to all 

client. server will create WSDL document using which client can easily read the documentation detail of web service 

and input parameter delivered in web service. all the secrete factor will keep by main branch people so that on client 

side capable of view the secrete data of the web service for example database name, userID of the database and 

password of the database client only need to call this service and apply the service advantage of the web  service is to 

produce only once and apply number of times by the client. if any modification done on web service then 

simultaneously it will be updated on client so that we can use concept of reusability inside web service as well as it is 

easy for maintain point of view because client does not need to modify the code of application.in our project we are 

providing data access service through web service. Company who has created web service is able to give data on rent to 

the client. advantage of data access service over web service is different for platform client can access data from web 

service.in our project we are creating privacy mechanism. privacy keep on two level one is on data other is on 

operation. The operation level copes with privacy of operation and data operation will give security for restrictions on 

accessing data by client. client has given some period for which data access on their application. we will create privacy 

rule which will automatically stop displaying data on client application.in this project we have define mechanism to 

annotate the web service.web service will create interface element which will create the abstract of web service. we will 

annotate web service for the interface, operation, input and output. 

 

  Using WCF web service can also produce without web server and we create number of end point which is the 

upgrading on web service. we are creating different type of binding mechanism for  TCP and HTTP communication. 

we are using message transmission optimization mechanism which will provide security on message transmission 

which will develop the web service security. 

 

Privacy Compability algorithm: 

• Privacy Specification. 

• Privacy within Compositions. 

• Dealing with Incompatible Privacy 

• Policies in Compositions. 

• Sign and verify (parts of) SOAP messages using XML Signature. 

• Encrypt and decrypt (parts of) SOAP messages using XML Encryption. 

• Add security tokens (like timestamps, credentials) to SOAP messages. 

 

     Service Oriented Architecture (SOA) is a design approach used in the software design segment. An SOA-based 

system is a kind of distributed system that separations and groups the business logics into a insecurely coupling set of 

services. The advantages of an SOA-based system are services reclaim, heterogeneous system integration, leveraging 

the legacy investment and best of breed integration [ 1 ]. The classification of SOA-based systems is discussed in [2] 

and the examples are shown in [3], [4]. SOA is not so much a technology but an architectural style. The common 

misconceptions about SOA are discussed in [5]. The SOA based system can be executed in many different ways, such 

as CORBA or with other Remote Procedure Call (RPC) technologies. But, Web Service which is realized by the 

Simple Object Access Protocol (SOAP) is generally used to implement an SOA-based system. Different 

implementation methodologies of an SOA-based system will carry different security challenges. Therefore, this  paper 

motivations on the security concerns of the Web Services which are applied using SOAP. 

 

     The established services contain services providing that medical evidence about patients, hospital visits, 

diagnosed diseases, lab tests, recommended medications, etc. In the subsequent, we evaluate the efficiency and 

scalability of our compatibility algorithm. For each service deployed in our architecture, we arbitrarily generated PR 

and PP files regarding its worked resources (i.e., inputs and outputs). Assertions in PR and PP were made arbitrarily 

and stored in XML files. All services were organized above an Apache Tomcat 6 server on the Internet. We executed 

our PCM algorithm in Java and run the composition system with and without checking compatibility. To estimate the 

influence of PCM on the composition processing, we achieved two sets of experiments. 

 



                  

        
              ISSN(Online): 2320-9801 

         ISSN (Print):  2320-9798                                                                                                                                 

International Journal of Innovative Research in Computer 

and Communication Engineering 
(An ISO 3297: 2007 Certified Organization) 

Vol. 3, Issue 3, March 2015 

Copyright to IJIRCCE                                                                 10.15680/ijircce.2015.0303121                                                      1986 

 

 

    XML-created SOAP Web Services are a broadly used technology, which allows the users to implement remote 

operations and transport arbitrary data. It is currently modified in Service Oriented Constructions, cloud interfaces, 

organization of joined identities, Government, or army services. The wide adoption of this technology has resulted in 

an occurrence of numerous – mostly complex – delay specifications, this has been monitored by a increase in large 

number of Web Services occurrences. They kind from definite Denial of Service attacks to attacks breaking interfaces 

of cloud providers [1], [2] or confidentiality of encoded messages [3]. By implementing common web presentations, 

the originators estimate the security of their systems by relating different penetration testing utensils. Though, in 

evaluation to the well known attacks as SQL injection or Cross Site Scripting, there exists no saturation testing tools for 

Web Services specific attacks. This was the motivation for evolving the first automated penetration testing tool for Web 

Services called WS-Enemy. In this study an overview of our design decisions and provide valuation of four Web 

Services frameworks and their conflict against WS-Addressing spoofing and SOAP Action spoofing attacks. 

 

     A method or a subroutine hosted in a local machine can be implemented by a remote system through an 

Application Programming Interface (API). However, a traditional API is language-dependent and is only accessible for 

a particular programming language. A Web service is a kind of distributed system and it offers APIs which can be used 

by all systems on the Internet. Presently, SOAP is the most common way to implement Web Services and it is a core 

part of the Web Service architecture. The SOAP is a specification for exchanging structured messages between two 

computer systems via common communication protocols. Equation (1) shows the modules of SOAP. 

 

                                    SOAP = Structured Message + Communication Protocol (1). 

 

                                                           
                                                                              Fig.1: System Design 

                                                                                                                                                   

IV. CONCLUSION AND FUTURE WORK 

 

 We proposed a dynamic privacy model for Web services. The model  with privacy at the data and operation levels. 

In any case, privacy policies always reflect the usage of private data as specified or agreed upon by service providers. 

The Web Services boundary provides a standard framework for accomplishment queries on authenticated dictionaries 

over the Internet. Moreover, it allows clients to spend less code dealing with the serialization, canonicalization, and 

communication of data by delegating those tasks to previously implemented standards. This, in turn, motivates smaller, 

simpler clients on many different possible platforms. By developing prototype operations in .NET, we are going to 

achieve the goals of interoperability and platform-independence of proof verification. Finally, there is much more 

future work to be done in this area. More wide-ranging performance evaluations are required in order to raise the 

algorithm and compare approaches. Also, there are currently only two implementations; there exist many more XML 

Signature and SOAP toolkits for which clients and transforms can be written. The current implementation only verifies 

a single proof per document; it would be significantly more efficient to be able to handle the verification of multiple 

proofs from the same repository with a single XML Signature validation and also we aim at designing techniques for 

protecting the composition results from privacy attacks before the final result is returned by the facilitator. 
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