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ABSTRACT: Mobile ad-hoc networks (MANET) is a field of vast applicability and have the research area of many
researchers from the last decade or so. The field also involves other organization for the advancement of hardware
involved as well as the other software and routing strategies. The MANET has the applicabilities in defense,
exploration of the remote area, and many other real life scenarios because of the structure and its nature. The MANETS
with the advancement in the area also facing new challenges day by day as the old one is removed or solved. One of the
major issues for this type of the network remain the security. Security is the prime motive of any network working in
any area without security the network applicability may have no significance at all. The security mechanism is
proposed by many researchers and also implemented in the area. Still advancement continues in the area of security of
the network, with this approach, exploring the area of security, in this work, a modified trust based network routing
scheme is purposed and implemented. The proposed approach considers the best suited candidates for the transmission
between the source and destination. In this effort sometimes, the path adopted may not be the shortest but due to
security requirements and structure of the proposed algorithm the adaptation is made.
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I. INTRODUCTION

Mobile adhoc networks (MANETS)[1] are usually formed by a group of mobile nodes interconnected via wireless
links, which agree to cooperate and forward each other’s packets. One of the basic assumptions for the design of
routing protocols in MANETS is that every node is honest and cooperative. That means, if a node claims it can reach
another node by a certain path or distance, the claim is trusted/true; similarly, if a node reports a link break, the link
will no longer be used. While this assumption can fundamentally facilitate the design and implementation of routing
protocols, it meanwhile introduces vulnerability several types of denial of service (DoS) attacks [5], particularly
packet dropping attack. To launch such attack, a malicious node can stealthily drop some or all data or routing packets
passing through it. Due to the lack of physical protection and reliable medium ac mechanism, packet dropping attack
represents a serious threat to the routing function in MANETS. A foe can easily join the network and compromise a
legitimate node subsequently start dropping packets that are expected to be relayed in order to disrupt the regular
communications. Consequently, all the routes passing through this node fail to establish a correct routing path between
the source an destination nodes.

Related work

Watchdog and Pathrater components to mitigate routing misbehavior have been suggested by Marti, Giuli and Baker
[20]. They observed increased throughput in MANETS by complementing DSR protocol with a watchdog for detection
of denied packet forwarding and a Pathrater for trust management and routing policy, rating every path used. This
enables every node to avoid any malicious node in its routes as a reaction. Ratings are maintained for all the nodes in
the network, and the ratings of actively used nodes are updated periodically. The drawback of this system is that there
is no reward and no punishment for the participants. Consequently, the selfish nodes still can forward their packets via
others, while they are relieved of forwarding the packets of others. So that it becomes even advantageous to be selfish.
This drawback is addressed in the subsequent systems.
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Il. PROPOSED ALGORITHM
A. Design Considerations:
e The study focus on analysis of routing process.
e Analyzing the effects of changing the routing strategy to follow the trust instructions for the network.
e Simulating the trust scenario for the network.
e Analysis of result with the help of plotting of different graphs to follow the objectives. Ensuring the
parameter analysis of the network.

B. Description of the Proposed Algorithm:
Aim of the proposed algorithm is to maximize the network security by increasing the transmission security using
trust management scheme. The proposed algorithm is consists of three main steps.

Step 1: The state of the simulation consists of node deployment and forming the network base. After which it create a
source node with the help of cbr agent and creation of destination node with the help of null agent. These will not
function until they are attached in pair, or source is attached to any destination.

Step 2: In the next step of proposed strategies, check if the trust value of nodes is available, if it is available, Select the
shortest path with nodes having trust value(max. possible). This forms the path basis and provides the desired category
for the path formation. Once, this is done to complete the communication process.

Step 3: If network is in its initial stage, that will be unable to have any trust value for any node, it this scenario, Select
the shortest path for communication, start communicating through it, If the ack is received, update the trust values of
nodes and again go to selection process . but if the ack is not received in that case a different path is choose, which is
different from shortest path and this process continues until we get the desired path. After the completion of
communicative tasks, the network stops.

I11l. PSEUDO CODE

Step 1: Deploy the nodes and form the network with the desired number of nodes.
Step 2: Create source node with the help of cbr agent and destination node by using null agent.
Step 3: Connect the desired pair of source and destination.
Step 4: If trust value >0

Select the shortest path with nodes having trust value(max. possible)

Else

Include the shortest path with max. number of trusted nodes
Step 5: if available trust =0

Select the shortest path

If ack

Update the trust values of nodes and go to step 4

Else

Select another path possible between source and destination
Step 6: stop communication.

IV.SIMULATION RESULTS

The Mobile Ad hoc networks may also experience packet loss due to parameters employed but that is reduced in case
of proposed work implementation.

1 Throughput:

The average rate at which the total number of data packet is delivered successfully from one node to another over a
communication network is known as throughput. The result is found as per KB/Sec. It is calculated by

Throughput= (number of delivered packet * packet size) / total duration of simulation
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Fig 1: Throughput of Proposed algo.

This is the throughput graph of proposed algo and analysis that the values of throughput remains higher for the
proposed algorithm for the complete plot.

Fig 2:Throughput of simple DSR protocol observed

Above figures Fig 1 and Fig 2 shows the plot for throughput of the proposed algorithm and simple DSR. The values
attained by these are different. Simple DSR attains a maximum value of 1.05 x 10° Kbps while the proposed algorithm
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is capable of attaining 1.25 x 10° Kbps value for the throughput. Further the values attained by these two algorithms

also differ. By comparing the values in the plot it comes as the analysis that the values of throughput remains higher
for the proposed algorithm for the complete plot.

2 Packet delivery Ratio (PDR): This is the ratio of total number of packets successfully received by the destination
nodes to the number of packets sent by the source nodes throughout the simulation. It also describes the loss rate that of
the packets, which in turn affects the maximum throughput that the network can support.

PDR= (Packets Received / Packets Sent)
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Fig 3: Comparison of PDR of Proposed algo with DSR

Fig 3 shows the comparison of PDR for the two algorithms, proposed having modifications in the DSR and simple
DSRi.e. DSR as the standard one, without any modifications.The PDR for the Proposed algorithm remains higher than
that of simple DSR and as the simulation is done in the same environment and under same parameters for the network,
the plot proves the higher performance metric for the Proposed algo.

4 Packet Drop Ratiolt is the ratio of the number of packet sent and the number of packets which are not received to
the destinations
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Fig 4 Plot of Received and Dropped Packets in Simple DSR
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In Fig 4 , the line plot for the dropped packet is high due to which the slop for received packet is not so high which
indicate that a large no of packets are dropped in this case.
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Fig 5: Plot of Received Packets and dropped packets in case of Proposed algo.

Fig 4 and Fig 5 provides the plot of received packets and dropped packets in case of simple dsr and Proposed algo. The
line plot with higher slop provides the higher value indication while the line plot with lower slop indicate a less value.
while in Fig 5, the line plot of dropped packets have a very less slop due to which the line plot for the received packets
have the higher slop.

So, the analysis provides the information that a high no. of packets are dropeed in case of simple DSR while a low no.
of packets are dropped in case of Proposed algorithm. As a consequence high number of packets are received in case of
Proposed algo. as compared to Simple DSR protocol.

V. SUMMARY

Here we show the different parameters average value for different parameters studied in case of simple DSR and the
proposed algo implemented under DSR.
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lwnodule@wmodule-virtualBox:~/Desktop$ awk -f normalized_routing_load_new_trace\(1\).awk new_with_trust.tr
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Normalized Routing Load = 11.542

Average Throughput = 104606.931

Recieved Packets = 4250

Dropped Packets = 236

Packets Generated = 4722

Average Packet delivery ratio = 0.900
(HEREHH R R R R R R R R R R R R R R R R R R R R
lwmodule@wmodule-virtualBox:~/Desktop$ awk -f normalized_routing_load new_trace_non_trust.awk without_trust.tr
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Normalized Routing Load = 14.458

Average Throughput = 93968.648

Recieved Packets = 3778

Dropped Packets = 944

Packets Generated = 4722

Average Packet Delivery Ratio = 08.800
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Fig 6 : Parameter studied in case of Proposed and simple DSR

Fig 6 provides the values of Normalized Routing load, Average Throughput, Received Packets, Dropped packets,
Packets Generated and Average Packet Delivery Ratio. Firstly the result shown is for the proposed algo. and after that
the results are shown for simple DSR protocol i.e. without trust.

V1. CONCLUSION AND FUTURE WORK

In this study, MANETSs are susceptible to adversaries who can compromise nodes. The routing protocol is critical to
MANETSs performance. Therefore security is crucial, but it is also a hard task due to the nature of such networks.
Trusted routing protocols are one means of providing security. A comprehensive work focusing on adapting reputation
and trust-based systems for MANETS along with a critical evaluation of their strength and weaknesses is presented.
This thesis presents an trust based on demand routing protocol called TBD. TBD depends on the self monitoring of
each node to find out its trust value. The nodes trust values moves across the network during the route discovery
messages without flooding the network with extra messages. The advantages of TBD are examined via simulation done
over a network. The results show that TBD can effectively improve the energy efficiency and data delivery ratio. TBD
has a better routing packet overhead than DSR because it does not require flooding the network with trust values
inquiries.
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