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ABSTRACT: Many of our daily activities have been influenced by the Internet's rapid growth. Ecommerce is a rapidly 

growing industry. In general, e-commerce sites allow customers to write reviews about their services. The existence of 

these reviews can be used to gather information. Companies, for example, can use it to make design decisions for their 

products or services, whereas potential customers can use it to decide whether to buy or use a product. Unfortunately, 

the importance of the review is abused by certain parties who attempt to create fake reviews, either to increase the 

popularity of the product or to discredit it. 
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I. INTRODUCTION 

 

The growing popularity of e-commerce and the rapid development of online shopping have resulted in a large number 

of online reviews describing consumer perceptions of various goods and services [1]. As a result, an increasing number 

of consumers rely on online product reviews to determine the quality of a product or service, which influences their 

purchasing decisions. Positive reviews obviously induce consumers to purchase specific products, bolstering financial 

gains for manufacturers, whereas negative reviews prompt consumers to seek alternatives, resulting in financial losses. 

Many vendors and retailers attempt to manipulate online reviews due to competition and vested interests. For example, 

they frequently post deceptive reviews in an attempt to mislead potential customers and influence them to make risky 

purchasing decisions. In the worst-case scenario, they may hire a large number of spammers or collective spammers to 

post glamorised positive reviews in order to improve their product reputation or harmful negative reviews in order to 

suppress their competitors. 

 

II. RELATED WORK 
 

Various approaches to assessing the credibility of information disseminated via social media have been proposed by 

researchers in recent years, depending on the context [2]. 

Historically, credibility has been associated with believability, trustworthiness, perceived reliability, expertise, 

accuracy, and a variety of other concepts or combinations of them [3]. 

Credibility, according to Fogg and Tseng [4], is a perceived quality of the information receiver that has multiple 

dimensions. 

Different characteristics can be associated with: I the source of information, (ii) the information itself, including its 

structure and content, and (iii) the media used to disseminate information [5]. It has been demonstrated that, when these 

characteristics are considered in terms of credibility, the impact of the delivery medium can change people's 

perceptions of information sources and information itself [3], [5]. As a result, one critical question that must be 

addressed today is whether new media in the digital realm introduce new factors that may concur with credibility 

assessment [6], [7]. 

In the Social Web, evaluating information credibility is concerned with the analysis of user-generated content [8], the 

characteristics of the authors, and the inherent nature of social media platforms, i.e., the social relationships connecting 

the entities involved. 

These characteristics, or features, can be simple linguistic features associated with the UGC text, additional meta-data 

features associated with the content of a review or a tweet, or they can be extracted from the behaviour of users in 

social media, i.e., behavioural features, or they can be linked to the user profile (if available). Furthermore, various 

approaches have considered product-based features, as in the case of review sites where products and/or services are 

reviewed, or social features, which exploit the network structure and relationships connecting entities in social media 

platforms [9], [10]. 

Several approaches have been proposed in recent years to assess the credibility of information in the Social Web in an 

automatic or semi-automatic manner; in particular, the most investigated tasks have been the identification of: I opinion 
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spam in review sites [9], (ii) fake news in microblogging sites [11], and (iii) potentially harmful/inaccurate online 

health information [12]. In general, the majority of these approaches are data-driven, employing various models to 

classify UGC in terms of credibility. 

 

III. PROBLEM STATEMENT 
 

People write unworthy positive product reviews in order to promote them. In some cases, malicious negative reviews 

are given to other (competitive) products in order to harm their reputation. Some of these are non-reviews (e.g., 

advertisements and promotions) with no opinions about the product. 

 

IV. PROPOSED METHODS 
 

To address the major issue that online websites face as a result of opinion spamming, this project proposes to identify 

any such spammed fake reviews by classifying them as fake or genuine. Using the Nave Bayes, Linear SVC, SVM, 

Random Forest, and Decision Trees algorithms, the method attempts to classify reviews obtained from freely available 

datasets from various sources and categories such as service-based, product-based, customer feedback, and experience-

based with greater accuracy. In order to improve accuracy, additional features such as sentiment comparison, verified 

purchases, ratings, emoji count, product category, and overall score are used in addition to the review details. Based on 

the classified training sets, a classifier is built using the identified features, and those features are assigned a probability 

factor or a weight. This is a supervised learning technique that employs various Machine learning algorithms to detect 

whether reviews are fake or genuine. 

 

 
Figure: Processing Diagram 

 

V. CONCLUSION 
 

This paper proposed a semi-supervised approach for fast fake review identification by focusing on improving the 

detection efficiency of fake online reviews and reducing the reliance on training sets. In the review process, a time 

series model is first used to capture the suspicious intervals by investigating the burst patterns. 
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In this article, which focuses on the effectiveness of supervised classification, a feature analysis was performed to 

summarise the main review- and reviewer-centric features that are suitable for fake review detection, as well as to 

propose new features that can be particularly useful in detecting singleton reviews. To avoid the issues associated with 

the limited volume of available ground truths, an evaluation was conducted using a publicly available large-scale and 

general labelled dataset. The encouraging results obtained attest to the usefulness of the proposed study. 

 

VI. FUTURE ENHANCEMENT 
 

Although this model outperforms other traditional statistical methods, it still has some limitations that must be 

addressed in the future. (1) Limited data are used in the experiment due to their inaccessibility. (2) The feature selection 

is simple, particularly the sentiment factor consideration. Exploring and analysing more linguistic features, such as 

modifiers, negations, emojis, and ironic words, may help improve detection performance. 
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