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ABSTRACT:InternetiofiThingsi(IoT)iconceptualizesitheiideaiofiremotelyiconnectingiandimonitoringirealiworldiobjec

tsi(things)ithroughitheiInterneti[1].iWheniiticomesitoiourihouse,ithisiconcepticanibeiaptlyiincorporateditoimakeiitisma

rter,isaferiandiautomated.iThisiIoTiprojectifocusesionibuildingiaismartiwirelessihomeisecurityisystemiwhichisendsiale

rtsitoitheiowneribyiusingiInternetiinicaseiofianyitrespassiandiraisesianialarmioptionally.iBesides,itheisameicanialsoibei

utilizediforihomeiautomationibyimakingiuseiofitheisameisetiofisensors.iTheileverageiobtainedibyipreferringithisisyste

mioveritheisimilarikindsiofiexistingisystemsiisithatitheialertsianditheistatusisentibyitheiWi-   

Fiiconnectedimicrocontrollerimanagedisystemicanibeireceivedibyitheiuserionihisiphoneifromianyidistanceiirrespective

iofiwhetherihisimobileiphoneiisiconnecteditoitheiinternet.iTheimicrocontrolleriusediinitheicurrentiprototypeiisithe iTI-

CC3200iLaunchpadiboardiwhichicomesiwithianiembeddedimicro-controlleriandianionboardiWi-

Fiishieldimakingiuseiofiwhichiallitheielectricaliappliancesiinsideitheihomeicanibeicontrollediandimanaged. 
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I. INTRODUCTION 

Safetyyyiandyyisecurityyyioffianyilivingggiorrriworkingggiplaceeeiisssioneeeiofffitheimosttttiprimaryyyiconcerns.i

Theeeiadvancementtttiofffitheitechnologyyyihasiincreaseddditheeeisafetyyyiandddisecurityialongggiwithhhitheirrribel

ongings.iInternetttiofiThingsssi(IoT)ibecomeeeimajorrriinterestttiasssiresultsssiofffitechnologyidevelopmentttianddiind

ustryyyirevolutionnn 

i4.0.iApplicationnnioffiIoTttihassibeeneniwidelyyyiimplementedddiinieveryyyisectorrrisuchiassisecurityyyisystems,,,,i

industry,,,,ifarming,,,,iandddimedicine.iSeverallllistudiesssihaveeeibeennnidevelopedddiaiIoT-

basedddismartihomeeeisuchhhiassihomeeeisecuritytyisystemmmiusinggiinternettiofithings.iPreviousssistudyyisuggeste

dditooiuseeeiArduinooiUnoo,imodulesiESPPPiwifiii,idannnireeddisensor,,,ihowever,iinnnithattistudyionlyyyiapplieddd

isensorrrireeddithattiplacedddiinifrontttiofffitheidooriassiaaisecurityyyisystemmianddiuserssireceivedddinotificationnii

nismartphoneeiafterritheeidoorriopened.iThisssisystemmistillllihassiaihigherririskssiforricriminalizations.iAnotherristu

dy,iusedddiIoT-

basedismartttisecurityyyianddihomeeiautomationnisystemmiwithhisensoriPIRiinstalleddiattitheeientranceeeioffitheeibu

ilding,isooithattiiffithereiisssaiaihumannimovementt,itheisensorssiwillllitriggerritoiinputtitheeimicrocontroller,itheeiow

nerriwilleigetttiainotificationnithroughtivoiceicalls.iThisssisystemmicanniprovideeirealliactionnidirectlyyiforriownerito

iprovideeiwarningssisystemmibyyiturninggionnitheeilighttiandddalarmisooitheeeiownerriusinggitheikeypaddibuttonnit

hatihasibeenniprogrammeddiprevious.iIoTTTibaseddismarttihomeeiusingiBlynkkiFrameworkk,ithissisystemiconsistssi

offithreeeidifferentiisolateddisub-

systemsssiincludinggirelayyimoduleeisystems,iGPSimodulessisystemssianditemperatureeeisensors,iassiwelliassiPIRise

nsorssiandiultrasoniccisensorssitoimeasureeitheiwaterrrilevellliinitheeiconnectedditankkkiusingiNodemcuuuiviaa iWi-

Fi___33,iandditheiinterfaceeiusingiBlynkkkiApppi.iWhereasssismarttihomeeidesignibasedddionniethernettisystemssica

nniprotecttihomessianddimonitorihomeeeiconditionsssisuchiassihumidity,itemperaturee,igassileakkiandifireeeiusingise

nsorssithattiareiintegrateddiwithhitheeiArduinoooiMegaaimicrocontrollerrrianddiEthernettishield. 

 

II. iLITERATUREiREVIEW 

DesigniandiImplementationiofiSecurityiforiSmartiHomeibasedioniGSMitechnologyiwasidiscussedibyiGovindaietial.i(

2014)ithatiprovidesitwoimethodsitoiimplementihomeisecurityiusingiIoT.iOneiisiusingiwebicamerasisuchithatiwheneve

rithereiisianyimotionidetectedibyitheicamera,iitisoundsianialarmiandisendsiaimailitoitheiowner.iThisimethodiofidetecti

ngiintrusioniisiquiteigood,ialbeitisomewhatiexpensiveidueitoitheicostiofitheicamerasiinvolvediinitheiprocess.iTheicam
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erasineeditoibeiofigoodiqualityiwhichimeansiitishouldihaveiaiwideirangeianditheipictureiqualityishouldibeihighienoug

hitoidetectimovement.iAlsoiifiyouigoiforimovableicamerasisuchiasidomeicamerasitheyiwillicostievenimoreithanitheifi

xediones. 

SMSibasedisystemiusingiGSMiwasiproposedibyiKarriiandiDanieli(2005)iproposeitoiuseiinternetiservicesitoisendimess

agesiorialertitoitheihouseiowneriinsteadiofitheiconventionaliSMS.iJayashriiandiArvindi(2013)ihaveiimplementediaifin

gerprintibasediauthenticationisystemitoiunlockiaidoor.iThisisystemihelpsiusersibyionlyiallowingitheiusersiwhoseifinge

rprintiareiauthorizedibyitheiowneriofitheihouse.iThisisystemicanialsoibeiuseditoimonitoriwhoiallihaveiuseditheisensori

toigainedientryiintoitheihouse.iTheisystemiisicouplediwithiaifewimoreihomeiprotectionifeaturesisuchiasigasileakageia

ndifireiaccidents.iAlthoughiaigoodisystem,ifingerprintisensorsiareiexpensiveiandicomplexi(asitheyineediincreasedisens

oriresolution)itoiintegrateiintoianiIoTisetup.iSomeiexpertsialsoiargueithationlyirelying 

ioniaifingerprintisensoriisinotiwiseiasiitiisirelativelyieasyitoiliftisomeone’sifingerprintsiandireplicateithem,iwhichiisiw

hyiitiisialwaysiadviseditoiuseifingerprintiscannersiiniaitwoifactoriauthenticationisystemsiwhereianiadditionalilayeriofis

ecurityiisiavailableiinitheiformiofiPIN,ipasscode,ivoiceirecognition,ietc. 

SomeiresearchersiproposedianiideaiofirobustiIoTihomeisecurityisystemiwhereiaifaultiiniofioneicomponentiinitheisyste

midoesinotileaditoitheifailureiofitheiwholeisystem.iTheiideaiofiusingimultipleidevicesiwhichimayiorimayinotibeidirect

lyicompatibleiwithieachiotheributicanibeimadeitoiworkiinisuchiaiwayithatitheyicanireplaceianiexistingicomponentiofit

heisystemiinicaseiofiaifault.iInitandemitoithis,itheimodelihasitheiabilityitoiuseioverlapibetweenivariousidevicesiwhichi

wouldiresultiinipreservingienergyithusimakingitheimodelimoreiefficient.iAniexampleiprovidediofitheisaidimodeliwoul

diuseitemperatureisensor,iWiFiimoduleiandiaidoorisensoritoireplaceiaifaultyicamera.iTheiauthorsiareisuccessfuliiniani

effortitoidemonstrateitheigiveniexample.iHoweverisuchisystemsiareiusefuliforipeopleiwithienergyiefficiencyiinimindia

ndiforithoseiwhoineediaihighidegreeiofirobustnessiwithitheirisecurityisystemsiandiareiwillingitoiexpendimoreimoneyit

haniusual. 

 

LaseriraysiandiLDRisensoriareiuseditoitoidetectiintrusioniusingitheirimovementiwasiproposediin 

i2016.iTheiwayitheisystemiworksiisithatiailaseriisifocuseditowardsiaiLDRisensorianditheimomentithatitheicontactiofil

aseritoiLDRisensoribreaks,itheialarmiconnecteditoitheisensorigoesioffialertingitheineighboursiandisendsiaiSMSitoithei

owner.iThisisystemisolvesitheiproblemioficoveringitheiplacesiwhichiareioutiofirangeifromitheifixedicamerasibutifaces

itheisameidifficultiesiwhichiareifacediwithisystemsiconsistingiofiGSMimodulesitoisenditextimessages,iwhichiisithatith

eideliveryiofimessageiisidependent 

ioninetworkicoverage.iAlsoidueitoitheinatureiofilasersibeingiaistraightibeam,iiticanibeiavoidedibyiintrudersiwhoiknow

iaboutitheisystemiandiareicapableiofidodgingitheilasers,irenderingitheiwholeisystemiuseless. 

 

III. iiARCHITECTURE 

IOTiandiArduinoiBasediHomeiSecurityiSystemiusesifouriSensors,inamely,iTemperature,iSmoke,iLPGiandiIRisensors.

iDataifromitheseisensorsiisithenisentitoitheiArduino,iwhichihasianiinbuiltisignaliconverter.iArduinoithenisendsidataiov

eritoitheiWi-Fiimodulei– iESP8266. iESP8266iisiaichipiusediforiconnectingimicro-controllersitoitheiWi-

FiinetworkiandimakeiTCP/IPiconnectionsiandisendidata.iData,iwhichiisisensedibyitheseisensors,iisithenisentitoitheiIO

T.iToielaborate 

ionitheitheftidetection,iweihaveiconnectediaipasswordimoduleibyiwhichiaiusericanienteritheipassword.iTheidooriwoul

diopenionlyiifitheipasswordienterediisicorrect.iTheiIRisensorineedsitoibeiinstalled 

onitheidoor,iwhichiis,ibyidefaultiactivated.iIfianiindividualientersitheicorrectipassword,itheiIRisensoriis ide-

activatedifor10isecondsianditheibuzzeriwon’titurniON.iIfisomebodyitriesitoienteritheihouseiwithoutienteringitheipass

word,ii.e.ibyidamagingitheilockior 

iso,iasisooniasitheipersonipassesitheiIRisensor,itheibuzzeriwouldibeiturnediON.iTheibuzzeriwouldibeiturnediONieveni

ifiaiwrongipasswordiisienterediforiconsecutively 

i3itimes.iToidemonstrateitheidoor,iweihaveiusediaiDCimotor.iTheibuzzeriwilliturniONieveniwheniitidetectsiincenseist

icksiasiwelliasiaicandleiflame.iTemperatureiandiSmokeisensorsiareiusediforifireidetection.iAsisooniasitheifireiisidetect

ed,itheisignaliwillibeisentitoitheimicro-controlleriwhichiwillithenisendiappropriateidataitoitheiLCDianditheiWi-

Fiimodule.iDataiisiiniturnisentitoitheiwebsiteiusingitheiIOTimodule.iSimilarly,itheiLPGisensoriisiusediforiLPGigasile

akageidetection.iTheiPre-requisiteiforithisiprojectiisithatitheiWi-FiimoduleishouldibeiconnecteditoiaiWi-

Fiizoneioriaihotspot.iThisiprojectiisialsoiimplementediwithoutitheiIOTimodule.iIniplaceiofitheiIOTimodule,iweihavei

usediaiGSMimodule,ibyiwhichianiSMSiisitriggered. 
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Fig.1. block diagram 

 
IV. WORKING 

 

Theismartihomeipromisesiaifuturisticihomeiexperienceiwhereieverythingiyouineediisijustiaisimpleivoiceicommandiaw

ay,ieveniwheniyou’reifarifromihome.iThereiareisomeiveryicooligadgetsithatiletiyouidoiailotiwithihomeiautomation,im

anyiofiwhichiareiincorporatediintoihomeisecurityisystems.iTheseiincludeismartidoorbells,ismartilocks,ismarticameras,i

smartithermostats,ismartilights,iandismartismokeialarms.iOneiofitheimosticommoniandisecurity-

focusedicomponentsiofiaismartisecurityisystemiareismartidoorbellicameras.iTheseiincorporateiaismallicameraiinitheid

oorbellibutton.iWhenisomeoneiringsitheibell—oriapproachesitheidoor,idepending ionitheisystem—

theidoorbellisendsianialertitoiyouriphoneiandiactivatesitheicamera,ilettingiyouiseeiaiclearipictureiofiwho’sithere,inoim

atteriwhereiyouihappenitoibe.iSmartilocksiareigreatinotionlyiforisecurityibutialsoiforiconvenience,iofteniallowingiyoui

toiforegoikeysientirely.iWhatimakesithemismartiisitheiriabilityitoicommunicateiwithiyourismartphoneiviaiWi-

FiioriBluetooth,iallowingiyouitoilockiandiunlockiyouridoorifromianywhere.iManyialsoiautomaticallyilockiandiunlocki

whenitheyidetectiyouriphoneiapproaching 

isoithatiyouicanicomeiandigoiwithoutieverihavingitoiworryiaboutiwhetheritheidooriisilocked.iSmarticamerasitakeitheit

raditionalisecurityicameraiconceptianditurnitheidialiupitoieleven.iTheseicamerasiincorporateiWi-

Fiiconnectionsithatiallowithemitoibeiviewediandicontrollediremotelyiusingiaismartphoneiapp.iManyicanialsoiuploadit

heifootageitoithe iCloudiforistorage,ieliminatingitheineediforiaipotentiallyicomplicated ion-

siteistorageisetup.iTheilasticommonihomeiautomationifeatureiofiaisecurityisystemiisitheihumbleismokeialarm.iThiside

viceitakesitheitraditionalismokeialarmiandibringsiitiintoitheidigitaliage,iwithiWi-

Fiiconnectivityianditheiabilityitoicommunicateiandipinpointiexactlyiwhereiaifireiisilocated.iTheireallyiniceithingiabout

itheseialarmsiisithatitheyicanisenditheialertsitoiyouriphone 

isoiyouicanibeiawareiofianyiissuesieveniwheniyou’reiawayifromihome.iYouicanialsoieasilyisilenceithemiinitheieventi

ofiaifalseialarm—

whoihasn’tisetioffitheirismokeialarmsiatileastionceiwhileicooking?iTopipicksiinithisicategoryiincludeitheiNestiProtecti

anditheiFirstiAlertiOnelink.iBothidetecticarbonimonoxideiiniadditionitoismokeiandialertiyouiiniaihumanivoiceiratherit

haniaiscreechingialarmitone. 
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.  
Fig.Fig.2. Circuit Diagram 

 
VMOTIONiSENSOR 

 

Thereiisiaijumperibehindithisimodule.iIfiyouimoveitheijumperitoiLiposition,itheisensoriwilli‘toggle’i(changeist

ate)iwheneverimotioniisidetected.iThisiisiunlikelyitoibeiofimuchiuseiiniaipracticaliapplications.iThisimodeiisica

lledinon-triggeringioriSingleiTriggeringimode. 

MovingitheijumperitoitheiHipositioniwilliresultiinitheimoreiusualisensorilogic.iTheisensoriwilliturn 

ioniwhenimotioniisidetectedianditurnioffiaiwhileiafteritheilastimotioniisidetected.iThisisensoriwilliresetitheitim

eri(whichiwouldiotherwiseiturnitheioutputioff)ieachitimeimotioniisidetected;ithisiwouldibeiapplicable,iforiexam

ple,iforiroomioccupancyilightingicontroliwhereiyouidon’tiwantitheilightsitoiblinkioffiwhileitheiunitiresets.iThis

iisicallediRetriggeringimode.i(orirepeatableitriggerimode). 

Thereiareialsoitwoipotentiometersibehindithisimodule.iByichangingitheiSENSITIVITYipotentiometer,iyouicani

reduceioriincreaseitheisensitivityiofitheisensori(clockwiseiincrease),iandialsoibyichangingiTIMEipotentiometeri

theioutputidelayiafterimovementidetectioniwillibeichanged. i 

 

Fig.3. Motion sensor 
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GASiSENSOR 

The iMQ-2ismokeisensoriisisensitiveitoismokeianditoitheifollowingiflammableigases: 

 LPG 

 Butane 

 Propane 

 Methane 

 Alcohol 

 Hydrogen 

Theiresistanceiofitheisensoriisidifferentidepending ionitheitypeiofitheigas. 

Theismokeisensorihasiaibuilt-

inipotentiometerithatiallowsiyouitoiadjustitheisensorisensitivityiaccordingitoihowiaccurateiyouiwantitoidetectigas. 

Theivoltageithatitheisensorioutputsichangesiaccordinglyitoitheismoke/gasilevelithatiexistsiinitheiatmosphere.iT

heisensorioutputsiaivoltageithatiisiproportionalitoitheiconcentrationiofismoke/gas. 

Iniotheriwords,itheirelationshipibetweenivoltageiandigasiconcentrationiisitheifollowing: 

 Theigreateritheigasiconcentration,itheigreatertheioutputivoltage 

 Theiloweritheigasiconcentration,itheiloweritheioutputivoltage 

 

Fig.4. Gas sensor 

V. APPLICATION,iFEATURESi&iADVANTAGESiOFiSMARTiHOMEiSECURITYiSYSTEM 

Securityibeingitheimainiintentiofitheiproject,itheimostiimportantiapplicationiofithisisystemiisianyidomesticisecurity.iB

yiusingithisiproject,iaipersoniwillibeiintimidatediaboutianyiincidentilikelyitoibeicausedibyifire,itheft,iLPGigasi–

iREMOTELY. 

ThisiprojecticanibeiusediatiRestaurants,iIndustries,iManufacturingiunits,iBanks,ietc. 

Theimainiadvantageiofithisisystemiisithatiitiisifullyiautomated.iOnceiinstalled,iitidoesinotirequireianyikindiofihumanii

nteraction.iAlso,iitiisiveryicost-effective. 

IOTiandiArduinoibasediHomeiSecurityiSystemicanibeienhanceditoiidentifyifingerprintsiasiopposeditoiaipasswordiusin

giaikeypad. 

Additionally,iweicanihaveiaivoiceiannouncementisystemithatiwouldisendioutivocaliinstructionsiregardingianyiofitheif

ourihazardousiconditionsidetectedibyiSmoke,iTemperature,iIRiandiLPGigasisensors. 
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VI.OBJECTIVES 

Theimainiadvantageiofithisisystemiisithatiitiisifullyiautomated.iOnceiinstalled,iitidoesinotirequireianyikindiofih

umaniinteraction.iAlso,iitiisiveryicost-

effective.iIOTiandiArduinoibasediHomeiSecurityiSystemicanibeienhanceditoiidentifyifingerprintsiasiopposedito

iaipasswordiusingiaikeypad. 

 
VII.CONCLUSION 

Withitheiadvancementiinitechnology,itheinumberiofielectronicidevicesiiniouriday-to-

dayiLifeihasiincreaseditoimakeilifeisimpler.iSoithereiisinecessityitoiconstructiaitrustableiRemoteiSystemithatiwillieasil

yicontroliallitheseidevicesifromiaidistanceiwillinotionlyireduceitheicomplexityiofihandlingitheinumberiofidevicesisimu

ltaneously,ibutialsoisaveipower.iThisireportipresentsioverallidesigniofiHomeiAutomationiandiSecurityiSystem.iThisiis

ianiIoTibasediproject.iAfteriresearch,iweimakeiaisuccessfuliprototype.iUsingitheiEthernetiandimicrocontrolleritechnol

ogyiweidesigniaiHomeiAutomationiSystemiwhereitheientireielectricaliitemiwillibeicontrolled.iUsingitheiinternetipeopl

eicanialsoimonitoriroomitemperature,iGasioccurrenceiinikitchen,idetectihumaniiniroomithroughitheiuserifriendlyiWebi

Applicationiandialsoimakesia 

ismsinotificationisystem.iComparingitoiothersithisisystemiisilowicost,iattractiveiuserifriendlyiinterfaceiwhichiisiplatfor

miindependentiandiit’siveryieasyitoiinstall.iAfteriimplementationiofiallifunctions,itheisystemiisitestediinidifferentistag

esiandiitiworksisuccessfullyiasiaiprototype. 
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