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ABSTRACT:ACurrent era is a cloud computing era. The use of cloud increasing daily. Cloud computing is nothing 
but the sharing of resources and pay as per we use. Now a days use of cloud computing is increasing rapidly. But the 
problem with cloud computing is every day data is get uploaded on the cloud. The increasing similar data. So to reduce 
the used size of cloud deduplication is best method in the data deduplication approach duplicate data is removed from 
the cloud. This will helps to save storage space and bandwidth also. To remove the duplicate data we have proposed a 
novel method in which user have assigned some privilege according to that duplication check is perform. We have used 
a hybrid cloud architecture to achieve the cloud data deduplication. Experimental result of our method shows that 
proposed method is more secure and consumes less resources of cloud. We have shown that proposed scheme has 
minimal overhead in duplicate removal as compared to the normal deduplication technique. 
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I. INTRODUCTION 
 
Cloud computing has wide range of scope now a days. Cloud provides large amount of virtual environment hiding 

the platform and operating systems of the user. User get use of resources. User have to pay as per the use of the 
resources of the cloud. Now cloud service providers are offering cloud services with very low cost and also with high 
reliability. Large amount of data is get uploaded on the cloud and shared by millions of the users. Cloud providers offer 
different services such as infrastructure as a service, platform as a service, etc. User not need to purchase the resources.  
As the data is get uploaded by the user every day it is critical task to manage this ever increasing data on the cloud. To 
make well data management in the cloud computing deduplication of the data [7] is best method. This method for data 
deduplication check is becoming more attraction now a days. Data duplication is the technique of reducing the size of 
data or it is the best compression method for the data deduplication. The deduplication method have application in the 
data management and in the networking also to send the data over the network required small amount of data. Instead 
of keeping redundant copies of the same data deduplication only keep original copy and provide only references of the 
original copy to the redundant data. There are two methods of the duplication check, one is file level duplication check 
and other is block or content level duplication check. In the file level duplication check the file with same name are 
removed from the storage and in the block level deduplication the duplicate blocks are removed. As the data 
deduplication is considering the user data there must be need of the some security mechanism. It arises security and 
privacy concern of the user’s sensitive data. In the traditional method user need to encrypt his own data by himself so 
there are different cipher files for each new user. To avoid the unauthorized data deduplication convergent data 
deduplication is proposed in [8] to enforce the data confidentiality while checking the data duplication). 

 
       The cloud provide the services as shown in the above figure such as platform, services, infrastructure as a 

service, and database as a service. In this we are using in cloud storage as a service. To check the authorized duplicate 
check we are using user credentials to check the authentication of the user. In the hybrid cloud the user credentials are 
present at the private cloud and data of the user is at public cloud. The hybrid cloud take advantages of both public 
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cloud and private cloud as shown in the figure 1. In the hybrid cloud architecture there are public cloud and private 
cloud is there. 

 

 
 

Figure 1. Cloud architecture and services 
 

In the hybrid cloud the user credentials are present at the private cloud and data of the user is at public cloud. The 
hybrid cloud take advantages of both public cloud and private cloud as shown in the figure 2. In the hybrid cloud 
architecture there are public cloud and private cloud is there. When any user forward request to the public cloud to 
access the data he need to submit his information to the private cloud then private cloud will provide a file token and 
user can get the access to the file resides on the public cloud. In the proposed system we have used a hybrid cloud 
architecture. The file data duplication is check on the primary level on the file name and then deduplication is checked 
at the block level of the data. If user wants to retrieve his data or download the data file he need to download both of 
the file from the cloud server this will leads to perform the operation on the same file this violates the security of the 
cloud storage. 

 
 

 
 

Figure 2. Hybrid Cloud Architecture. 
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II. LITERATURE SURVEY  
 

In the existing methods of cloud storage and data deduplication. First method of the data deduplication is post 
processing method [3] in which data is first store on the storage device and then duplication check is applied on the 
data. The use of this method is there is no need to wait for calculating the hash function and the speed of storage not get 
downgrade. The main drawback with this system is that if storage capacity of the device is low then the file storage 
may get full. The post processing method is not useful at all because it checks the file after storing it on the cloud 
server. The another method of the duplication check is the inline duplication check [5] as it check the duplication of the 
file when new entries are to be added to the database. Before adding the new entry or new data to the database it will 
checks for the block level duplication of the file. Till this method have drawback such as each time need to calculate 
the hash function which may lead to slower throughput of the storage device. But the some of the vendors have proof 
that the inline and post processing data duplication check have same output. Another method of duplication check is 
source duplication check in which the file duplicate contents are checks for duplication before storing it on the cloud 
server. Third method of deduplication is source data deduplication in which data duplication is done at the side of the 
source. The file duplication is check before it get uploaded on the cloud server. The duplication is checked at the target 
level in which file get scanned periodically and hash get generated for the software can check for the hash value if both 
value get new matched with the existing hash value then the new file not get uploaded on the cloud server only link to 
that data is to be provide to the file user. If new file is to be added to the cloud server and it get match the hash function 
of the old file then it only remove the new file and just provide hard link to the old file resides on the cloud server.   

          Another method of the duplication calculation is chunk level duplication checker. In this for each chunk 
identification is get assigned generated by the software. For the preprocessing file checking we have to make some 
assumption that identification is same then data is also same but this is not true in all the cases due to the pigeonhole 
principal. It will produce wrong result that if for two blocks of the data same identification number is get generated it 
simply remove the one block of the data. 

 
III. PROPOSED SYSTEM 

 
 For the data duplication check in the proposed system we are doing duplication check in authenticated way. For the 
file duplication check proof of ownership is also set at the time of file upload the proof is added with the file this proof 
will decide the access privilege to the file. It will define who can perform duplication check of the file. Before sending 
the request to for the duplicate check Request to the cloud user need to submit his file and proof of ownership of the 
file. The duplicate check request get only approved when there is file on the cloud and also privileges of the user are 
there. 
 

 
 

Figure 3. Overview of the System  
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A. System Architecture 
 

It Figure 3 shows the proposed system architecture which comprises of public cloud, private cloud and user. In the 
proposed system architecture shown in Figure 3. There are one public cloud and one is private cloud. Public cloud 
contains all data of the user such as files and private cloud consist of user credentials. For each transaction with the 
public cloud user need to take token for the private cloud. If the user credentials stored at the public cloud and private 
cloud are get matched then user can have assess for the duplicate check. Following operations are need to be done in 
the authenticate duplicate check. 

 
B. Encryption of File 

 
ThereTo encrypt the user data we are using secrete key resides at the private cloud. This key is used to convert plain 

text to cipher text and again for the decryption of the user data. To encrypt and decrypt we have used three basic 
functions as follow: 

KeyGenSE: In this k is the key generation algorithm which can generate the secrete file by using security parameter. 
EncSE (k, M): in this formulae M is the text message and key is the secrete key by using this both we have generated 

a cipher text C.  
DecSE (k, C): Here C is the cipher text and k is the encryption key by using cipher text and secrete key we have to 

generate plain text.). 
 

C. Confidential Encryption of data 
 

This ensures a data confidentiality in the duplication. User derives a convergent key from each original data and 
encrypt the data copy with the generated convergent key. User also add the tag for the data so that the tag will helps to 
detect the duplicate data. 
 

 
 

Figure 4. Confidential data encryption 
 

By using convergent key generation algorithm key is get generated this key is used to encrypt the user data. This will 
ensures the security, ownership and authority of the data. 
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D. Proof of Data 
 

At the time of file upload and download user need to provide proof of the data. User need to submit his convergent 
key which was generated at the time of file upload. To generate the hash value of the data we have used MD5 massage 
digest version 5 algorithm to generate the hash value of the user data. If there is any change in data occur the hash value 
of that data get changed. 

 
IV. CONCLUSION 

 
This paper shows that the proposed method for data deduplication is authorized and securely duplication of the file is 

done. In this we have also proposed new duplication check method which generate the token for the private file. As a 
proof of ownership of the data user need to submit the privilege along with the convergent key.  We have solved more 
critical part of the cloud data storage which is only tolerated by different methods. Proposed methods ensures the data 
duplication securely. 
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