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ABSTRACT: Security issues have become a major issue in recent years due to the development of technology in
networking. A number of puzzle-based defense strategies have been established to overcome the flooding denial-of-
service(DoS) attack which is eminent in the networks. Hence in this paper we suggest a Game theory based strategy to
create a series of Defence mechanisms using puzzles.
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1. INTRODUCTION

With the tremendous growth of network technology, network attackers are also rationally increased to disrupt the
activities and hacking the data from the network users by the intruder. To provide the security from the intruder is most
important one. Many researchers were proposed a different approach for providing security they does not tackle the
problem, it leads an untruthful in the network.

This paper utilizes game theory to propose a series of optimal puzzle-based strategies for handling increasingly
sophisticated flooding attack scenarios. In doing so, the solution concept of Nash equilibrium is used in a prescriptive
way, where the defender takes his part in the solution as an optimum defense against rational attackers.

AVAILABILITY of services in a networked system is a security concern that has received enormous attention in
recent years. Most researches in this area are on designing and verifying defense mechanisms against denial-of-service
(DoS) attacks. A DoS attack is characterized by a malicious behavior, which prevents the legitimate users of a network
service from using that service.

1. PROPOSED WORK

to resolve the abovementioned problems, our system has constructed with the client server based approach. the server
has the monitoring and puzzle providing process. in this proposed system, a client node sends out a request message to
server. the server will receive all details of the client. the system presents two methods to generate puzzles according to
the network behavior purposes.

Step 1 C — S: sending service request

Step 2 S: generation of a puzzle

Step 3 S — C: sending description of the puzzle
Step 4 C: solving the puzzle

Step 5 C — S: sending solution to the puzzle
Step 6 S: verification of the solution

If the solution is correct:

Step 7 S: continue processing service request.

Copyright to JIRCCE DOI: 10.15680/IJIRCCE.2016. 0404048 6621



' )
i 1JIRCCE)

4 ISSN(Online) : 2320-9801
: ISSN (Print) : 2320-9798

International Journal of Innovative Research in Computer
and Communication Engineering
(An ISO 3297: 2007 Certified Organization)

Vol. 4, Issue 4, April 2016

CLIENT SERVER

Service request
Puzzle construction

Puzzle (game theory)

Solving a puzzle

Solution

Solution verification
Connection s established
only if the solution is correct

BRSNS SRy P (R

FIGURE 1: CLIENT PuzzLE APPROACH

1. LITERATURE SURVEY

SR.NO. TITLE AUTHOR APPROACHES

1. A Defence  Strategy | Ch. V. N. Madhuri, R. V. | In this paper, game theory has been used to
against Flooding Attack | Krishnaiah. provide defence mechanisms for flooding
Using Puzzles by Game attacks using puzzles. Also the interaction
Theory. between the defender and attacker is considered

as an infinitely repeated game of discounted
payoffs. The mechanism has been divided into
different levels.

2. Defence Strategy against | Kumar Dayanand, | In this paper, game theory has been used to
Flooding Attacks Using | S.Magesh. provide defence mechanisms for flooding
Nash Equilibrium Game attacks using puzzles. This paper has also
Theory. described the architecture of a client puzzle

protocol. The algorithm selected for the client
puzzle can be implemented on almost any
platform.

3. Game Theoretic | Harikrishna  Narasimhanl,, | This paper have given emphasis on hiding the
Resistance to Denial of | Venkatanathan difficulty of client puzzles from a denial of
ServiceAttacks Using | Varadarajanl,and C. Pandu | service attacker.Future direction of work would
Hidden Difficulty Puzzles. | Rangan. be to incorporate the proposed defense

mechanisms in the Internet Key Exchange (IKE)
protocol and to estimate its effectiveness in real-
time.

4. Game Based Analysis of | Varsha Vishwanath, | The paper showed how to employ game theory
Distributed DoS Attacks | V.Shankar. to intend a number of puzzle based defenses
Prevention Using Puzzle- against flooding attacks. It is revealed that the
Based Defense Strategy. connections between an attacker who initiates a

flooding attack and a defender who counteracts
the attack. The solution notions of this type of
games are organized to discover the
solutions.Like this, the finest puzzle-based
defense strategies are developed.
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V. PROPOSED METHODOLOGY
Our proposed system handling below said modules to achieve the security in the network.
Q) Handling Client:

Clients are the users who will send the data to the receiver and they also can get the responses of their request from the
server. Mainly clients are connected the data with their puzzle. The client phase contains three steps,

¢ Registration with the puzzle

e Login

e Connect the server

So that client can access the data by playing the correct method.
(ii) Server Responses:

Admin is the main controller of the network communication. Admin is just like the puzzle authority. Server is the
databases which will responses to the client’s request. According to the following rules the server will send response.

e Puzzle selection

e Request processing

The puzzle based service provider is used to provide the resource to the requested client. The client information detail
is checked before providing resource to the requested client.

(iif) Game Theoretic settings:

The puzzle generation module is used to display the puzzle game. The puzzle game is displayed only when the user
enters the details and clicks the puzzle button. Then the instructions are displayed to user for rearranging the puzzle.
Similar the same operation about the previous function but in order to added the user register page. It has information
about the registered user information. When the user connects the server, the server will provide a puzzle with default
instructions. The users have to register with their personal data and selected puzzle are deliberate, using specifications
that anticipate your paper as one part of the entire proceedings, and not as an independent document. Please do not
revise any of the current designations.
V.  SCREEN SHOTS

1. Login Page
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Figl: Login Page
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The above form shows the users login form. Using this form the user can login into the system using his user name and
password. Different types of users use their particular username and password provided to login on the system.

2. Registration page

Registration x
@.i Jocahest808) ek, Miiing g5 & /@ et %89 4+ a0 =
L

Fig2: Registration Page
The above figure shows the registration form. Using this form the new user can create his new registration into the
system. All the fields shown in the above form are compulsory to be filled. The user has to solve the puzzle from
different types of direction provided for the server.

3. Mail forwarding

Send an -mail x

@ @ locahost 050/ Wieb_Mailing/EmailForm sp ¢ |[Q seorh a8 + &0 =
Most Visited | _ Geting Started

Fig3: Mail forwarding
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The above form shows the mail forwarding. Here the user can send mail to the receiver. The user can enter
the recipients address. And system is provided facilities of subject, content and attach file an after send mail.

4 Attach file

%‘M»D.mﬁk» + |43 || search Datarie CHQSMM ‘ﬁ\E P RO
|| Oanize v Newfolder (=0 ] ‘
K Favotis Narme Date modficd Type I
8 Downloads . Semple Pictures 03/29/2016 1058 .. Filefolder
4] Recent Places 9] cbeig (2) 02/05/2016 135PM L File
1 An_eample don | [8] cbaig 01/08/2016 1154 .. LFile
1 An_eample don || ] cbaigt 10/07/2015 847 AM T File

|| An_erample_don
. An_example_don
L An_example_don
|| An_erample_don
|\ An_example_don
. An_eample_don
|0 ATM System_(U:
L ATM System (Us
Ul ATM System (Us ~ < i ] ’

Filename: | - [AiFies

Fig4: Attach file

The above form shows the attach file. The system is provided facilities of large information very easily form
sender to receiver. The user can forward for text files, .img file, .doc file etc.

5.Mail Sending

Puzzle Authentication

f!-jac locahost 3060/ Web, Mading/EmlfSendingServist € | Q search ne +*0 =

18 Most Visted || Getting Started

Fig5: Mail sending
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The above form shows the mail sending. The data is send for multiple paths. The information is send for
divided form I n 3 ways. The user can view the information send by the graphically in this form.

6.Inbox
nEX B C=oR x|
& localhost: o e -l =} + & O =
8 Most Visited || Getting Started
inbox
Send Mail [Sender- [Subjectryes [Message Why
[Sender Sender [subi B
2@gmail.com | [Message project work [To
[Sender-swan 12 @gmail com [Subjecri 3 are you

(5 < @ WeNIEligfy N\
Fig6: Inbox

The Above form shows, here the client can view the inbox of which will be all details saved in the database.
The number of information can be seen by the client in this page.

VI. ADVANTAGES

1.Effectiveness and optimality of this mechanisms have remained resolved.
2.Reactive mechanisms does not suffer from the scalability problem and difficulty of attack traffic identification.
3.Existing system is fully secure.

VIlI.  APPLICATION

» This proposed system used in Mailing.
»  Proposed system handling increasingly sophisticated flooding attack than in existing.
» This system use in multiple organizations for sending crucial information securely.

VIII. CONCLUSION AND FUTURE WORK

Normally conventional system we use maximum manual applications. It consumes lots of time and paper. But
this system totally Web based, it means that customer can enter into the system very easily. This system is
totally user friendly and time saving and cost effective system. All the modules are designed in a way that a
can understand the system very easily. This system is designed in such a way that addition of new modules
can be done in a very simple and efficient manner. Some likely enhancements could be added in the future to
enhance the capability of this system. In this system puzzle theory provided the password in the registration
time and user can login account on this password. The system totally secure from the puzzle password
protection method. In future work it will be expanded to the other game theory.This system may used to
provide authentication in cloud computing.It is securing the communication link between client and server
with a puzzle mechanism.
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