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ABSTRACT: Due to the excessive use of cloud storage by users, security becomes the major factor, another major 
aspect is the time to access the stored data. It has been observed that the data can be stored in different patterns, such as 
original plain text and the encrypted cipher text. Due to the security of user’s data, the encrypted data is stored in to the 
cloud. Now with this method of encryption, we require different cryptographic algorithms used to encrypt the users 
data. In our survey [1], it has been analyzed that different algorithms had been implemented and found different time 
duration is required to decrypt the encrypted cipher data downloaded from the cloud. In [1] some of the key exchange 
algorithm is used to for user authentication. In this paper, we have proposed some advanced cryptographic algorithms 
and key exchange algorithms which will help to enhance the security and also reduce the decryption time. 
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I. INTRODUCTION 
 
In communication networks the security of data transmission is a vital problem. A communication is said to be 

reliable only when it provides a high security to data. The science of keeping users data secure in the form of cipher 
text is known as cryptography. The encryption process is applied before sending the data into the cloud and decryption 
is applied after downloading the data from the cloud. 

Encryption is one of the main principles which guarantees security of sensitive information. Algorithm performs 
substitutions and transformation techniques on the plain text and changes it into cipher text, which cannot be read by 
the users. The encryption algorithm are classified into two groups 

1. Symmetric key (also known as secret key) 
2. Asymmetric key (also known as public key) 
 
The method used in symmetric key encryption are performed using the same key. It is also called as conventional 

encryption. Asymmetric encryption method are performed using different keys-one public and one private. It is also 
called as public key encryption. In our survey paper [1], we had studied about decryption time of different algorithms 
with different data input size. This paper aims to find the decryption time of other advanced algorithms such as AES 
and Elgamal. 

In this paper we’ll analyze different algorithms and try to combine algorithms for making the cryptosystem more 
secure. Alanazi et al [2] done a comparative analysis of three algorithms (DES, TDES and AES) with nine different 
factors like key length, cipher type, security etc. In cryptography, a block cipher is a symmetric key cipher which 
operates on fixed-length groups of bits. A block cipher may take 128-bit plain text and encrypts it to 128-bit cipher text 
[3].   

II. ALGORITHMS USED 
 

A. DES (DATA ENCRYPTION STANDARDS) 
DES is a fiestel-type substitution-permutation network (SPN) cipher. The DES is uses a56-bit key which can be broken 
using brute-force method. A 16 cycle is used with an overall 56-bit key into 16 48-bit subkey. To decrypt identical keys 
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are used in reversed order. The L and R blocks are in size of 32-bits each, combining the overall block size of 64-bits. 
The hash function ‘f’ specifies by standard using the other given name as “S-boxes”, takes 32-bit data block as input 
and produces 32-bit output. 

 
B. TDES (TRIPLE DES) 
TDES was developed to overcome the flaws of DES, without designing the whole new cryptosystem. TDES simply run 
the DES three times with three different keys. The combined key size becomes 168-bits (3*56). The TDEA involves 3 
64-bit keys (k1,k2,k3) in encrypt-decrypt-encrypt (EDE) modes. The plain text is encrypted with k1, then decrypted 
with k2 and again encrypted with k3. The following are the three key options 
 
Option1: the preferred option, employs three mutually independent keys (k1≠k2≠k3), keyspace is 3*56=168. 
Option2: employs two mutually independent keys and a third key is same as the first key (k1≠k2=k3), keyspace is 
2*56=112. 
Option3: employs three identical keys (k1=k2=k3). This option is similar to DES. 
 

 
                                     Figure1: TDES                                    Figure2: AES 
 

C. AES (ADVANCE ENCRYPTION STANDARDS) 
AES is the advance encryption standard started to replace DES. AES supports any combination of data and key-length 
of 128, 192 and 256 bits. The algorithm is also called as AES-128, AES-192, AES-256 depending on the key length. 
AES executes 10 rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit keys [5]. AES allows 
the data length which can be divided into four basic blocks and form a 4*4 matrix. The cipher begins with the 
AddRoundKey. Before reaching nine rounds, during each round the transformation of data is performed. 

1. Sub-keys 
2. Shift-rows 
3. Mix-cloumns 
4. Add round key 
Each round of AES is observed by the following transformations. 

 Substitution Byte Transformation: in sub-byte transformation, each byte of data block is transformed into another 
block using substitution box of 8-bits. 

 Shift Rows Transformations: it is byte transposition the bytes of the last three rows are cyclically shifted.  
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 MixColumns transformations: this round is equivalent to a matrix multiplication of each column of the states. A fix 
matrix is multiplied to each column vector. 

 AddRound transformation: it is a bitwise XOR between the 128-bit of present states and 128 bits of the round key. 
The transformation is its own inverse. 

 
D. ELGAMAL 
Elgamal is a cryptosystem which is based on the discrete logarithm problem. It relies on the assumption that DL cannot 
be found in feasible time. The original public key system is Diffie-Hellman, it requires calculation of common private 
key. This poses problems if the sryptosystem should be applied to communication system. The Elgamal simplifies the 
Diffie-Hellman key exchange ‘k’. This exponent is a replacement for private component. 

Key Generation 
The basic requirement for a cryptographic system is atleast one key for symmetric algorithm and two keys for 
asymmetric. 

 Prime number and group generation (p,q,gb ). 
 Private key selection (b)    1<=b<=p-2 
 Public key assembling 

Public key=gb mod p, triplet (p,g,gb ) and private key is b. 
 Public key publishing 

 
Table 1: Comparison of DES, TDES and AES 

Factors DES TDES AES 

Key Length 56 bits (k1,k2,k3) 168 bits 
(k1 & k2 same) 112 bits 128, 192, 256 bits 

Cipher Type Symmetric Block Cipher Symmetric Block Cipher Symmetric Block Cipher 

Block Size 64 bits 64 bits 128, 192, 256 bits 

Security Inadequate One only week which is exit 
in DES Secure 

Possible Keys 256 2112 or 2168 2128, 2192 or 2256 

 

III.  METHODS USED IN PRESENT SYSTEM 
 
We have analysed different methods in the system and also analysed the decryption time for each algorithms. 
 
Method 1:  
When the cryptographic algorithms are used for encryption and decryption such as RSA, DES and TDES.  

Table 2 
Decryption Time of single algorithms (without combining with other key exchange algorithms) 

Data Size 
(byte) 

RSA 
 (Av) in ms 

DES  
(Av) in ms 

TDES 
(Av) in ms 

No. of 
Iterations 

643 38.2 12.8 36.8 5 
2342 34.0 7.8 53.6 5 
4921 34.6 9.0 53.8 5 
14763 42.2 15.6 86.6 5 
29526 34.6 41.2 138.2 5 
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Method 2: 
For enhancing the security, the key exchange algorithms are used for data access security. User enters the private key 
and proves the identity for authentication. Now in this method Diffie-Hellman is implemented with cryptographic 
algorithms for increasing the security and user authenticity. 
 

                                                                              Table 3 
Decryption Time of algorithms combined with Diffie-Hellman Key Exchange algorithm 

Data Size 
(byte) 

Diffie- 
Hellman 
(Av) in 

ms 

Diffie- 
Hellman+ 

RSA 
(Av) in ms 

Diffie- 
Hellman+ 

DES 
(Av) in ms 

Diffie- 
Hellman+ 

TDES 
(Av) in ms 

No. of 
Iterations 

643 15 53.2 27.8 51.8 5 
2342 15 49.2 22.8 68.6 5 
4921 15 49.6 24.0 68.8 5 
14763 15 57.2 30.6 101.6 5 
29526 15 49.6 56.2 153.2 5 

 

IV. PROPOSED ALGORITHM 
 

Present system has some loopholes and security issues with the cryptographic algorithms. It has been observed by 
analysing the hybrid algorithm, the time of decryption is also increased. In this paper we have taken the advanced 
cryptographic algorithm and combined with Diffie-Hellman and ElGamal key-exchange algorithm to form a more 
secure system with less amount of decryption time. 
In this we have used AES (Advanced Encryption Standards) for encryption and decryption and ElGamal, Diffie-
Hellman algorithm for key-exchange user authentication. With this combination we have introduced two new hybrid 
algorithms as E-AES (ElGamal- AES) and D-AES (Diffie-Hellman- AES). 
First lets find out the decryption time of AES before combining with other key exchange algorithms and also the 
average time of ElGamal key exchange. 

                                                                       Table 4 
                    Decryption Time of AES and Elgamal key-exchange time 

Data Size 
(byte) 

ElGamal 
 (Av) in ms 

AES  
(Av) in ms 

No. of 
Iterations 

643 16.2 13.6 5 
2342 16.2 14.2 5 
4921 16.2 13.2 5 
14763 16.2 15.0 5 
29526 16.2 21.0 5 

Now lets combine the AES algorithm with ElGamal and Diffie-Hellman to introduce our proposed algorithm. 
                                                                    
                                                                     Table 5 

                    Decryption Time of hybrid algorithms E-AES and D-AES 
Data Size 

(byte) 
E-AES 

 (Av) in ms 
D-AES  

(Av) in ms 
No. of 

Iterations 
643 29.8 28.6 5 

2342 30.4 29.2 5 
4921 29.4 28.2 5 
14763 31.2 30.0 5 
29526 37.2 36.0 5 
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Now let’s analyse all the hybrid algorithms together. 
 

Table 6 
                                Decryption time comparison of all hybrid algorithms 

Data 
Size (in 
bytes) 

No. Of 
Iterations 

Diffie-
Hellman 
(Av) in 

ms 

ElGamal  
(Av) in 

ms 

Diffie-
Hellman+RSA  

(Av) in ms 

Diffie-
Hellman+DES       

(Av) in ms 

Diffie-
Hellman+

TDES  
(Av) in 

ms 

D-AES     
(Av) in ms 

E-AES      
 (Av) in ms 

643 5 15.0 16.2 53.2 27.8 51.8 28.6 29.8 
2342 5 15.0 16.2 49.0 22.8 68.8 29.2 30.4 
4921 5 15.0 16.2 49.6 24.0 68.9 28.2 29.4 
14763 5 15.0 16.2 57.2 30.6 101.6 30.0 31.2 
29526 5 15.0 16.2 49.6 56.2 153.2 36.0 37.2 
 
In the above table we have implemented the combination of Diffie-Hellman and Elgamal with the most secure 
cryptography algorithm (AES) and we have found the decryption time is less as compared to the Diffie-
Hellman+TDES hybrid algorithm which was proposed in our survey paper. 

V. RESULTS 
 
The D-AES and E-AES is implemented and found the following results. 

 
Graph 1 

Decryption Time of different algorithms. 
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Graph 2 
Decryption Time of different hybrid algorithms. 

 

 

VI. CONCLUSION AND FUTURE WORK 
 

 By the above graphs it has been shown that the hybrid algorithm D-AES and E-AES are more efficient than other 
hybrid algorithm. The D-AES and E-AES decryption time is less than other Diffie-Hellman+ TDES and it is more 
efficient with respect to security and key management. With this approach we conclude our work and in future this 
method can be implemented in other cloud softwares, so that a system can be developed for users.  
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