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ABSTRACT: Vehicular Ad hoc Networks (VANETs) are the promising approach to provide safe wireless 
communication between the vehicles which becomes a key component of the intelligent transport system. VANET 
normally refers to a wireless network of mixed sensors or other computing devices that are deployed in vehicles. The 
challenges posed by vanet include storage competencies,energy restriction,peer to peer secure transmission and system 
accuracy. The accuracy of the system can be improved by finding the trustworthy nodes which defines the assessment 
of wheather or not,and upto what extent ,the reported traffic nodes are trustworthy,when the number of vehicles 
increased. This paper reviews the traffic and trust management system based on optimization system is proposed for 
VANETs that is able to find the trustworthy nodes to perform secure routing. The effectiveness and efficiency of 
proposed traffic and trust management system is validated through extensive experiments. The proposed management 
system is applicable to wide range of VANET applications to improve storage power , security , accuracy with 
enhanced trustworthiness. 
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I. INTRODUCTION 
 

VANETs were designated for the study because, among the vehicular networks, the ad-hoc configuration has the 
greater probable of widespread use[1]. VANET normally refers to a wireless network of mixed sensors or other 
computing devices that are deployed in vehicles[2]. This type of network enables constant monitoring and sharing of 
road situations and status of the transportation systems. Every node in VANETs is equipped with the same wireless 
communication interface. The nodes are restricted in energy as well as computational and storage competencies.[1] The 
road side units are assumed to be trustworthy since they are frequently better protected [4]. The related vehicles, on the 
other hand, are commonly more susceptible to various attacks,and they can be co-operated at any time after the 
VANET is formed[5]. 
Vehicular networks permit cars to communicate with each other and with a distinct infrastructure on the road. 
Infrastructures can be purely ad hoc between cars or facilitated by making use of an infrastructure. The organization 
typically consists of a set of so called roadside units that are connected to each other or even to the Internet. Otherwise, 
remaining infrastructure such as cellular networks can be used for this resolve. VANETs pave the way for claims 
ranging from real time traffic information for dynamic route optimization and accident deterrence to location dependent 
services, such as information on local points of interest, and entertaining[7]. The last grouping includes download of 
media files or web content at motionless servers such as gas stations conversation of content with other cars, or 
distributing content in a delay tolerant network of cars [3]. VANET requests differ in their supplies of timely message 
delivery. They can be real time in follow up coincidence prevention in the immediate district of an accident or 
difficulties on the road, accepting of small delays for the submission of route optimization, or they can be non-critical 
in the delay tolerant performing scenarios. 
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Fig. 1 VANET architecture [6] 
 
 
Trust Management System in VANET 
First of all, the vehicles in a VANET are constantly roaming around and are highly dynamic. On a typical highway the 
average speed of a vehicle is about 100 kilometers an hour[7]. At high speeds the time to react to an imminent situation 
is very critical, therefore, it is very important for the peers to be able to verify/trust incoming information in real-time. 
Second, the number of peers in VANET can become very large.  
The major assistances of the work are listed as follows: 
 • First, an attack resistant trust management arrangement is studied, which can efficiently detect and cope with 
dissimilar types of malicious behaviors in VANETs.  
• Second, the reliability of traffic data (data trust) is appraised based on the data sensed and collected from multiple 
vehicles . 
• Third, the trustworthiness of vehicle nodes is measured in two dimensions. 
In other words, a vector that is collected of two elements is used to designate the trustworthiness of each node. The two 
dimensions of node trust are efficient trust and reference trust,which designate how likely a node can fulfill its 
functionality and how trustworthy the commendations from a node for other nodes will be, individually[2]. 
• Finally, widespread experiments have been shown, and untriedconsequences show that the proposed ART scheme can 
effectually evaluate the trustworthiness set both sensed data and mobile nodes in VANETs. 

 
II. RELATED WORK 

 
In [1] Authors describes the an attack-resistant trust management scheme is future for VANETs that is able to notice 
and cope with malicious attacks and also evaluate the trustworthiness of both data and mobile nodes in VANETs. 
particularly, data trust is evaluated based on the data sensed and composed from multiple vehicles; node trust is 
assessed in two size, i.e., functional trust and suggestion trust, which indicate how likely a node can fulfill its 
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functionality and how trustworthy the recommendation from a node for other nodes will be, correspondingly.The 
trustworthiness of VANETs could be better by addressing holistically both data trust, which is defined as the appraisal 
of whether or not and to what extent the report traffic data are dependable, and node trust, which is defined as how 
dependable the nodes in VANETs are. The usefulness and efficiency of the future ART scheme is validated through 
widespread experiments. 
In [6] Author provides an overview dealing with all the issues facing VANET, in particular, VANETs characteristics 
that distinguish them from other types of ad hoc networks, VANET system architecture focusing on different network 
layers with various architectural models proposed by different authors, VANET applications both for safety and 
entertainment purposes and finally some VANET open research areas are discussed that still need to be addressed in 
order to enable the deployment of VANET technologies, infrastructures, and services cost-effectively, securely, and 
reliably. There are a number of contributions that produced significant results, but the general feeling is that the subject 
is not still mature, and that a lot of work remains to be done. It is expected that this paper will help students, developers 
and researchers to address the challenges involved in VANET. 
In [7] Author descibes the concept of VANET by considering a shortened mobility model that captures the result of hot 
areas in the city, we severely prove that common traffic entries, where large volume of traffic touches, play a major role 
in generating the exponential tail of the intercontact time. Our outcomes thus provide essentialprocedures on design of 
new vehicular mobility models in urban situations, new data forwarding protocols and their presentation analysis. 
In [8] The security games projected for vehicular networks take as an input importance measures computed by planning 
the significance values of the car networks to the primary road topology. The resulting strategies help localizing most 
valuable or susceptiblepoints in vehicular networks. 
In [9] Author discovered the fact that the unique characteristics of group signature, which is an important cryptographic 
ancient, perfectly match the security and privacy requirements in VANETs. By taking different security and privacy 
requirements of two types of VANET communications into account, namely, vehicle-to-infrastructure and vehicle-to-
vehicle infrastructure, they propose a novel secure and privacy-preserving protocol for vehicular communication, based 
on a grouping of group signature and identity based signature techniques. 
In [10] A modular standing system architecture that strictly separate shortest and indirect reputation handling from 
opinion generation. VARS is not based on the performance of nodes but on the estimation about distributed content, 
i.e., forwarding nodes form estimation on the satisfied of a message; this opinion is attached to the message before 
forwarding it to other nodes. Therefore, receiver can appraise the opinion of other nodes and use it as a basis for their 
own decision about the trustworthiness of a message. On entrance of an event communication every forwarding node 
generates an opinion on the trustworthiness of this message. An opinion is calculated from experience if the event is 
detected, from indirect trust if the sender is known, or from incomplete opinions attached to the message or a grouping 
thereof.  
        

III. CONCLUSION AND FUTURE WORK 
 

In the survey, it has concluded that each node in VANET is restricted in energy as well as computational and have 
storage competencies [1] because every node is equipped with the same wireless communication interface. To 
overcome the issue of restricted energy and storage competencies  an optimization scheme that is Particle Swarm 
Optimization has been implemented for traffic and trust management system. In Future scope, the implementation of 
existing defence approaches can be used in broader range of apllication scenerio. Thus, it will make vehicular ad-hoc 
network more resistant to security attacks. 
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