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ABSTRACT: Cloud computing provides problem solving services, software services, data access services and storage
accommodations that don't require end-users information of the materialistic positioning and hardware topology of the
system. This also leads to the security threats in authentication and data access. To overcome the security threats during
authentication we will implement a Remote Authentication Dial-In User Service (RADIUS) system, which will use
One Time Password (OTP), username and password for login into cloud from outside of the network
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I. INTRODUCTION

Cloud computing technology is seen because the assortment of web primarily based services for higher utilizing the
resources and services. It’s the new utility that provides virtualization, parallel and distributed computing into single
unit. It implies the sharing of resources to handle applications with reduces capital and low maintenance price. It offers
magnified quantifiable and easy access feature with low quality. There can be three main ways in which cloud services
are utilized; they are Software as a Service (SaaS), (Platform as a Service) PaaS and Infrastructure as a Service (laaS).
These services can be deployed by Private, Public, Hybrid or Community cloud.

The data present in the cloud is easily susceptible to many kind of attack. The data which is present in the cloud
should not get served to any user without knowing the user details, that the user is eligible to access this data is not,
hence this gives rise to the strong authentication requirement for cloud based resource. Even if the authentication
requirement is matched then there should be some mechanism which should take care access rights of the users, hence
this gives rise to develop the access control mechanism which should take care whether the resource is being accessed
to proper user or not, or in short we can say “Who can access what”.

Here, enhanced security model has been proposed to overcome the gap of RADIUS system. It engages mobile
phone instead of security token or public key infrastructure for strong association/interaction of user during
authentication process. Use of mobile based OTP is more practicable than security token because no need to carry extra
device for authentication purpose. Subsequently, Public Key

Infrastructure (PKI) suffers with certificate issue and poor speed along with absence of user involvement. Certificate
issue can be resolved but poor speed of authentication can lead of susceptible time period. Attacker may attempt to
capture the packet and reformat it after fabricating to get entry into system. Default authentication scheme can be
dangerous for public system which may login without permission of user.
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In order to differentiate public and private cloud access, user authentication in private cloud has been implemented
using user id & password and IP based authentication system. Afterwards, Along with user id and password, the OTP
verification has been done for public cloud login purpose. Involvement of mobile phone required user presence at time
of login where PKI does not. For implementing access control this work classified users into three categories can be
written as role to make access standard and transparent. The details of user-roles and assigned privileges are explained
in next sections.

The first section of this paper serves the Introduction part which is followed by the related work section in which
described the research work which has already been done corresponding to cloud computing. It also helps to explore
the analysis of present system and gap observations which lead to find problem statement. Problem statement and
methodology has been described in third and fourth section followed by system architecture and enhanced security
model for cloud computing.

In fifth section we have calculated the result for two services, the first is upload file in which we have calculated
total time to upload a file to server and file size after encryption process, the second service is download file in which
we have calculated download time and file size after decryption and download process. In the sixth section the final
conclusion of the paper is presented.

Il. RELATED WORK

Xiong et al. showed that the cloud computing services can serve the user with computer hardware and software with
ease [1]. As we have already seen that we can access cloud services via public, private and hybrid cloud based
deployment model. The first deployment model we know is public cloud, which was very thoughtful approach by
Amazon, which offers high performance and bulk data volume storage. But public cloud is susceptible to privacy,
threat and other security threat like man in the middle attack.

Smoot et al. presented their thoughts on the private cloud based deployment model. According to them, most of the
organization/software companies are using this model for providing the services. These services can be provided only
to the users who are allowed to work from inside the organization/company. The private cloud service is very
expensive method and it has many restrictions regarding access of the resource accessibility [2].

According to Bicer et al. hybrid cloud deployment makes the person to access/utilize the public and private
resource at an ease at an optimal cost and minimum time [3]. The model of hybrid cloud must agree, guarantee and
follow the rules and regulations of the Network, Database and security aspect of sharing public and private cloud.
Hybrid cloud service must understand and take care of the weak points of the public and private cloud services and
should provide services without any security issues.

According to Zhang et al. Hybrid computing development, however, is hampered by privacy concerns. A
significant amount of organizational computing workload at least partially involves sensitive data and therefore cannot
be directly outsourced to the public cloud [4]. Hence there is a big threat to security. Prasadreddy et al and Varadharaj
et al. concluded that there is the need of secure authentication system for hybrid cloud service [5, 6].

B. Prasanalakshmi, et al. worked on the same secure authentication in cloud and provides the solution to this
problem by implementing additional biometric authentication factor. They use three biometric traits, the face, the
fingers and palm wveins to develop a secure authentication system [7]. Though this could be the most accurate
authentication scheme but the main disadvantage of biometric authentication system is that it adds additional periphery
which requires additional cost that standard user is not willing to pay.

In April 2013, Alina et al provided the Hybrid Text-Image based authentication for cloud services [8]. In this
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approach, for authenticating the user, the first point of validation is user text based authentication (ID + Password) and
second point of validation is Image based authentication. Every time when the user will be asked to provide his/her
identity, a form for each image including the photo will be listed. The user will have to remember the secret code for
each image and to carefully introduce in the form. The main drawback of this approach is that if user forgets the code
for the image then he/she will face lots of trouble to access the cloud based resources.

Jin-Mook Kim and Jeong-Kyung Moon [9] proposed a RADIUS server based authentication scheme to maintain
security service during resource sharing. Sharing is important because of computer resource reuse, server device cost,
and space problems. Private cloud can be used to solve the issue of authentication and confidentiality but can’t be
feasible for various applications. They proposed a solution with involvement of security token and RADIUS server for
authentication purpose to make a difference between public and private cloud login.

I11. PROBLEM STATEMENT

As a problem statement, the system proposed by Jin-Mook Kim and Jeyong-Kyung Moon [9] does not maintain
privacy of content during communication and database storage. Database keeps all information in plain text format.
It does not imply any access control feature or algorithm, which means anybody, can access anything once
authentication happens successfully. System is Vulnerable for interception and fabrication attacks. EXxisting model
gives security solution for hybrid clouds. Hence this security model cannot be applied to private and public clouds as
well. There is no distinctive algorithmic rule for OTP generation. The security threat/problems in cloud computing
includes Data security, ldentity and access management, Key management, Virtual machine security.

Few other threats which are identified in cloud computing are listed in the Table 1.

Table 1: Security Threats in Cloud Environment

Attack Description

Tampering Attacker may alter or fabricate information

Eavesdropping

Information Attacker may listen or read the information
Disclosure
i Attacker may Refuse the validity or claim of

Repudiation . . Y - Y

information or service
Man-in-the- Attacker may intercept the communication and
Middle Attack deploy third party involvement

Attacker may hold and resend the packet information
Replay Attack . Y P

after a time delay.
Identity Attacker may kill or misuse the identity of node,
Spoofing server or client.
Viruses and Attacker may use certain bad source code to
Worms compromise
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IV. SOLUTION STATEMENT

As a solution we have proposed a security model to enhance the authentication and access control which will also
maintain level of security in terms of confidentiality and integrity too for private, public and hybrid cloud.

Here we have used asymmetric key based RSA algorithm to make complete communication secure and encrypted
by converting all the plain text information into cipher text information by using 2048 bit size key. Here the question
arise that why we have used 2048 bit size key, the answer is that according to U.S. National Institute of Standards
and Technology, 768 bit is the largest key size which has been cracked, also it has been estimated that 1024 bit key
size might get break in next 5 years, hence we have selected 2048 bit as the key size. As we know that key size is
directly proportional to the encryption strength, hence more is the key size the more is the encryption strength and
more is the data security. Subsequently, as per RSA standards size of plain text that can be encrypted can’t be more

than 1/8™ value of plain text.

For implementing access control issues we have used Role based access control (RBAC) technique, where we
classify each user on the basis of three role i.e. admin, manager, customer and assign different services as per their
roles and responsibilities. The admin has the highest privileges and then comes the manager finally in the last with least
privilege the customer comes. Table 2 describes the same thing.

Table 2: The below table shows the level of the user

User Role Privilege Level
Customer User /| . .
- Limited Access 1[Low]
Client
Manager Advance Access 2 [Medium]
Admini Full Control with 3 [High
ministrator Transparency [High]

Implementation Flow of Proposed Solution:
1. User Registration
2. Login
2.1 User verification (Username & Password method)
2.2 IP Verification for Private Cloud
2.3 OTP Verification (For public cloud)
3. Perform Services
3.1 Upload File
3.1.1 Calculate MD5 of respective file and transmit stored into key management table with file name.

3.1.2 Divide the complete file into multiple chunks.
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3.1.3 Perform RSA Encryption Algorithm.

3.1.4 Upload file to Cloud Server.

3.2 Download File

3.2.1 Retrieve all connected chunks.

3.2.2 Decrypt and Integrate into single file.

3.2.3 Calculate new MD5 and compare with the previous value, in case of different value it retries for
download else perform download operation.

4. Logout

Following steps are involved to implement the above described solutions.

1. Initially customer is registered by filling registration form. As soon as registration gets completed a request is
generated for Manager to approve the customer. On manager’s approval, the customer will now be able to
perform and use the services which are bind to him.

2. If customer wants to access the services from private cloud, then the registered IP address of the customer
system, Username and Password based authentication will take place.

3. If customer wants to access the services from outside private cloud i.e. from public cloud then that IP address
of the system is not registered, hence OTP based authentication gets added with username and password.

4. There can be three level of registered user/customer. The highest level is admin level which will have all the
authority and access. The next level is manager which has medium authority and access. Manager can keep an
eye on user/customer’s requests. The lowest level is for User/Customer. The Table 3 will list all the roles with
their privileges for the proposed system.

Table 3: List of User Role with assigned privileges

User Role

Privileged Services

General
User/Customer

Copyright to IJIRCCE

Login & Logout

Upload the file

Download File [Individual]

View File Information[Individual]

Delete File[Individual]
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Update Password

Update Base Computer IP Address

Update Profile

Manager

All Features of General User at Individual level

Search & View Permitted Details of user (Except
Password & Mobile Number)

Sanction User access

Sanction Update IP Address Permission of user

Request to Delete User

Administrator

Create Manager

Search & View Permitted Details of user (Except
Password & Mobile Number)

Sanction Update IP Address Permission of Manager

Delete User / Manager

View Total Storage Consumed [User Wise]

For achieving the confidentiality in the system we have used RSA algorithm. We have used 2048 bit key for
maximum security. For message authenticity we have used MD5 algorithm which will generate 32 bit of digest. This
digest will be used for validating the file content at the time of decryption process and hence maintaining the
authenticity of the files in the system. As an authentication scheme if user logins from private cloud then we have used
IP along withUsername and password for authentication. If user logins from outside of the organization then we have
added an extra OTP based authentication scheme. For implementing access control we have used RBAC scheme
which is explained in the earlier paragraphs. Table 4 explains the implementation of security principle and suitable

algorithm

Table 4: Used Algorithm and principle

Confidentiality

RSA

Authentication

Copyright to IJIRCCE

1. User Id-Password Mechanism

2. IP-Based Authentication [Private Cloud
Authentication]

3. OTP Based Authentication [Public Cloud

Authentication]
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Integrity MD5

V. RESULTS

As we have already seen that for adding security in authentication biometric method has been used, tokens
generated from tokenize method has been used, but it all requires additional hardware. Use of OTP in authentication
will use just one message on user’s cell phone and authentication will be done. Hence the use of OTP sending on user’s
cell phone to access resource and services from outside cloud is best suited method for authentication.

Step 5.1 Remotely Access OpenStack Dashboard
C | @ localhost:8080/Thesisim plementationOpenStack/loginjsp w e <

Ht Apps [ Suggested Sites [} Web Siice Gallery || Imported from I£

Search SwiftStack Resources Blog Login Support
# SwiftStack

PRODUCT SOLUTIONS CUSTOMERS PRICING ABOUTUS ¥

B

Hybrid Cloud Storage

for your applications of today and tomorrow

(¥) LEARN ABOUT SWIFTSTACK

Figure 5.1 OpenStack Dashboards
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c ‘ # Secure | httpsy//portal.swittstack.com/account/login/

225 Apps [ Suggested Sites [ Web Shice Gallery || Iinpurted From 13

»SwiftStack IR —

Login

Email address *

Password *

Both fields are case sensitive.

Forgot Password? = Login

Figure 5.1.1 OpenStack Login Dashboards

OpenStack is a group of open source project that use shared virtual resources to build private and public clouds.
Projects handle the core cloud-computing services of compute, networking, and storage. Projects can be bundle
together to create deployable clouds.

[ openstack Zahin b s -
P - Projects
Admin v Fiter Q|+ Pojt
Identity . 0 Name Description Project ID Domain Name ~ Enabled  Actions
Projacts 0 admin admin tenant 5099a443695141B19beaa3091e5 B Default Yes Manage Members =
Users 0 senices Tenant for the cpenstack services BaTac Teflleadd1a56/9817e1d43M5d Default Ves Manage Members =
GIOUBS  Digpaying 2 tems
Roles

Figure 5.2 Openstack Projects
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on the other hand, if we opt to install Nagios component for OpenStack.
Unauthorized

Thes server coald not venifiy that you are authonized to access the document requested. Either you supplied the wrong credentials {¢.g., bad password), or vour browser do
credentals required

Aythentication Regquind g
a A usernira and peisweed ane Being neguested by htpd T I6.140, The sde sy "MNagied
Acces®
Vet Name  nagisiadmin

-1 & S

Cansel

[ ]

Figure 4.3 Nagios Login Dashboard

N a i 05- Current Network Status Host Status Totals Senvice Statss Totals
i g Lt Updalect ed Apr DM EESTINE  1ip Dorwm Besmachable Pending 0K Warning Unknows Critical Pendesy
#;m f‘wmm e e e P ———
Goneral Mapios® Core™ 351 . wowwnagos org E.l] o I ' El i 0 ' '
Lmdnuw':' Al Problems AN Types All Froblems AN Types
m 5 _ — ——
Dermenanen Wik History For sl hosly — _
Wiew Hofifications P AllRosis.
Current Satus View Hest Siatus Detad For Al Hps
Tactical Overvisw Service Status Details For All Hosts
L £
Hosts
vkt LetRagty 100 *
ot Groaps Hostt  Senice 4 Staws ¥4 LastCheck #+  Duration 4 Antempt #4 Status information
Summan) 5 mngis ad =
Sy T 3 BLELIA 0300 Bt il 13 bk
O et (L
Service Geoups -1:—::{5;;@3 o 1L IR Bt teatd 10 "
cdecistseve: (DRI CH1ME N2 et ST 13 8
il ( ROABEXDT MhTads 13 '
e
S BMIL2BE 21518 Bdth {ndSy 11 i
HORt
Gt f A " ERRCR (Contciaare]: Unabis lo estabish conedin i
Teistaenie (ARG 0LTNE N0 GMind 20 2T 0. T B ST AT anBed TS
swiblsteenice | WARMMG | GLILI00E 200550 D4l iImTs 33 :f‘:‘l'mﬂ:u‘:" Autvoszaion Faled The restonse cou oo be
Reporns Repalfn 1. of T Mafefung Senices
Avadabity
Trends

Figure 5.4 Nagios Linux Monitoring Interface

Performance Testing is crucial to determine that the web application under test will satisfy high load requirements. It

can be used to analyze overall server performance under heavy load.
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Add Thread Group

> Thread Group
File Edit Search Run Options Help

=) 0 = _ | o .
D@ 9= | &[5 =40 E
& TestPan L]
WorkBenq Add } Threads (Users) read Group
Paste Ctrl-v Test Fragment  »| setUp Thread Group
Reset Gui Config Element »| tearDown Thread Group
i b
Open... Timer )
Pre Processors
Merge .
] ame:
Save Selection As... Post Processors
Assertions b
Save Node As Image Cul-c )
Listener J
Save Screen As Image Ctl+Shift-G
Enable
Disable
Togale Chrl-T
Help

In Thread Group control panel, enter Thread Properties as following:

Thread Group

Hame: |Thread Group

Comments:
Action to be taken after a Sampler error

@ Contim

f ?Th read Properties \

Humber of Threads (users): (100

Ramp-Up Period (in seconds): | 100

\L:)op Count: [_]| Forever |‘1I.'.I )
[ ] Delay Thread creation until needed

[ | scheduler

e Number of Threads: 100 (Number of users connects to target website: 100)
e Loop Count: 10 (Number of time to execute testing)
e Ramp-Up Period: 100
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Step 2) Adding JMeter elements
This element can be added by right-clicking on the Thread Group and selecting: Add -> Config Element -> HTTP
Request Defaults.

t-mmm - |“] Thread Grnup |
4§ vre Reqfaldﬂ )_|t Logic Controller P
Graph Rel Cut S | Config Element ¥ Counter
_,{" HTTP Req Copy Cule Timer ¥ C5V Data Set Config
#™2 Respons{ paie Pre Processors » FTP Request Defaults
Aszseriion Duplicate crisshimc | Sampler ¥ HTTP Authorization Manager
(U constant Reset Gui Post Processors b| HTTP Cache Manager
V_'EW i e Assertions »| HTTP Cookie Manager
:::,._H;j Open... Listener b HTTP Header Manager
I ~~[}ii¥7P Request Detaults
WorkBench l::::;lecﬁm - | ] Fﬂ{ﬂe.r [_10'3 Java Request l_:laia.ults
T 2ad creation until ng JDBC Connection Configuration
Save Node As fmage | Cri-G | Kevstore Confiouration
In the HTTP Request Defaults control panel, enter the Website name under  test

(ttp://local host:8080/ThesisImplementationOpenStack/)

g ac

File Edit Search Run Options Help

lejalala s D@ [+[-[+] > /@6 b du ab 5 s oA os @
" a TestPlan
% HTTP Request Dfauts HTTP Request Defaults
m WaorkBench Name: \H‘ITP Request Defaults
;| (Comments:
Basic | Advanced
7 Web Server- I
‘Protoool [http]: [http Server Name or IP: |http:/ocalhostB080/ThesisimplementationOpenStack! \ Port Number: (80 |

Step 3) Adding Graph result

‘| | HTTP Request

Path: |http:fﬂocalhost 3080/ThesisimplementationOpenStackl

‘ Content encoding:

Parameters | Body Data

Send Parameters With the Request:

Name Value

| Encode?| Include Equals?

JMeter can show the test result in Graph format.
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Right click Test Plan, Add -> Listener -> Graph Results

Step 4) Run Test and get the test result

The picture below presents a graph of a test plan, where we simulated 100 users who accessed on
website http://localhost:8080/ThesisiImplementationOpenStack/

Al [+ = 4] w | @ o |t%]%] % o 6| |E B o4 oo

;| Graph Results
| mame: [Graph Resuns |
Commenis:
Wirite results to file | Read from Tile
Flemnel || Brows=.. | LogWisplay Only: [ |Errors [ Successes
Graphs to Display [« Data |v] Average [v] Median [v] Dewviation ] Throoghput
ms

: ms 4] 11 I 3
1| Deviation Throwghpuot Median
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At the bottom of the picture, there are the following statistics, represented in colors:

e Black: The total number of current samples sent.

e Blue: The current average of all samples sent.

e Red: The current standard deviation.

e  Green: Throughput rate that represents the number of requests per minute the server handled
Let analyze the performance of http://localhost:8080/ThesisimplementationOpenStack/ in below figure.

To analyze the performance of the web server under test, we have to focus on 2 parameters

e  Throughput

e Deviation
The Throughput is the most important parameter. It represents the ability of the server to handle heavy
load. The higher the Throughput is, the better is the server performance.
In this test, the throughput of http://localhost:8080/ThesisimplementationOpenStack/ is 255 /minute. It means Google
server can handle 255 requests per minute. This value is quiet high so we can conclude that
http://localhost:8080/ThesisiImplementationOpenStack/ server has good performance

User Request On Server Local OpenStack Server EyeOS Server

Per minute 255 230

Per minute

260
255 &
250
245
240
235
230 v
225
220
215

User Request on Server

Local OpenStack Server EyeOS Server
< Perminute 255 230

The throughput of website under test eyeos server is 230/minutes. It means this server handle 230 requests per minute,
lower than http://localhost:8080/ThesisimplementationOpenStack!/.

In comparison with previous work, few enhancements have been observed which are cited below;

1. Previous system by Kim et. al. [9] doesn’t consider confidentiality during storage. They stored file and all user
information into plain text format which can be lead for information compromization or interception attack.
Here in our work RSA algorithm has been integrated to achieve confidentiality during file storage and
information insertion in database.
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2. Kimet. al. [9] don’t integrate access control model. Here in our work RBAC model has been used to maintain
access control and service classification.

3. Kim et. al. [9] don’t show the evalution stastics, so actual performance measurement can’t be observed. Our
work completely consider multiple size file input to observe computation time and memory complexity for
both encryption and decryption process.

4. Priyanka Nema has shown the implementation of RSA for communication purpose [15], which increase the
tranmission time and complexty of data tranfer. Here our work uses https protocol to make communication
secure and RSA to make storage secure.

5. Kim et. al. [9] has used hash algorithm for integrity purpose. Here in our work we replace it by MD5 to
enhance the strength of integrity and performance of propsoed solution.

VI. CONCLUSION

The implementation of this project work is to enhance the authentication and access control process in cloud
environment. By implementing the OTP as an additional authentication parameter when one user wants to access cloud
resource from external location or from public cloud the authetication system is enhanced. By implementing Role
Based Access and Control (RBAC) we have provided different privileges to different users, in this way we have
implemented a much secure access conrol mechanism. Integrity of the file, which user is uploading on the server is
calculated and maintained using MD5 algorith. The confidentiality of the message is maintained by using RSA
algorithm. The database keeps all the informaion in encrypted form, hence it will be very hard to intercept the data
stored in database.

The complete study concludes that, the existing model not only enhances the security to the public and private
cloud but it also provides the same security in the hybrid cloud environment. By implementing the security principle
and algorithm we tried to enhance the security of the overall cloud based system.
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